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Overview of Wireless Sensor 

Network Security 

Javier Lopez
a

 and Jianying Zhou
b

a

University of Malaga, Spain 

b

Institute for Infocomm Research, Singapore 

1. Background of WSN 

The advances on miniaturization techniques and wireless communications have 

made possible the creation and subsequent development of the Wireless Sensor 

Networks (WSN) paradigm. The main purpose of WSN is to serve as an 

interface to the real world, providing physical information such as temperature, 

light, radiation, etc. to a computer system. The major difference between this 

type of networks and wired networks is their decentralized and specialized 

nature. In WSN, all its members collaborate towards the common goal of 

obtaining or deducing certain physical information from their environment. 

Moreover, WSN is capable of self-organization, thus it can be deployed in a 

certain context without requiring the existence of a supporting infrastructure.   

The functionality and behaviour of WSN are also different from another 

wireless network paradigm, Mobile Ad Hoc Network (MANET). First, all 

devices in WSN are totally autonomous, not controlled by human users. Also, 

those devices are much more constrained in terms of battery life and processing 

power, so it can only offer a simple and predefined set of tasks, whereas a 

MANET node is usually a PDA-like device with much more functionality and 

resources. In addition, the density of WSN is usually higher than in MANET. 

The infrastructure of WSN can be divided into two parts, the data acquisition

network and the data dissemination network. The data acquisition network 

contains the sensor network “per se”: sensor nodes and base stations. Sensor 

nodes are a collection of small devices with the task of measuring the physical 

data of its surroundings, and base stations are powerful devices in charge of 

collecting data from the nodes and forwarding control information from the 

users. On the other hand, the data dissemination network is a combination of 

wired and wireless networks that provides an interface of the data acquisition 

network to any user.  
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As aforementioned, the major elements of WSN are the sensor nodes and the 

base stations. In fact, they can be abstracted as the “sensing cells” and the 

“brain” of the network, respectively. Sensor nodes get the physical information 

of the surroundings using its built-in sensors, process the raw information 

taking advantage of its computational capabilities, and communicate with other 

nodes in its surroundings using a wireless channel. All sensor nodes are 

battery-powered; hence, totally independent and able to operate autonomously, 

if required. Nevertheless, they can also collaborate with other nodes in 

pursuing a common goal, such as vehicle tracking. In contrast, the base station 

is a centralized element that is used for accessing the services provided by 

the sensor network. All data coming from the sensor nodes, as well as all 

control commands that can be issued to those nodes, will traverse the base 

station. In the cases where the information obtained by the WSN has to be 

accessible from more than one point, the coexistence of several base stations is 

feasible. A base station can be mobile, either autonomously or dependently. In 

some cases, it positions itself to obtain samples of the environment based on 

the information supplied by the sensor nodes. In other cases, it is a PDA-like 

device used by a human in order to access on the spot to the information of the 

WSN.

There are two basic WSN architectures, hierarchical and flat, that specify how 

the sensors group themselves to achieve specific goals. In flat configurations, 

all the nodes contribute in the decision-making process and participate in the 

internal protocols (like routing). Conversely, in hierarchical configurations the 

network is divided into clusters or group of nodes. Organizational decisions, 

like data aggregation, are made by a single entity called “cluster head”. It 

should be noticed that it is also possible to have a combination of the two 

previous configurations into the same network; for instance, to avoid situations 

where the “spinal cord” of the network - the cluster heads - fail and the 

information must be routed to the base station. 

Regarding the services offered by a WSN, they can be classified into three 

major categories: monitoring, alerting, and provisioning of information “on-

demand”. As for the first case, sensor nodes can continuously monitor certain 

features of their surroundings (e.g. measuring the ambient noise level) and 

timely send such information to the base station. In the second case, sensors 

can check whether certain physical circumstances (e.g. a fire) are occurring, 

alerting the users of the system when an alarm is triggered. In the last case, the 

network can be queried about the actual levels of a certain feature, providing 

information “on-demand”. Due to the computational capabilities of the nodes, 

it is possible to reprogram the network during its lifetime, or even use it as a 

distributed computing platform under specific circumstances. 
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A number of research projects on WSN have been carried out, and some 

prototypes have been developed, for example, monitoring of aging 

infrastructures and hazardous materials [WINES2007], management of 

agricultural scenarios such as vineyards [Beck2004], wireless vital sign sensors 

[CodeBlue2004]. 

2. Threats in WSN 

As in all computing environments, it is essential to assure the proper 

functionality of WSN in order to allow the correct provisioning of services. 

Such networks should comply with certain security requirements, such as 

confidentiality, integrity, authentication, and others, derived from the 

application context. However, achieving this goal is not an easy task for WSN 

as it is especially vulnerable against external and internal attacks due to its 

peculiar characteristics. The devices of the network, sensor nodes, are highly 

constrained in terms of computational capabilities, memory, communication 

bandwidth and battery power. Additionally, it is easy to physically access such 

nodes because they must be located near the physical source of the events, and 

they usually are not tamper-resistant due to cost constraints. Furthermore, any 

internal or external device can access the information exchange because the 

communication channel is public. 

As a result, WSN has to face multiple threats that may easily hinder its 

functionality and nullify the benefits of using its services. These threats can be 

categorized as follows:  

• Common attacks 

• Denial of service attack 

• Node compromise 

• Impersonation attack 

• Protocol-specific attacks 

Due to the features of WSN, there are some specific attacks targeting the 

communication channels. An adversary can easily retrieve valuable data from 

the transmitted packets that are sent (Eavesdropping). That adversary can also 

simply intercept and modify the packets’ content meant for the base station or 

intermediate nodes (Message Modification), or re-transmit the contents of those 

packets at a later time (Message Replay). Finally, the attacker can send out 

false data into the network, maybe masquerading as one of the sensors, with the 

objectives of corrupting the collected sensors’ reading or disrupting the internal 

control data (Message Injection).
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Since WSN is a wireless service-oriented infrastructure, one of the most 

problematic attacks that it may face is the Denial of Service (DoS) attack. A 

DoS attack on WSN may take several forms: node collaboration, in which a set 

of nodes act maliciously and prevent broadcast messages from reaching certain 

section(s) of the sensor network; jamming attack, in which an attacker jams the 

communication channel and avoids any member of the network in the affected 

area to send or receive any packet; and exhaustion of power, in which an 

attacker repeatedly requests packets from sensors to deplete their battery life.  

A sensor node is considered as being compromised when an attacker, through 

various means, gains control or access to the sensor node itself after it has been 

deployed. Attacks can be invasive or non-invasive. An invasive physical attack 

is defined as an attack where the attacker physically breaks into the hardware 

by modifying its hardware structure (e.g. using focused ion beam, or drilling a 

hole in the storage media). On the other hand, A non-invasive attack is defined 

as an attack where the data is taken from the hardware device without any form 

of structural modification to the device itself (e.g. taking advantage of the 

JTAG interface [Becher2006]). Various complex attacks can be easily launched 

from compromised nodes, since the subverted node is a full-fledged member of 

the network. 

The most common attack that can be launched using a compromised node is 

the impersonation attack, in which a malicious node impersonates a legitimate 

node and uses its identity to mount an active attack such as Sybil or node 

replication. In a Sybil attack, a single node takes on multiple identities to 

deceive other nodes. A node that wishes to conduct the Sybil attack can adopt a 

new identity by creating a new identity or by stealing the identity of an existing 

node. On the other hand, node or identity replication is the simple duplication 

of sensor nodes. As sensor nodes tend to be physically unprotected, it is 

feasible for an attacker to capture, replicate and insert duplicate nodes back into 

selected regions of the network. Node replication is different from a Sybil 

attack in that the multiple nodes are duplicates and basically have the same 

identities.

Complex attacks from subverted nodes can target the internal protocols used in 

the network, such as routing. Attacks against routing protocols in WSN fall into 

one of the following categories [Karlof2003]: corruption of the internal control 

information such as the routing tables (Spoofed Routing Information), selective 

forwarding of the packets that traverse a malicious node depending on some 

criteria (Selective Forwarding), creation of a “wormhole” that captures the 

information at one location and replays them in another location either 

unchanged (Wormhole Attack) or tampered (Sinkhole Attack), creation of false 

control packets during the deployment of the network (Hello Flood Attack),

and creation of false acknowledge information (Acknowledgment Spoofing). 
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Other protocols can be attacked as well, such as data aggregation (e.g. by 

forging the data before, during or after the aggregation process). 

Therefore, it is necessary to provide WSN with basic security mechanisms and 

protocols that can guarantee a minimal protection to the services and the 

information flow. This means the hardware layer needs to be protected against 

node compromise, the communication channels should meet certain security 

goals (like confidentiality, integrity and authentication), and the protocols and 

services of the network must be robust against any possible interferences. 

3. Security on Hardware Layer 

One of the most fruitful attacks that can be launched against a sensor node is 

node compromise. Nodes are easy to access, since they have to be physically 

near the event they monitor. Once the attacker obtains, subverts, and takes 

control over the node, he can access its internal information, and also use it for 

malicious purposes by launching complex or stealthy attacks. Therefore, there 

should be some kind of protection on the hardware layer to avoid such attacks, 

like a Tamper Proof Module (TPM). Such modules allow the security 

credentials to be stored securely, preventing an attacker from retrieving the 

credentials when the sensor node is compromised. Once a tampering of the 

chip is detected, the TPM will destroy the keys and other information stored in 

the module. 

Although adding a TPM into a sensor node would help to defend against node 

compromise, the addition of the module will significantly increase its overall 

cost. Also, using a TPM would mean that the node cannot be reprogrammed 

after its deployment. As a result, it is necessary to use other software-based 

mechanisms that are not dependent on any hardware configuration. Examples 

of those mechanisms are the code attestation techniques, which can detect if a 

node has been compromised, or code obfuscation techniques, which can 

generate different versions of the sensor software for each node. 

3.1. Code Attestation 

Software based attestation enables a third party to verify the code running on 

the system to detect any maliciously altered code. Usually code attestation is 

done through the use of special hardware mechanisms proposed by the Trusted 

Computing Group (TCG) and Next Generation Secure Computing Base 

(NGSCB). However, these hardware mechanisms are costly and are not 

implemented in the current version of the sensors, as of 2007. Thus this kind of 

J. Lopez and J. Zhou / Overview of Wireless Sensor Network Security 5



software attestation is designed to provide the detection of malicious code 

alteration and verify that the sensors are using the correct codes. 

A verification procedure is needed to effectively verify that the sensor’s code is 

correct and not maliciously altered. A verifier needs to generate a random 

challenge to be sent to the sensor. The sensor will then use this challenge to 

generate a response using the verification procedure. The verifier will then 

compare the response against an expected value. Any discrepancy would imply 

that the code in the sensor has been modified. Data used in the code attestation 

usually include the clock speed, the instruction set architecture, the memory 

architecture of the microcontroller and the size of the device’s memory. 

The verification procedure is mostly based on the “pseudorandom memory 

traversal” concept: using a seed (i.e. the random challenge) provided by the 

verifier, the sensor must randomly access some positions of its own memory, 

summarizing them into one report that will be used as a response. If the sensor 

is malicious, the time used on calculating a valid response will be longer, and 

such delay can be detected by the verifier [Seshadri2004]. An improvement 

over this basic scheme is to send an obfuscated attestation routine alongside 

with the seed, thus delaying even more the efforts of the malicious adversary to 

reply with a valid response [Shaneck2005].  

As software based attestation requires the creation of a response from the 

challenged node, an attacker may be able to generate a correct response using a 

more powerful machine. In this way, the attacker is able to obtain the result in a 

shorter time. A sensor, which is also controlled by the attacker, will then 

forward the correct result back to the verifier within the expected time frame. It 

is important to improve upon the current software based attestation schemes to 

prevent the race condition, which allows attackers to generate the result using a 

more powerful machine. The attestation method should be able to withstand 

such attacks and at the same time consume less energy. The design should also 

prevent the attacker from launching a DoS attack on the sensor by repeating the 

request to verify the sensor. 

3.2. Code Obfuscation 

Code obfuscation, or diversification, is a mechanism that allows the protection 

of a valuable piece of information (e.g. the security credentials) contained 

inside the node. By obfuscating the code and data, the amount of time needed 

by the attacker to analyze the compromised nodes will increase, thus it will be 

more difficult to deduce the secrets from the extracted contents of program 

flash, the EEPROM or the SRAM. The obfuscation methods must not be equal 
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for all the nodes. This is to prevent the attacker from using the same method to 

retrieve the secrets once the attacker is successful in compromising one node. 

Those diversification techniques may include stack randomization, instruction 

set randomization, library randomization, and system call randomization. Also, 

the diversification can be done through the network level using different OS, 

application and communication protocol within a network system. In a sensor 

node, it is possible to hide vital information, such as the secret keys, using a 

hash function to scramble the information in the data segment [Alarifi2006]. 

By hiding the keys in a randomized manner, it would be difficult for the 

attacker to find the keys from the downloaded EEPROM. 

In general, code obfuscation can be done in 5 steps [Alarifi2006]. The first 

stage is code pre-processing, in which comments, standardized loops, control 

instructions, split variables declarations and format instructions are removed. 

The next step is intermediate code construction, where the program is re-

generated into another semantically equivalent program at the source code level. 

The new code is flattened to make its control flow harder to be analyzed. The 

flattened code is then passed through a random code generator to diversify the 

codes for the sensor nodes. The generator will generate a different version of 

the same code for each individual node. Lastly, comments and debugging 

information are removed and the identifiers are changed into meaningless 

names. 

4. Security Primitives 

All sensor nodes in WSN use power-efficient radio transceivers for their 

communications. Most of the existing sensor nodes operate in unlicensed 

frequency bands (such as the 433 MHz ISM-band in Europe with a maximum 

capacity of 19.2 Kbps), but some nodes follow the IEEE 802.15.4 standard for 

Personal Area Networks [IEEE802.15.4], that has a maximum data throughput 

of 250 Kbps. Regardless of the underlying technology of the transceiver, all 

communications are done using a wireless channel. As a result, the information 

flow can be easily accessed by anyone in the vicinity. All packets are then 

unprotected against any kind of communication attack. 

It is indispensable to provide basic security primitives to the sensor nodes in 

order to give a minimal protection to the information flow and a foundation to 

create secure protocols. Those security primitives are Symmetric Key 

Cryptography (SKC), hash primitives, and Public Key Cryptography (PKC). 

Since sensor nodes are highly constrained in terms of resources, implementing 

the security primitives in an efficient way (using less energy, computational 

time and memory space) without sacrificing the strength of their security 
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properties is one of the major challenges in this area, a challenge that most of 

the state-of-the-art have managed to achieve. 

SKC primitives use the same secret key for both encryption and decryption. 

Instances of these primitives are able to provide confidentiality to a certain 

information flow, given that the origin and the destination of the data share the 

same secret key. They can also provide integrity and authentication if a certain 

mode of operation is used. These algorithms are usually not very complex, and 

they can be implemented easily in resource-constrained devices. 

The suitability of SKC primitives on sensor nodes was analyzed mainly by 

Ganesan et al. in 2003 [Ganesan2003], and by Wei Law et al. [Wei2006] and 

Jun et al. [JunChoi2006] in 2006. The feasibility of the software 

implementations of SKC algorithms (e.g. RC4, RC5, Skipjack, IDEA, AES) 

was evaluated, concluding that the most effective algorithms such as RC4 and 

Skipjack have an overhead (energy, bandwidth, latency, and memory 

consumption) less than 10%. Other algorithms such as AES impose a higher 

penalty over the resources of the node (around 20%), but they are still suitable 

for practical use. 

Regarding hardware implementations, nodes with radio chips conforming to 

the 802.15.4 standard [IEEE802.15.4] do offer a suite of AES-based 

cryptography operations, which offer encryption, authentication and replay 

protection. However, not all the suites are actually secure [Sastry2004]. Also, 

most hardware implementations of the standard do not offer all its functionality. 

Therefore, system and application designers must take special care on using the 

standard, providing a workaround in certain implementations for taking 

advantage of the hardware capabilities. 

Cryptographic hash functions or hash primitives are utilized in order to 

compress a set of data of variable length into a set of bits of fixed length. The 

result is a “digital fingerprint” of the data, identified as a hash value. A 

cryptographic hash function must satisfy two properties: i) given a hash value h,

it should be hard to find a message m such that hash(m) = h, and ii) it should be 

hard to find two different messages m
1

and m
2
 such that hash(m

1
) = hash(m

2
).

Hash functions are usually used for assuring the integrity of the information 

flow, providing a unique fingerprint for every packet in the form of a Message 

Authentication Code (MAC). However, hash functions are resource-heavier 

compared to SKC primitives: the studies by Ganesan et. al. [Ganesan2003] 

showed that a hash function is around ten times slower than a SKC algorithm in 

terms of speed. For that reason, MAC is usually computed using SKC with a 

special mode of operation called CBC-MAC. 
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Finally, PKC, also known as asymmetric cryptography, is a form of 

cryptography that uses two keys: a key called private key, which has to be kept 

private, and another key named public key, which is publicly known. Any 

operation done with the private key can only be reversed with the public key, 

and vice versa. This nice property makes all PKC-based algorithms useful for 

authentication purposes. Still, the computational cost of calculating their 

underlying operations had hindered its application in highly-constrained 

devices, such as sensor nodes. 

One of the most promising PKC primitives in the field of WSN security is 

Elliptic Curve Cryptography (ECC), due to the small size of the keys, the 

memory and energy savings, and the simplicity of its underlying operation, the 

scalar point multiplication. Thanks to these advantages, ECC has been 

implemented both in software [Liu2007] [Wang2006] and in hardware 

[Batina2006]. Software implementations have an acceptable signing and 

verifying time, smaller than 2 seconds, whereas hardware prototypes achieve a 

speed of 115ms. 

ECC is not the only PKC algorithm that has been implemented for sensor 

nodes: there are also other hardware prototypes that provide other asymmetric 

cryptography primitives, such as NTRU [Gaubatz2005], Rabin [Gaubatz2005], 

and Multivariate [Yang2006]. The primary disadvantage of these primitives, 

compared with ECC, is their key and signature size. Nevertheless, these 

prototypes have certain advantages that can make them useful in certain 

scenarios. For example, most operations done on a NTRU chip are faster than 

any of the ECC prototypes. Also, the encryption and verification time of Rabin 

is much smaller, whereas the signature time is optimal when using the 

Multivariate prototypes. 

5. Support for Security Primitives 

5.1. Key Management System 

The communication channels between any pair of devices inside WSN must be 

protected to avoid attacks from external parties. Such protection, in terms of 

confidentiality, integrity and authentication, is provided by the security 

primitives introduced in the previous section. Nevertheless, those primitives 

need to store a set of security credentials (i.e. secret keys) inside every node in 

order to create and share a secure channel. The task of generating and 

distributing those keys has to be done by a global Key Management System

(KMS).
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There are three basic factors that every key management system for WSN 

should adequately fulfil: key storage, key distribution, and key maintenance.

• Key storage policies indicate the number of keys that a sensor node 

needs to store in order to open a secure channel with other peers. 

• Key distribution protocols define how the keys are issued to the sensor 

nodes. A node can receive its keys before the initial deployment of the 

network or create its keys after the deployment using preloaded 

information.

• Key maintenance procedures specify how a node can be included into 

or erased from the network, receiving or nullifying a set of keys in the 

process.

There are two extreme design cases for a key management system: global 

keying and pairwise keying. In global keying, a single key is created for the 

entire network, and all the secure communications must be encrypted with that 

key. In the other case, pairwise keying, a node must store a key for every other 

node inside the network, thus every pair of nodes will have a particular secure 

channel.

Neither of the cases is feasible in a real scenario. In global keying, any 

tampered node will reveal the global secret key, thus opening all the 

communications of the network to any potential attacker. Also, pairwise keying 

is not a scalable solution due to the memory constraints of the nodes. Therefore, 

security researchers have been trying to develop more optimal solutions that 

are scalable and resilient, amongst other properties. The existing systems can 

be classified into four frameworks: “key pool” framework, mathematical 

framework, negotiation framework, and public key framework [Alcaraz2006]. 

“Key Pool” Framework. The “key pool” paradigm is the pillar behind one of 

the most important frameworks to date. The main idea behind this framework 

is quite simple: the network designer creates a “key pool”, a large set of pre-

calculated secret keys, and before the network deployment every node in the 

network is assigned with a unique “key chain”, i.e. a small subset of keys from 

the “key pool” (Key Pre-distribution Phase). After the deployment, the nodes 

can interchange the identification numbers of the keys from their “key chains”, 

trying to find a common key (Shared-key Discovery Phase). If they find that 

they share a common key, that key (or a derivation from that original key) will 

be used as the pairwise key between the two nodes. Otherwise, if two nodes 

want to communicate but they do not share any key, they will try to find a “key 

path” between them in order to negotiate a pairwise key (Path-key 

Establishment Phase).

J. Lopez and J. Zhou / Overview of Wireless Sensor Network Security10



Mathematical Framework. Some KMSs use mathematical concepts belonging 

to the fields of Linear Algebra (Blom Scheme), Combinatorics (Generalized 

Quadrangles) and Algebraic Geometry (Bivariate Polynomials) for calculating 

the pairwise keys of the nodes, by combining certain information after the 

deployment phase or by specially crafting a “key pool”. All these KMSs belong 

to the Mathematical Framework, since they share some common properties. On 

the one hand, their connectivity is very high, since by design almost all nodes 

can have a pairwise key with any node in the network. Also, the 

communication overhead is low, since the nodes need to share only small bits 

of information. On the other hand, the memory footprint is usually high 

because all nodes need to store certain mathematical information (e.g. rows of a 

matrix), and the network resilience and the scalability are highly tied to the 

design of the underlying mechanisms. 

Negotiation Framework. It can be possible to let nodes negotiate their keys 

with their closer neighbours just after the deployment of the network, requiring 

none or few steps in the pre-distribution phase. This self-configuration 

approach is usually seen as non-feasible because any potential adversary can 

attack the network at this point and obtain the messages that contain the secret 

keys, effectively thwarting the overall security of the network. However, it can 

be assumed that in several scenarios the nodes and the network itself are not 

endangered in the first steps after the deployment, because the resources that an 

attacker has to spend in order to break the security of the network do not justify 

the benefits obtained from that attack. All the schemes that create their keys 

like this can be considered part of the Negotiation Framework. 

Public Key Framework. One of the multiple uses of asymmetric cryptography 

has been to securely bootstrap the pairwise key of two nodes over a public 

communication channel. Two nodes just need to interchange their public keys 

and some information (e.g. using the ECDH-ECDSA handshake protocol and 

Elliptic Curve Cryptography) that will be used to create the pairwise secret key 

and its associated values like initialization vectors. If the public keys are 

certified by a trusted third party, both peers will also be authenticated. 

5.2. Public Key Infrastructure 

Public Key Cryptography, although extremely resource-intensive for highly 

constrained devices, is a viable alternative that can elegantly provide a solution 

for some of the existing security problems in WSN such as key distribution. 

Nevertheless, the use of these cryptographic techniques is not enough for 

providing essential services such as digital signatures. For example, the 

possession of a public/private key pair is not enough to assure the identity of a 

certain node. Therefore, it is necessary to have a Public Key Infrastructure

(PKI) that can establish a trusted identity, amongst other things. 
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It is not trivial to apply a PKI to WSN which is highly decentralized by nature. 

However, there is a central system, the base station, that takes the role of 

initializing the nodes of the network and interacting with the data provided by 

all these nodes. Therefore, it is clear that the base station can be considered as a 

Certification Authority (CA). Moreover, the base station can also take the role 

of Registration Authority (RA), since it is in charge of assigning the identity of 

all the nodes before the deployment of the network. 

The basic functionality of a PKI, that is, registration, initialization, key 

generation, certification, and certificate retrieval, can be performed as follows 

in WSN. The base station generates the public/private key pair of a sensor node, 

assigns a unique identification to it, and creates the digital certificate that links 

the unique identification with its public key. The base station also initializes the 

contents of the sensor node (such as configuration data and internal 

programming), including the certificate of the node and the certificate of the 

root CA (i.e. the base station itself). Later, when a node retrieves the certificate 

of one of its neighbours, it will be able to check the validity of that certificate 

using the root CA certificate. 

6. Core Protocols 

It is easy to understand that protecting the communication channel between two 

nodes does not entirely guarantee the security of WSN. The core protocols of 

the network, that is, the minimal set of protocols required to provide services 

must also be secure in order to withstand errors coming from faulty nodes, as 

well as attacks initiated by malicious elements (from outside and inside the 

network). They include those protocols for routing, data aggregation, and time 

synchronization. 

6.1. Routing

Designing routing algorithms is a challenging area [AlKaraki2004]. All the 

nodes inside WSN should be reachable (Connectivity) while covering the 

maximum possible area of environment using their sensors (Coverage), even 

when the nodes inside the network start to fail due to energy issues or other 

problems (Fault Tolerance). The algorithm should also work with any network 

size and node density (Scalability) and provide a certain quality of service. At 

the same time, designers must try to lower the memory usage and energy 

consumption of the algorithms. 
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Security is another factor that cannot be ignored in the design of routing 

algorithms. Any potential adversary has a wide range of attacks at his 

disposition [Karlof2004] to manipulate the routing subsystem and take control 

over the routes, resulting in eavesdropped, altered, spoofed or discarded 

packets. He can direct traffic over his own nodes by advertising them as nodes 

with better (real or fake) connectivity or speed. He can alter the routing control 

packets on his own benefit, and also spoof the identity of the nodes using a 

Sybil attack [Newsome2004]. 

The key infrastructure may help in the protection against routing attacks by 

authenticating nodes and protecting the confidentiality and integrity of the 

packets, but it is not enough to protect the routing infrastructure. Any adversary 

can take control of a set of legitimate nodes of the network and modify or 

discard any control messages on his own benefit. He can also attack the 

network or certain sections with a denial of service attack, jamming the 

communication signal or colliding certain control packets. Therefore, it is 

essential to make the routing algorithm robust against such attacks. 

6.2. Data Aggregation 

Inside a sensor network, the nodes generate an immense amount of raw data 

product of their measurements. In most cases these data are needed at the base 

station, thus there is a great cost, in terms of energy consumption and 

bandwidth usage, on transporting all the data from the nodes to the base station. 

However, since nodes are physically near each other, the data likely have some 

type of redundancy. The role of aggregation is to exploit this redundancy by 

collecting the data from a certain region and summarizing it into one report, 

hence decreasing the number of packets sent to the base station. 

Aggregated data can be easily attacked by a malicious adversary, even if the 

communications are protected against any data injection attack or data integrity 

attack. If an aggregator node is being controlled by an adversary, it can easily 

ignore the data received from its neighbours and create a false report. Trusted 

aggregators can still receive false data from faulty nodes or from nodes being 

controlled by an adversary. 

By using strong aggregation functions that are resilient against internal attacks, 

it is possible to defend the network against false data coming from malicious or 

faulty nodes. Borrowing ideas from the field of robust statistics, the author in 

[Wagner2004] developed a theoretical framework for analyzing the resilience 

of a number of natural aggregation functions (e.g., demonstrating that the 

minimum, maximum, sum and average functions are insecure) and proposed 

some tools (such as trimming) for improving the resilience of the aggregation 

functions, although aggregation is supposed to be carried out in the base station. 
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There are also solutions that discover whether the reports sent by a malicious 

aggregator are forged or not. One approach queries the aggregator itself about 

the data used to create the report. In [Przydatek2003], the aggregator must 

create a proof of its neighbors’ data using a Merkle hash tree, which will be 

used in a negotiation with the base station to demonstrate the authenticity of the 

data used to construct the report. 

Other approaches take advantage of the density of sensor networks by using the 

nodes in the neighbourhood of the aggregator as witnesses. They will make the 

same computation as the aggregator and should obtain a similar result, since 

they are in the same neighbourhood and measuring the same events. As an 

example, in [Du2003] nodes can create a proof of result in form of a MAC of 

their computations by using a shared secret key with the base station, and the 

aggregator node must send both the aggregated data and a set of the proofs to 

the base station. 

Finally, it is also possible to filter the packets containing the report and the 

proofs in their way to the base station, hence decreasing the amount of traffic 

created by false aggregations. In [Ye2004], the proofs created by the witnesses 

use a key from a key pool, and the aggregator node compresses them all using a 

Bloom filter in order to decrease the bandwidth usage. On the way, all nodes 

with a common key from the key pool can recreate a proof and check if it is 

inside the Bloom filter. 

6.3. Time Synchronization 

The major task of a sensor network is to collect data from a certain physical 

environment. But the data itself has, in most cases, no importance for the user 

if not linked to the time when it was collected. Although sensor nodes are able 

to know the local time, i.e. the time that has passed after the moment they were 

born, it is necessary to create a set of protocols that allow the maintenance of a 

global time. Such protocols are also essential for synchronizing the clocks of 

the nodes, avoiding problems such as clock drifts. If these issues are not dealt 

with, services such as tracking and localization may provide erroneous results. 

A time synchronization protocol must comply with certain design principles. 

The use of high-demanding energy devices such as GPS should be limited to 

powerful nodes (Energy Efficiency), the number of transmissions should be 

kept to a bare minimum (Transmission Efficiency), factors such as the latency 

error and the jitter should be taken into account (End-to-End Latency), and the 

protocols should deal with message loss and problems in message delivery 

(Fault Tolerance) [Sundararaman2005]. 
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Security, while not a design principle but itself, is a vital property that has to be 

taken into account: any protocol that incorrectly updates the clock of a single 

node can easily thwart the behaviour of the entire system. Attacks against time 

synchronization protocols are usually performed by compromised nodes, which 

provide erroneous clock values or cheat in the negotiation processes. It is also 

possible for an external node to try to interfere in these protocols if the 

information is broadcasted through the network. 

Possible countermeasures against these problems [Manzo2005] include using 

authenticated broadcast mechanisms to avoid the existence of malicious 

external entities or compromised nodes changing the clock information. Also, it 

is possible to take advantage of the redundancy of the network, allowing many 

nodes to serve as the root for the global time in case no base station is present 

or near, or letting one node to get the time information from many sources 

discouraging the existence of a malicious entity with an abnormal clock drift. 

At last, the nodes can use approximations to get an upper bound on the error 

that could be induced by an adversary, and use such approximation in case 

there is no reliable information around. 

7. Services

7.1. Intrusion Detection 

An intrusion can be defined as a set of actions (i.e. attacks), either external or 

internal to a certain system, that can lead to an unauthorized access or alteration 

of the system. The mission of an Intrusion Detection System (IDS) (cf. 

[Rebecca2000]) is to monitor a certain system in order to detect possible 

intrusions in the network, alert users after intrusions had been detected and, 

finally, reconfigure the network provided that is possible. In a WSN 

environment, such an IDS allows sensor nodes to monitor themselves and react 

to the different situations in their environment, providing an infrastructure that 

protects their normal operations and detects and reacts to any possible attacks 

against network services. 

The research of IDS in WSN has not advanced significantly, possibly because 

the concept of “intrusion” is not clear in a wireless sensor network context. The 

reason may be the lack of working applications that could give a more exact 

idea of the real-life attacks that WSN has to face. Despite these problems, at 

present it is clear what are the challenges that such a system must overcome in 

order to support auditing and incident registration. 

IDS must decide carefully where to locate the detection agents in WSN, due to 

the distributed nature of the network and the constraints inherent to the nodes. 
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A probable solution is to have an agent inside every node, but limit its 

capabilities when dealing with external sources of data. Choosing an adequate 

set of lightweight detection procedures, like automata, packet analysis, and 

health monitoring systems, is also of importance. Finally, agents should be able 

to collaborate in the detection processes, and send the alerts to the base station 

to inform the user of the system about any abnormal behaviour. 

7.2. Trust Management 

The concept of trust derives from sociological or psychological environments. 

Trust is an essential factor in any kind of network, social or computer networks. 

It becomes an important factor for members of the network to deal with 

uncertainty about the future actions of other participants. Thus, trust becomes 

especially important in distributed systems and Internet transactions. Even 

though there is no consensus on the definition of trust, it is usually defined in 

terms of a trustor (the subject that trusts an entity or a service) and a trustee

(the entity that is trusted). The term trust has been used with a variety of 

meanings [McKCher1996]. The Oxford Reference Dictionary defines trust as 

“the firm belief in the reliability or truth or strength of an entity”.

Trust management, which models the trust on the behaviour of the network 

elements, is useful for a sensor network environment. Not only it can help the 

nodes of the network to self-configure themselves against any change in their 

neighbourhood, but it can also assist and/or take advantage of the other security 

protocols. For example, a key management system can use the information 

provided by the trust system for the purpose of revoking keys. Also, all the 

protocols of the network can benefit from the existence of a trust management 

system, either by using the output of the trust system as an assistant in their 

decision-making process, or by providing useful inputs for the trust system that 

could be of use for any other protocol or service. 

Some aspects should be considered for creating a satisfactory trust system. One 

is the initialization of the trust model. In most cases, initial trust is not a very 

important value, since all nodes are usually initialized in a controlled 

environment. Another is the interpretation of the events that occur during the 

lifetime of the network [GaneSriv2004]. All events are not equally important, 

and the existence of a certain event does not indicate that the node is going to 

misbehave in all its activities. The evolution and density of the events are also 

of importance. A node having continuous symptoms of malicious behaviour 

should be completely untrusted. All decisions taken by the nodes regarding 

untrusted neighbours have to be notified to the base station, although the base 

station can track its own trust readings. Finally, due to the constraints of the 

nodes, it is imperative to make the trust and reputation models as lightweight as 

possible.
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7.3. Privacy Protection 

Privacy is a security property that is very important in certain scenarios. For 

example, in a battlefield, it would be necessary to hide the location and identity 

of the base station and the nodes that generated the information. In contrast, in 

an earthquake rescue situation locating the source nodes (if the nodes are worn 

by, for example, dogs) is an absolute must. Note that this property can 

transcend beyond the technological dimension and affect its social environment, 

since a sensor network could be used as a surveillance tool to collect data about 

the behaviour of human beings.  

There are three types of privacy threats [Ozturk2004]. If an adversary can 

determine the meaning of a communication exchange because of the existence 

of a message and the context of the situation, there is a content privacy threat.

If an adversary is able to deduce the identities of the nodes involved in a 

communication, there is an identity privacy threat. And if the adversary is able 

to infer the physical location of a communication entity or to approximate the 

relative distance to that entity, there is a location privacy threat.

Privacy can be addressed in different levels of the network stack and at 

different points of the information flow. The privacy protection mechanisms 

are categorised into privacy sensitive information gathering schemes, 

controlled information disclosure approaches, and mechanisms for the 

protection of the communications context. 

8. Book Outline 

The above introduction gives a brief overview of the threats and security 

mechanisms in WSN. The remainder of this book is structured into the 

following chapters which will explore the related topics in detail. 

Chapter 2 investigates how wireless sensor networks can be attacked in 

practice. It then develops a generic adversary model that allows for 

classification of adversaries according to two dimensions of power: presence 

and intervention, and also provides a framework for realistic security analysis 

in wireless sensor networks. 

Chapter 3 highlights the importance of symmetric cryptographic primitives for 

providing security in wireless sensor networks. It then outlines the basic goals 

and primitives and gives a comprehensive overview on the modes of operation. 

It also provides an extensive survey of the implementation options of Advanced 

Encryption Standard (AES), and discusses the state-of-the-art cryptographic 

support in today’s WSN products. 

J. Lopez and J. Zhou / Overview of Wireless Sensor Network Security 17



Chapter 4 describes public-key cryptography based solutions for the security 

services like encryption, digital signatures, authentication and key 

establishment. It then evaluates the power consumption of these algorithms and 

investigates whether they can be used within the power constrained sensor 

nodes. It also takes a look at hardware implementations of ECC based 

algorithms and shows that the ECC algorithms that minimize the memory 

requirements and that require the fewest field operations seem to be suitable for 

sensor network applications. 

Chapter 5 presents a comparative survey of recent key management (key 

distribution, discovery, establishment and update) solutions for wireless sensor 

networks. It considers both distributed and hierarchical sensor network 

architectures where unicast, multicast and broadcast types of communications 

take place, and presents probabilistic, deterministic and hybrid key 

management solutions. It then determines a set of metrics to quantify their 

security properties and resource usage such as processing, storage and 

communication overheads. It also provides a taxonomy of solutions, and 

identifies trade-offs in these schemes to conclude that there is no one-size-fits-

all solution. 

Chapter 6 elaborates on the need for security frameworks at the link-layer and 

describes what services they provide to the upper layers. It reviews the 

proposed frameworks in the bibliography and discusses about their pros and 

cons. Then it presents in more detail the design and implementation of one of 

the frameworks to show what issues arise in such a process and how they can 

be solved. Some of these features include providing acceptable resistance 

against node capture attacks and replay attacks, as well as the run-time 

composition of security services in a completely transparent way. 

Chapter 7 studies how WSN routing protocols can be secured. It describes the 

adversary model, the objectives of attacks against routing, as well as the 

different attack methods that may be used in wireless sensor networks. It also 

describes various countermeasures that can be used to secure the routing 

protocols in WSN, which include link layer security measures, secure neighbor 

discovery techniques, authenticated broadcast algorithms, and multi-path 

routing techniques. Finally, it illustrates the application of some of these 

countermeasures by presenting and explaining the operation of some secured 

WSN routing protocols. 

Chapter 8 discusses the security vulnerabilities of data aggregation systems 

which is an essential component in WSN to aggregate the data collected from 

individual nodes at a base station or even perform in-network aggregation at 

intermediate nodes enroute to the base station to reduce energy consumption. It 
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also presents a survey of robust and secure aggregation protocols that are 

resilient to false data injection attacks. 

Chapter 9 addresses privacy issues in wireless sensor networks, by identifying 

the requirements for privacy preserving deployments, analyzing the challenges 

faced when designing them, and discussing the main solutions that have been 

proposed. It also demonstrates that privacy can be addressed in different levels 

of the network stack and at different points of the information flow, and 

different approaches can satisfy the diverse privacy aspects and fulfill the 

complete spectrum of privacy needs in WSN. 

Chapter 10 outlines the unique challenges of intrusion detection systems in 

WSN, and provides a survey of solutions proposed in the research literature 

which can be classified as four distinct categories: IDS using routing protocols, 

IDS based on neighbor monitoring, IDS based on innovative techniques and 

IDS based on fault tolerance. It also reveals that most of the proposed solutions 

and results are theoretical or based on simulations, and that real-world 

experience in preventing, detecting, or responding to sensor network attacks 

has yet to be published. 

Chapter 11 investigates sensor network node identity relative to the functional 

properties reflected in executing code found on small computing sensors. It 

describes numerous identity properties and identity verification mechanisms. It 

also shows how wireless sensor networks can establish an important identity 

property of ensuring code integrity through the process of remote attestation. 

Chapter 12 reviews the functionality of the less resource-demanding 

cryptographic algorithms. It also analyzes the influence on hardware 

implementation of these primitives over the behavior of the node, and examines 

their theoretical suitability to the existent resource-constrained sensor node 

hardware.
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Abstract. We investigate how wireless sensor networks can be attacked
in practice. From this we develop a generic adversary model that allows
to classify adversaries according to two dimensions of power: presence
and intervention. Thus, we provide a framework for realistic security
analysis in wireless sensor networks.
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1. Introduction

Sensor networks provide unique opportunities of interaction between computer
systems and their environment. Their deployment can be described at high level
as follows: The sensor nodes measure environmental characteristics which are
then processed in order to detect events. Upon event detection, some actions
are triggered. This very general description applies to extremely security-critical
military applications as well as to such benign ones (in terms of security needs)
as habitat monitoring.

Considering the Internet as an example, it is extremely difficult to add security
to systems which were originally designed without security in mind. The goal
of security is to “protect right things in a right way” [1]. Thus, careful analysis
is needed concerning which things to protect against which threats and how to
protect them. Of course, this analysis is only possible in context of a particular
class of applications. However, it makes much sense to provide a set of abstract
security requirements and a set of generic attacker models, i.e., a framework for
security analysis in wireless sensor networks, which can be refined for particular
applications.

In this chapter, we present such a framework. It provides concepts to clarify
two important aspects of the security analysis in wireless sensor networks:

1. What should be protected? Here we offer a set of generic classes of require-
ments which can be used to structure and refine a set of concrete security
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requirements. We highlight the main differences between security require-
ments in classical systems and security requirements in wireless sensor
networks.

2. Against what are we protecting the system? Here we offer a set of generic
attacker models which can be used to choose and refine particular attacker
models for individual systems.

Overall, attacker models in conjunction with security requirements determine the
means to achieve security.

In practice it is very important to formulate realistic security requirements
and realistic attacker models. Such choices guarantee that precious resources of
wireless sensor networks are invested efficiently. It is therefore useful to evaluate
the practicality of certain attacker models. One metric to measure practicality is
to evaluate the effort an attacker has to invest to perform certain attacks. We
contribute to this area by reporting on a number of experiments in which we
attacked real sensor node hardware.

This chapter is structured as follows: We first give an overview of security
goals in sensor networks, i.e., we approach the question “what to protect” (Sec-
tion 2). We then report on experiments in attacking wireless sensor networks in
Section 3. Building on these experiences we develop a generic set of attacker mod-
els in Section 4), i.e., we approach the question “against whom to protect”. Fi-
nally, we briefly discuss protection mechanisms in Section 5, i.e., we approach the
question “how to protect”. We outline open problems and summarize in Section 6.

2. Security Goals in Sensor Networks

A sensor network can be considered as a highly distributed database. Security
goals for distributed databases are very well studied: The data should be accessible
only to authorized users (Confidentiality), the data should be genuine (Integrity),
and the data should be always available on the request of an authorized user
(Availability). All these requirements also apply to sensor networks and their
users. Here, the distributed database, as well as the sensor network, are considered
as a single entity from the user’s point of view. Therefore, we call these security
issues outside security. To outside security belong, e.g., query processing [22, 35,
46], access control [9] and large-scale anti-jamming services [47].

The internal organization of a distributed database and of a sensor network
are quite different. Outside security, as well as all other types of interactions be-
tween the user and the corresponding system, is based on the interactions be-
tween the internal system components (servers or sensor nodes, respectively). We
call security issues for such interactions inside security. In sensor networks, inside
security realizes robust, confidential and authenticated communication between
individual nodes [24, 44]. This also includes in-network processing [18, 48], data
aggregation [11,49], routing [17,25] and in-network data storage [7, 19].

Aside from necessitating the distinction between inside and outside security,
sensor networks differ from conventional distributed databases in other obvious
ways: A distributed database consists of a small number of powerful servers, which
are well protected from physical capture and from network attacks. The servers
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use resource-demanding data replication and cryptographic protocols for inside
and outside security. In contrast, a sensor network consists of a large number
of resource-constrained, physically unprotected sensor nodes which operate unat-
tended. Therefore, security measures for distributed databases cannot be directly
applied to sensor networks. So even if a sensor network can be considered as a
distributed system (e.g., as an ad hoc network), sensor networks have some ad-
ditional constraints which make security mechanisms for distributed systems in-
applicable. Apart from the obvious resource constraints, single sensor nodes are
relatively unimportant for the properties of the whole system – at least, if the
inherent redundancy of sensor networks is utilized in their design.

To summarize, security goals in sensor networks are similar to security goals in
distributed databases (outside security) and distributed systems (inside security).
So these can be taken as an orientation. While requirements are similar, many
standard mechanisms to implement security (e.g., public key infrastructures or
agreement protocols) are not applicable because they require too many resources
or do not scale to hundreds or thousands of nodes. This is the dilemma of sensor
networks and forces security mechanisms in wireless sensor networks to spend the
“right” amount of effort in the “right” places by exploiting the natural features
of sensor networks: inherent redundancy and broadcast communication.

In the remainder of this chapter, we will take a first step towards developing
realistic security mechanisms. We evaluate real attacks in practice and from this
evaluation derive a fine-grained set of abstract attacker assumptions.

3. Attacking Wireless Sensor Networks

In this section we take the viewpoint of an adversary who wishes to violate one
of the security requirements of a WSN which were described in Section 2. From
this viewpoint, a WSN is a very interesting target because if offers a large attack
surface and an interesting playground for creative attack ideas.

Of course, the many possibilties to attack WSNs include all the classical tech-
niques known from classical system security. An adversary can eavesdrop on the
communication, perform traffic analysis of the observed network behavior, he can
replay old messages or inject false messages into the network. Possible are also
other types of attacks that aim at violating Availability (denial-of-service attacks)
like jamming the wireless channel. In WSNs these attacks can be particularly im-
portant as they can cause rapid battery draining and effectively disable individual
sensor nodes or entire parts of a WSN.

While there are many techniques known from other areas of security, the
ability of an attacker to access (and eventually change) the internal state of a
sensor node seems particularly characteristic for sensor networks. This type of
attack is called node capture in the literature [34]. Depending on the WSN ar-
chitecture, node capture attacks can have significant impact. Thus, most existing
routing schemes for WSNs can be substantially influenced even through capture
of a minute portion of the network [25]. In the TinySec mechanism [24], which
enables secure and authenticated communication between the sensor nodes by
means of a network-wide shared master key, capture of a single sensor node suf-
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fices to give the adversary unrestricted access to the WSN. Most current security
mechanisms for WSNs take node capture into account. It is usually assumed that
node capture is “easy”. Thus, some security mechanisms are verified with respect
to being able to resist capture of 100 and more sensor nodes out of 10,000 [12,23].

In this section, we determine the actual cost and effort needed to attack
currently available sensor nodes. We especially concentrate on physical attacks
which require direct physical access to the sensor node hardware. As sensor nodes
operate unattended and cannot be made tamper proof because they should be
as cheap as possible, this scenario is more likely than in most other computing
environments. Physical attacks of some form are usually considered a prerequisite
to perform node capture.

Another possibility to gain access to the internal state of a sensor node is to
exploit some bugs in software running on the sensor nodes or on the base stations.
These attacks directly correspond to well-known techniques from classical software
security. If a software vulnerability is identified by the attacker, an attack can
be easily automated and can be mounted on a very large number of nodes in a
very short amount of time. Such attacks are relatively well-understood in software
security [21]: Possible countermeasures include a heterogenous network design and
standard methods from software engineering [20, 21, 27, 33, 43]. As these attacks
are not characteristic for WSNs, we do not consider such attacks in detail. This
area is however an interesting direction for future work.

In the following, we first give some background on physical attacks on sensor
node hardware. Then we report on the effort needed to attack some current sensor
nodes. Where appropriate we also discuss countermeasures that increase the effort
to mount a successful attack. Overall, this section gives insight into practical
attacks on WSNs which motivate the abstract attacker models which follow in
Section 4.

3.1. Background on Physical Attacks on Sensor Nodes

3.1.1. Tampering vs. Physical Attacks

Tampering attacks on embedded systems, that is, on microcontrollers and smart
cards, have been intensively studied, see for example work by Anderson et al. [1,3,
37]. The term “tampering” is well accepted in the research community to designate
attacks on components that involve modification of the internal structure of a
single chip. At the same time, there are also conceivable attacks on sensor node
hardware which are carried out on the circuit board level and therefore, do not
really fit this accepted usage. In order to avoid this terminology problem, we use
the term “physical attack” to refer to all attacks requiring direct physical access
to the sensor node.

Skorobogatov [36] describes in depth tampering attacks on microcontrollers,
and classifies them in the three categories of invasive, semi-invasive, and non-
invasive attacks. Invasive attacks are those which require access to a chip’s inter-
nals, and they typically need expensive equipment used in semiconductor manu-
facturing and testing, as well as a preparation of the chip before the attack can
begin. Semi-invasive attacks require much cheaper equipment and less time than
the invasive attacks, while non-invasive attacks are the easiest.
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Figure 1. General schematic view of sensor node hardware.

All of these attacks, including the so-called low-cost attacks, if applied to
sensor nodes, would require that the nodes be removed from the deployment area
and taken to a laboratory. Even if in some cases, the laboratory could be moved
into the deployment area in a vehicle, all attacks would require at least disruption
of the regular node operation. Most of the invasive and many of the semi-invasive
attacks also require disassembly or physical destruction of the sensor nodes.

The existing literature on physical attacks usually assumes that an attacker
can gain unsupervised access to the system to be attacked for an extended period
of time. This is a sensible assumption for systems such as pay-per-view TV cards,
pre-paid electricity tokens, or GSM SIM cards. Attacks which may take days or
even weeks to complete present a real threat to the security of these systems.

In wireless sensor networks, however, regular communication with neighbor-
ing nodes is usually part of normal network operation. Continuous absence of a
node can therefore be considered an unusual condition that can be noticed by its
neighbors. This makes time a very important factor in evaluating attacks against
sensor nodes, as the system might be able to detect such attacks while they are
in progress and respond to them in real-time. If the amount of time needed to
carry out various attacks is known, the frequency with which neighbors should be
checked can be adapted to the security goals and the anticipated attacker model.

3.1.2. Current Sensor Node Hardware

Currently available sensor nodes typically consist of embedded hardware with low
power consumption, and low computing power. A typical sensor node contains
some sensors (light, temperature, acceleration etc.), a radio chipset for wireless
communication, an EEPROM chip for logging sensor data, a node-to-host com-
munication interface (typically a serial port), and a microcontroller which con-
tains some amount of flash memory for program storage and RAM for program
execution. Power is provided by batteries.

Typical choices for the microcontroller are the 8 bit Atmel ATmega 128 or
the 16 bit Texas Instruments MSP430 family, with the amount of RAM varying
between 2 kB and 10 kB and flash memory ranging from 48 kB to 128 kB. External
EEPROM memory can be as small as 8 kB or as large as 1 MB. The speed of
radio communications is in the order of 100 kbit/s.
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Figure 2. Current sensor node hardware: Mica 2 by Crossbow, Berkeley [26]; Tmote sky by

moteiv, Berkeley [31]; and Embedded Sensor Board by ScatterWeb, Berlin [10]

The most interesting part for an attacker will be the microcontroller, as con-
trol over this component means complete control over the operation of the node.
However, the other parts might be of interest as well in certain attack scenario.

Figure 1 shows a general schematic view of the hardware of current sensor
nodes, while Figure 2 shows photographs of some concrete models available today.
The Crossbow Mica2 nodes [15,16] (Fig. 2, left) use the 8 bit Atmel ATmega 128
microcontroller [5] with 4 kB RAM and 128 kB integrated flash memory, the At-
mel AT45DB041B 4 Mbit flash memory chip [4], and the Chipcon CC1000 radio
communications chipset [13] with a maximum data rate of 76.8 kbit/s. Program-
ming is done via the Atmel’s serial programming interface by placing the node in
a special interface board and connecting it to an RS-232 serial port on the host.

The Telos motes [30, 31] (Fig. 2, center) by Moteiv utilize the Texas Instru-
ments MSP430 F1611 microcontroller [41,42], providing 10 kB of RAM and 48 kB
flash memory. The EEPROM used is the 8 Mbit ST Microelectronics M25P80 [38],
and the radio chipset is the Chipcon CC2420 [14], whose maximum data rate
is 250 kbit/s. Programming is performed by connecting to the USB interface and
writing memory with the help of the MSP430 bootloader [39]. A JTAG inter-
face is available as an alternative programming method and can also be used for
debugging.

The Embedded Sensor Boards [10] (Fig. 2, right) from ScatterWeb GmbH
are built around the Texas Instruments MSP430 F149 microcontroller [40, 42]
featuring 2 kB of RAM and 60 kB flash memory, the Microchip 24LC64 [28] 64 kbit
EEPROM, and the RFM TR1001 radio chipset [29] with a maximum data rate of
19.2 kbit/s. Programming is done either through a JTAG interface or over-the-air
using a gateway.

3.1.3. Possibilities for Physical Attacks

Concrete physical attacks on sensor nodes can be classified in several ways. Our
classification takes our previous considerations into account that sensor nodes
are more or less in permanent contact with each other. This means that long
interruptions of regular operation can be noticed and acted upon. Therefore,
attacks which result in a long interruption (e. g. because the node has to be
physically removed from the network and taken to a distant laboratory) are not as
dangerous as those which can be carried out in the field. Therefore, in the following
we concentrate on this type of attacks as well as on possible countermeasures to
be employed by a sensor network.
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Figure 3. Design space for physical attacks on sensor nodes.

The two main categories that we use for classifying physical attacks are (1)
the degree of control over the sensor node the attacker gains; and (2) the time span
during which regular operation of a node is interrupted [6]. Figure 3 illustrates
this design space and classifies example attacks from the forthcoming Section 3.2
according to its criteria.

3.2. Examples of In-the-Field Attacks and Countermeasures

As explained above, we especially consider attacks which can be mounted without
noticeable interruption of the regular sensor node operation. We now discuss some
attacks in detail.

3.2.1. Attacks via JTAG

The IEEE 1149.1 JTAG standard is designed to assist electronics engineers in
testing their equipment during the development phase. Among other things, it
can be used in current equipment for on-chip debugging, including single-stepping
through code, and for reading and writing memory.

A JTAG Test Access Port (TAP) is present on both the Atmel and Texas
Instruments microcontrollers used on the sensor nodes described above. All sensor
nodes examined by us have a JTAG connector on their circuit board allowing
easy access to the microcontroller’s TAP. While the capabilities offered by JTAG
are convenient for the application developer, it is clear that an attacker must not
be provided with the same possibilities. Therefore it is necessary to disable access
to the microcontroller’s internals via JTAG before fielding the finished product.

The MSP430 has a security fuse which can be irreversibly blown (as described
in the data sheet) to disable the entire JTAG test circuitry in the microcontroller.
Further access to the MSP430’s memory is then only possible by using the Boot-
strap Loader. The ATmega128 requires the programmer to set the appropriate
fuses and lock bits, which effectively disable all memory access via JTAG or any
other interface from the outside.

If JTAG access is left enabled, an attacker equipped with an appropriate
adapter cable and a portable computer is capable of taking complete control over
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the sensor node. Even if there is no JTAG connector provided on the circuit board,
attackers can still get access to the JTAG ports by directly connecting to the
right pins on the microcontroller which can be looked up in the datasheet. Typical
data rates for JTAG access are 1–2 kB/s, so reading or writing 64 kB of data takes
between 30 and 70 s. However, there are specialized programming devices on the
market which can attain much higher data rates. One such device claims to be
able to program 60 kB of memory in a mere 3.4 s.

3.2.2. Attacks via the Bootstrap Loader

On the Telos nodes, the canonical way of programming the microcontroller is
by talking to the Texas Instruments specific bootstrap loader (BSL) through the
USB interface. The bootstrap loader [39] is a piece of software contained in the
ROM of the MSP430 series of microcontrollers that enables reading and writing
the microcontroller’s memory independently of both the JTAG access and the
program currently stored on the microcontroller.

The BSL requires the user to transmit a password before carrying out any
interesting operation. Without this password, the allowed operations are essen-
tially “transmit password” and “mass erase”, i.e. erasing all memory on the mi-
crocontroller.

The BSL password has a size of 16 · 16 bit and consists of the flash memory
content at addresses 0xFFE0 to 0xFFFF. This means in particular that, imme-
diately after a mass erase operation, the password consists of 32 bytes containing
the value 0xFF. The memory area used for the password is the same that is used
for the interrupt vector table, i.e. the BSL password is actually identical to the
interrupt vector table. The interrupt vector table, however, is usually determined
by the compiler and not by the user, although Texas Instruments documents
describe the password as user-settable.

Finding out the password may be quite time-consuming for an attacker. How-
ever, such an investment of time may be justified if a network of nodes all having
an identical password is to be attacked. Therefore, an evaluation of the possibility
to guess the password follows.

Brute Force. As the password is composed of interrupt vectors, certain restric-
tions apply to the values of the individual bytes. This section examines the ex-
pected size of the key space and estimates the expected duration of a brute force
attack on the password.

Initially, the key space has a size of 16 · 16 bit = 256 bit. Assuming a typical
compiler (mspgcc 3.2 [32] was tested), the following restrictions apply:

• All code addresses must be aligned on a 16 bit word boundary, so the least
significant bit of every interrupt vector is 0. This leaves us with a key space
of 16 · 15 bit = 240 bit.

• The reset vector, which is one of the interrupt vectors, is fixed and points to
the start of the flash memory, reducing the key space to 15·15 bit = 225 bit.

• Interrupt vectors which are not used by the program are initialized to the
same fixed address, containing simply the instruction reti (return from
interrupt). As a worst case assumption, even the most basic program will
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still use at least four interrupts, and therefore have a key space of at least
4 · 15 bit = 60 bit.

• Code is placed by the compiler in a contiguous area of memory starting at
the lowest flash memory address. Under the assumption that the program
is very small and uses only 2 kB = 211 B of memory, we are left with a key
space of a mere 4 · 10 bit = 40 bit.

We conclude that the size of the key space for every BSL password is at least
40 bit.

A possible brute force attack can be performed by connecting a computer to
the serial port (the USB port, in the case of Telos nodes) and consecutively trying
passwords. This can be done by executing a modified version of the msp430-bsl
[32] program that is normally used for communicating with the BSL.

The rate at which passwords can be guessed was measured to be approxi-
mately 12 passwords per second when the serial port was set to 9600 baud. How-
ever, the MSP430 F1611 used on the Telos nodes is capable of a line speed of
38,400 baud, and at this speed, approximately 31 passwords can be tried per sec-
ond. Finally, the BSL program normally waits for an acknowledgment from the
microcontroller after each message sent over the serial line. If this wait is not
performed, the speed of password guessing rises to 83 passwords per second.

The maximum speed of password guessing in practice can therefore be as-
sumed to be 27 passwords per second. This is quite close to the theoretical limit
of 38, 400 bit/s · (256 bit/pw)−1 = 150 pw/s.

Recalling that the key space has a size of at least 40 bit, we can now con-
clude that a brute force attack can be expected to succeed on the average after
240−7−1 s = 232 s ≈ 128 a. As 128 years is well beyond the expected life time of
current sensor nodes, a brute force attack can be assumed to be impractical.

Knowledge of the Program. One consequence of the fact that the password is
equal to the interrupt vector table is that anyone in possession of an object file
of the program stored on a sensor node also possesses the password. Worse, even
someone who only has the source code of the program still can get the password
if he has the same compiler as the developer, since he can use this compiler to
produce an image from the source code identical to the one on the deployed nodes.

The secret key in the current TinySec implementation, for example, is con-
tained in the image but does not influence the interrupt vector table. If TinySec
were ported to Telos motes, the source code and the compiler used would be suf-
ficient information for an attacker to extract the secret key material. The same
holds for any kind of cryptographic mechanism where the key material does not
influence the interrupt vectors.

Another way of exploiting the identity of the password and the interrupt vec-
tor table is to take one node away from the network and attack the microcontroller
on this node with classic invasive or semi-invasive methods. The absence of the
node from the network will probably be noticed by the surrounding nodes and its
key(s) will be revoked. However, once the attacker succeeds with her long-term
attack and learns the BSL password of the one node, it is trivial for her to attack
all of the other nodes in the field if they all have the same BSL password.

If an attacker knows the BSL password, reading or writing the whole flash
memory takes only about 25 s. In order to avoid these forms of attack, interrupt
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vector randomization [6] can be used. This significanyly raises the bar for an
attacker but is not yet part of standard software distributions.

3.2.3. Attacking the External Flash

Some applications might want to store valuable data on the external EEPROM.
For example, the Deluge implementation of network reprogramming in TinyOS
stores program images received over the radio there. If these images contain secret
key material, an attacker might be interested in reading or writing the external
memory.

Probably the simplest form of attack is eavesdropping on the conductor wires
connecting the external memory chip to the microcontroller. Using a suitable logic
analyzer makes it easy for the attacker to read all data that are being transferred
to and from the external EEPROM while she is listening. If a method were found
to make the microcontroller read the entire external memory, the attacker would
learn all memory contents. This kind of attack could be going on unnoticed for
extended periods of time, as it does not influence normal operation of the sensor
node.

A more sophisticated attack would connect a second microcontroller to the
I/O pins of the flash chip. If the attacker is lucky, the mote microcontroller will
not access the data bus while the attack is in progress, and the attack will be
completely unnoticed. If the attacker is skillful, she can sever the direct connection
between the mote microcontroller and the flash chip, and then connect the two to
her own microcontroller. The attacker could then simulate the external memory
to the mote, making everything appear unsuspicious.

Of course, instead of using her own chip, the attacker could simply do a “mass
erase” of the mote’s microcontroller and put her own program on it to read the
external memory contents. This operation is even possible without knowledge of
the BSL password. While this causes “destruction” of the node from the network’s
point of view, in many scenarios this might not matter to the attacker.

The exact amount of time required for the attacks proposed above remains
to be determined. It should be noted that some of the attacks outlined above
require a high initial investment in terms of equipment and development effort.
A possible countermeasure could be checking the presence of the external flash in
regular intervals, putting a limit on the time the attacker is allowed to disconnect
the microcontroller from the external flash.

3.2.4. Sensors

Sensor nodes rely on their sensors for information about the real world, so the
ability to forge or suppress sensor data can be classified as an attack. For instance,
a surveillance system might be tricked into thinking that the situation is normal
while the attacker passes unnoticed through the area under surveillance.

Replacing sensors on the different types of nodes varies in difficulty between
child’s play and serious electrical engineering, mostly depending on the type of
connection between the microcontroller circuit board and the sensors. A pluggable
connection—as present on the Mica2 motes—requires an attacker to spend only a
few moments of mechanical work. If, on the other hand, the sensors are integrated
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into the printed circuit board design, replacing them involves tampering with
the conductor wires, cutting them, and soldering new connections. The amount
of time required for this will vary with the skill of the attacker, but it can be
assumed to be in the order of minutes.

3.2.5. Radio

Finally, the ability to control all radio communications of a node might be of
interest to an attacker, e.g., in order to mount an attack using deliberate collisions
on the medium access level. We are unaware of any work trying to evaluate the
effort necessary to perform such an attack and compare its effort with other
attacks that target resource exhaustion and denial-of-service.

3.3. Summary

To summarize, we can classify the above attacks into three categories depending
on the effort necessary. We list these classes in order of increasing severity:

1. The class containing the “easy” attacks: Attacks in this class are able to
influence sensor readings, and may be able to control the radio function
of the node, including the ability to read, modify, delete, and create radio
messages without, however, having access to the program or the memory
of the sensor node. These attacks are termed “easy” because they can be
mounted quickly with standard and relatively cheap equipment.

2. The class containing the “medium” attacks: Attacks in this class allow
to learn at least some of the contents of the memory of the node, either
the RAM on the microcontroller, its internal flash memory, or the exter-
nal flash memory. This may give the attacker, e.g., cryptographic keys
of the node. These attacks are termed “medium” because they require
non-standard laboratory equipment but allow to prepare this equipment
elswehere, i.e., not in the sensor field.

3. The class containing the “hard” attacks: Using attacks in this class the
adversary complete read/write access to the microcontroller. This gives
the attacker the ability to analyze the program, learn secret key mate-
rial, and change the program to his own needs. These attacks are termed
“hard” because they require the adversary to deploy non-standard labo-
ratory equipment in the field.

A different way to classify the above attacks is to look at the time during
which the node cannot carry out its normal operation. Here we have the following
classes:

1. Short attacks of less than five minutes. Attacks in this class mostly consist
of creating plug-in connections and making a few data transfers over these.

2. Medium duration attacks of less than thirty minutes. Most attacks which
take this amount of time require some mechanical work, for instance (de-)
soldering.

3. Long attacks of less than a day. This might involve a non-invasive or semi-
invasive attack on the microcontroller, e.g., a power glitch attack where the
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timing has to be exactly right to succeed, or erasing the security protection
bits by UV light.

4. Very long attacks which take longer than a day. These are usually invasive
attacks on the electronic components with associated high equipment cost.

In thw following section we take these practical insights as the basis for de-
vising a framework of adversary models that can be used for security analysis of
WSNs.

4. Adversary Models

Adversary models should be determined with respect to applications. Who are
adversaries and what goals do they have? A military sensor network has other
security requirements than a network for habitat monitoring. The adversaries can
be classified according to the following parameters: goals, intervention, presence,
and available resources. We first give an overview over these parameters and then
treat the paramaters intervention and presence in detail later.

4.1. Overview

4.1.1. Goals

When designing security mechanisms in practice, it helps to know the goals of the
adversary as precisely as possible. Which of the three classical security require-
ments (Confidentiality, Integrity, Availability) does the adversary try to violate?
If the data are valuable (i.e., legitimate users have to pay) or privacy relevant,
the adversary would try to gain unauthorized access. If the data are critical (e.g.,
building or perimeter security), the adversary would try to modify data, such
that the alarm is not raised in case of intrusion. Also a denial-of-service attack
can successfully disable the network (violating Availability).

Identifying the goals of the adversary is probably the most difficult aspect of
security analysis in practice. Therefore the three security requirements Confiden-
tiality, Integrity, and Availability are often treated in a uniform manner (all of
them are goals of equal importance).

4.1.2. Presence

The parameter presence basically identifies where the adversary acts in a wireless
sensor network. The basic distinguishing factor is the number and location of the
nodes which are in the range of his influence. We distinguish local, distributed and
global adversaries.

4.1.3. Intervention

While the presence parameter identifies where the adversary can act, the inter-
vention parameter identifies what the adversary can do in these places. We distin-
guish eavesdrop, crashing, disturbing, limited passive, passive, and reprogramming
adversaries. These classes offer incremental steps of power: Briefly spoken, an
eavesdropping adversary can only listen to communication, a crashing adversary
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can additionally destroy sensor nodes, a disturbing adversary can additionally
upset sensors by manipulating their location or their readings, a limited passive
adversary can additionally open a node and steal all its secrets by temporarily
removing it from the network, a passive adversary can steal all secrets without
displacing the node, and a reprogramming adversary can additionally take full
control of a node and cause it to act in arbitrary ways.

4.1.4. Available Resources

There are several resource classes to consider: funding, equipment, expert knowl-
edge, time. In the world of tamper resistance, the adversaries are divided into three
classes: clever outsiders, knowledgeable insiders and funded organizations [1].
Commodity sensor networks are likely to be attacked by clever outsiders (who
are probably just trying things out) and possibly by knowledgeable insiders, if a
substantial gain from the attack can be expected. Available resources are inter-
dependent with the parameters intervention and presence. However, the precise
connection is not always clear. For example, a global adversary need not to be
a funded organization. A hacker could subvert the entire sensor network by ex-
ploiting some software bug. Or, if a local adversary manages to capture a sensor
node and read out its cryptographic keys, he can turn into a distributed or global
adversary, depending on how many sensor nodes he is able to buy and deploy as
clones of the captured node.

4.1.5. Outlook and Notation

In our view, the presence and intervention parameters are the most relevant ones
for basic security analysis. This is why we now look at these two in detail. Before
we present them, we need some formal notation.

We model a sensor network as a graph G = (V,E) where the set V is the set of
sensor nodes and the set E ⊆ V ×V defines a neighborhood relation. The number
of all sensor nodes |V | is denoted N . Two sensor nodes v1 and v2 are neighbors if
and only if they are in the neighborhood relation, i.e., (v1, v2) ∈ E. A set of nodes
V is connected if and only if for all v1, v2 ∈ V holds that either (v1, v2) ∈ E or
(v2, v1) ∈ E. Note that in our notation E is not necessarily reflexive and transitive
because we wish to model sensor networks at a very low layer, i.e., without any
routing or transport mechanisms.

4.2. Presence

We now discuss the different and increasingly severe levels of the presence param-
eter. These levels are defined in an incremental fashion, i.e., every level includes
the behavior of the previous one. This implies a total order of parameter values
defined by the subset relationship of behaviors. We begin our explanations by
starting with the weakest level first.

• local adversary
A local adversary can influence a small localized part of the network [9], for
example he has one receiver which can only eavesdrop on several meters,
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local → distributed → global

Figure 4. Adversary presence parameter.

or can manipulate only the sensor node which is the closest to him (for
example, it is installed in his office).
Formally, an adversary is local if his range of influence contains a small
connected subset S ⊂ V of all sensor nodes. The set S can also be given
as a Boolean function S : V �→ {true, false}. Such a set is small if its size is
several magnitutes smaller than the number of total nodes, i.e., |S| � N .
This set can also change over time, but changes are rather slow.
In general it is always possible to define S in a time-dependent manner,
i.e., S : V × T �→ {true, false} where T is the domain of time values.

• distributed adversary
A distributed adversary models either a mobile adversary (a car with re-
ceiver driving around) or managed to install his own sensor nodes in the
sensor field and coordinates them [2].
Formally, an adversary is distributed if its range of influence consists of
multiple unconnected small subsets of nodes of the sensor network. As an
example of such an adversary, consider the assumption that sensor nodes
are attacked randomly following a uniform distribution [49]. In such a case,
compromised nodes are distributed over the entire network, but not wide
enough to actually see, hear or listen anything.

• global adversary
A global adversary is the most powerful level of presence an adversary can
exhibit. Such an adversary can analyze the complete network, hence his
area of influence consists of all sensor nodes.

We define the relation → to order attacker models in the direction of stronger
(i.e., more severe) attacker behavior. Formally, model A → B if and only if all
behaviors which are possible in A are also possible in B (behavior subsetting).
The levels of ability ordered with respect to → are depicted in Figure 4.

4.3. Intervention

Now that presence has been investigated and an ordered set of presence abilities
has been given, the same needs to be done for the intervention capabilities an
adversary can be ascribed.

The intervention order is constituted of the following levels, starting from the
weakest and proceeding towards the strongest. Every level contains the behaviors
of all preceding levels.

• eavesdropping adversary
An eavesdropping adversary can just listen to network traffic, do nothing
else, in particular no jamming etc. She can then analyse this traffic either
online or offline.

• crashing adversary
A crashing adversary exhibits the simplest form of failure: The node simply
stops to operate (execute steps of the local algorithm). Elsewhere this is
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eavesdrop → crash → disturbing → limited passive → passive → reprogramming

Figure 5. Adversary intervention parameter.

also called failstop adversary [8]. A crashing adversary attacks sensors such
that they completely break down. The sensors can be destroyed or drained
of energy.

• disturbing adversary
A disturbing adversary can try to partially disturb protocols, even if he does
not have full control over any sensors. He can selectively jam the network,
or fool some sensors into measuring fake data. For example, he can hold a
lighter close to a temperature sensor [46] or re-arrange the topology of the
sensor network by throwing sensors around.

• limited passive adversary
An adversary of this level can retrieve all information on a node, but in
order to do so he needs to completely remove the node physically from the
network. This means that the danger of being caught is higher.

• passive adversary
A passive adversary can directly go and open up arbitrary sensor nodes to
get the information currently stored in such a node, there is no need to
leave the network to do so. Furthermore, such an adversary is assumed to
be able to modify the data the node contains.

• reprogramming adversary
A reprogramming adversary can run arbitrary programs on a sensor node.
This can be achieved by exploiting some software bug, or by probing out
cryptographic keys and other secret information and then cloning the node
as described above. The problem of node capture is typical for a reprogram-
ming adversary.

The order above defines the different abilities of intervention that can be
ascribed to an adversary. These can be ordered according to the relation → as
defined above (subsets on behaviors), see Figure 5.

4.4. Adversary Model Lattice

Having defined ordered levels for both presence and intervention, those two abili-
ties are now combined to form the complete set of adversary models. An adversary
model A is a pair (Presence, Intervention), where the first component specifies
the level of presence the adversary model assumes and analogously the second
component states the level of intervention. A fully specified adversary model thus
looks like A(local, disturbing), in case of an adversary with local presence and
disturbing skills. The result is a partial order of adversary models. This partial
order is depicted in Figure 6 as a lattice. It can be seen that the most powerful
adversary is A(global, reprogramming) (in the upper right corner) and the weak-
est is A(local, eavesdrop) (in the bottom left corner). As it is a partial order not
all adversary models are comparable in the sense that one model is truly stronger
than another. A(global, eavesdropping) and A(local, reprogramming) are such a
pair, as neither of them is stronger than the other. However some models can be
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local, eavesdrop −−−−−→ distributed, eavesdrop −−−−−→ global, eavesdrop

Figure 6. Adversary Model Lattice

put into relation. We take the relation → to be the combination of the behavior
subsetting ordering defined for presence and intervention parameters above. The
resulting partial order is depicted in Figure 6.

There are issues that only concern one ability, either presence or intervention,
thus being ignorant about the other ability. For such cases, a ∗ symbol can be
inserted for notational convenience into the appropriate component of the model
to stand of all different levels possible. For instance, wanting to talk about an
adversary that has local presence skills and neglecting completely intervention, the
adversary model A(local, ∗) would be appropriate to refer to such an adversary.

The ordering of the levels of abilities yields the nice property that a statement
ascribing an adversary of a low level (for example a A(local, ∗)) to perform a
malicious action, will automatically ascribe the same for adversaries of higher
levels (A(local, ∗) and A(global, ∗)). Similarly, it should be clear that an algorithm
that can cope with a A(global, passive) adversary will be able to sustain all other
presented adversaries. However, as the lattice presents only a partial order, an
algorithm coping with a A(local, limited passive) adversary will not necessary
work as well with a A(global, eavesdrop).

4.5. Summary

We have presented an abstract framework for modeling attackers in WSNs. We
claim that due to our experiments described in Section 3 these abstract classes
model well the critical differences between the hardness of sultions.
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5. Discussion of Protection Mechanisms

In Section 3 we systematically investigated physical attacks on current sensor
node hardware, paying special attention to attacks which can be executed directly
in the deployment area, without interruption of the regular node operation. We
found out that most serious attacks, which result in full control over a sensor
node (node capture), require absence of a node in the network for a substantial
amount of time. We also found simple countermeasures for some of the most
serious attacks.

Thus, in order to design a WSN secure against those node capture attacks
described in this chapter, the following steps should be applied:

• take standard precautions for protecting microcontrollers from unautho-
rized access;

• choose a hardware platform appropriate for the desired security level, and
keep up-to-date with new developments in embedded systems security;

• monitor sensor nodes for periods of long inactivity;
• allow for revocation of the authentication tokens of suspicious nodes.

Standard precautions for protecting microcontrollers from unauthorized ac-
cess, such as disabling the JTAG interface, or protecting the bootstrap loader
password, are an absolute prerequisite for a secure sensor network. We developed
a method of protecting the bootstrap loader password by randomization of the
interrupt vector table. This allows the developers to make source code of their
products public without fearing that their WSN can be taken over by everybody
who compiles the source code using the same compiler, thus obtaining the same
interrupt vector table, and therefore, the same BSL password.

As security is a process, not a product, system designers should keep up-
to-date with the developments in attacks on embedded systems. The security
of important systems should be constantly re-evaluated to take new discoveries
into account, as newly found attack methods on microcontrollers or previously
unknown vulnerabilities might make a previously impossible low-cost attack in
the field possible.

The level of security required from the application should also be kept in
mind when choosing hardware. In some cases it might make sense to build addi-
tional protection, such as a secure housing, around a partially vulnerable micro-
controller.

Finally, the removal of a sensor node from the deployment area can be noticed
by its neighbors using, e. g., heartbeat messages or topology change notifications,
as well as by the sensor node itself using, e. g., acceleration sensors. Appropriate
measures can then be taken by the network as well as by the node itself. The
network might consider a node that has been removed as “captured” and revoke
its authorization tokens or initiate recovery when this node returns to the network
[45]. The node itself might react to a suspected physical attack by erasing all
confidential material stored on it.

Mechanisms should be developed that allow a sensor node which has been
absent for too long from the network to be revoked by its neighbors. This is our
future work. Note that depending on the WSN design, local revocation could
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be insufficient. For example, if an attacker removes a single sensor node from
the network and successfully extracts the node’s cryptographic keys, the attacker
would be able to clone nodes, to populate the network with new sensor nodes
which all use the cryptographic keys of the captured sensor node. Thus, a WSN
should also be protected from node cloning.

In general, for passive adversaries, encryption techniques often suffice to en-
sure inside security. Symmetric key encryption techniques will be favored over
asymmetric ones because of the computational advantage and the comparatively
small key sizes. The problems arise in the setup phase of the network where shared
secrets need to be distributed either by the manufacturer at production time or
by clever protocols at deployment time [2, 23].

For stronger adversaries, active attacks like impersonation and node capture
must be taken into account. Ideally, sensor nodes should be made tamper proof
to prevent node capture, e.g., by applying technology known from smart cards
or secure processing environments. There, memory is shielded by special manu-
facturing techniques which makes it more difficult to physically access the stored
information [1]. Similarly, sensor nodes could be built in a way that they loose all
their data when they are physically tampered with by unauthorized entities.

For large sensor networks, cost considerations will demand that sensor nodes
are not tamper proof. Therefore, node capture must be taken into account. A first
step to protect a sensor network from node capture against a local or partially
present adversary is to use locally distributed protocols that can withstand the
capture of a certain fraction of nodes in the relevant parts of the network. For
example it is possible to devise access control protocols that work even if up to a
certain number t out of any n nodes in the communication range of the adversary
are captured [9]. While these protocols can exploit broadcast communication,
they are still relatively resource intensive.

A very general approach to counter node capture is to increase the effort
of the adversary to run a successful attack. For example, data may be stored
at a subset of nodes in the network and continuously be moved around by the
sensors to evade the possible access by the adversary [7]. This makes it harder for
the adversary to choose which node to capture. In the worst case, the adversary
must capture much more than t out of n nodes to successfully access the data in
question.

A similar technique that exploits the inherent redundancy of a sensor network
and shields against even global adversaries is to devise it as a virtual minefield.
A certain fraction of sensors has special alerting software enabled which scans
the communication in its vicinity and reacts to local and remote manipulations
by issuing a distress signal in its environment or otherwise cause an unpleasant
experience to the adversary. Thus, these sensors act as “mines” in the network
which the adversary tries to avoid since capturing them needs more resources
than capturing a normal sensor node. If it is not possible for the adversary to
distinguish these special sensors from normal sensors, the ratio between the frac-
tion of “mines” and the effort to capture them determines the incentive of the
adversary to attack the system. For example, if 10% of the sensors are virtual
mines and it takes 1000 times more effort to capture a mine than to capture a
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normal node, the adversary will waste a lot of resources if he needs to capture
even a small subset of sensors without raising an alarm.

6. Summary and Conclusions

We have described security goals, adversary models and protection mechanisms
which are relevant and specific for sensor networks. There are a lot of interesting
problems and open questions in this area:

• Realistic adversary models should be derived with respect to existing and
future applications. Here, experiences with GSM and WLAN security (and
security failures) can be used as a guideline, but every application needs to
define its own adversary model to be able to talk about security.

• What other attack possibilities exist for sensor networks and how much
effort do they cost to be pursued? For example, are software-based node
capture attacks a real threat? Are side-channel attacks on sensor nodes
possible? We believe both to be true, but we are unaware of any work which
has tried it.

• As cross-layer integration is especially important for resource-constrained
sensor nodes, careful design decisions must be taken concerning which se-
curity means to put into which layer. For example TinySec [24], a link layer
encryption and message integrity protection mechanism, is integrated into
the radio stack of MICA Motes.

• Building secure sensor networks, especially with respect to active adversary,
remains a challenge. Can it be done by combining existing solutions, such
as random key predistribution, secure routing, secure data aggregation, or
would it be too expensive in terms of energy?

Overall, we speculate that probabilistic algorithms which exploit the redun-
dancy of the sensor network to cause high effort for the adversary will be good
candidates to establish security in such networks. In a sense, these algorithms
mimic guerrilla tactics: evasion and disguise. They can be simple, yet unpre-
dictable. However, their simplicity implies that they are not suitable to establish
perfect security. The security goals of sensor networks will be probabilistic and
depend on the strength of the adversary.
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Abstract. This chapter highlights the importance of symmetric cryptographic prim-

itives for providing security in wireless sensor networks. We outline the basic

goals and primitives and give a comprehensive overview in regard to modes of

operation. We also provide an extensive survey of the implementation options of

the Advanced Encryption Standard (AES): In software on processors of different

word size, in hardware with different optimization goals, as well as in a hard-

ware/software co-design approach with cryptographic instruction set extensions.

An overview of state-of-the-art cryptographic support in today’s WSN products

concludes this chapter.

Keywords. Wireless sensor networks, WSN, security, symmetric primitives, hash

functions, AES, modes of operations.

Introduction

Developers of wireless sensor networks (WSNs) are facing many technological chal-

lenges due to the special characteristics of such networks. The autonomous sensor-

equipped nodes form a distributed communication network of heterogeneous devices.

Possible applications range from medicine, over environmental observation to smart-

home applications. Due to the possible large number of nodes, many applications for

WSNs require unattended operation of the nodes, as well as remote programming and

maintenance on a collective rather than on an individual level.

The network is built up in a heterogeneous way, by including high-performance gate-

ways without any limitations in terms of computation facility or communication capabil-

ities, mid-performance mobile devices like personal digital assistants (PDAs) or mobile

phones and a high number of inexpensive sensor equipped nodes, all connected together

via wireless communication links.

Mobility of the nodes requires a dynamic network topology and ad-hoc communi-

cation. The nodes themselves need to operate in a harsh environment and under very

limited energy resources. In order to improve the lifetime and to reduce cost of the nodes

their computation capabilities are typically very limited.

Providing security for WSNs is far from trivial. Established approaches from other

network types are often hard to transfer due to the special characteristics of WSNs. The

wireless link is highly susceptible to eavesdropping and the ad-hoc communication and

the dynamic network topology make establishment of secure channels more complicated
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than in traditional network architectures. Securing the communication against attack-

ers increases the amount of data that needs to be sent and additional operations need

to be computed by every communicating party. Computation of those cryptographic al-

gorithms is typically cost intensive compared to other operations a typical sensor node

performs. When designing security measures for WSNs, one therefore needs to take the

special requirements of the heterogenous network, i.e. the low cost sensor nodes into

account.

Application of cryptographic protocols is the approach to protect a network against

threats like eavesdropping, unauthenticated access to the network or illicit change of

transmitted messages. Cryptography can provide the following security assurances to

ensure protection against attacks:

Confidentiality means to keep data secret for a defined set of recipients during transmis-

sion, while the transmission channel can be insecure. Eavesdropping is a logical

threat against confidential transmission of data over unprotected RF links. Encryp-

tion of data with a key that is shared amongst all authorized parties is typically

used to achieve confidentiality in open networks. This implies that pre-shared keys

are already established between communicating parties, and that communicating

parties are authenticated against each other before confidential communication can

be established.

Data Integrity addresses the threat of unauthorized manipulation of data. Data integrity

is also linked to authentication, since any modification can also be seen as a change

of origin of the data. Providing data integrity in a transmission, usually keyed hash

algorithms are used to generate a fingerprint of the message that can be produced

or verified only when the corresponding secret key is known.

Authentication is the proof of a claimed identity during communication. Typically this

proof is achieved by challenge-response protocols. In such protocols a party that is

asked to prove its identity encrypts a random challenge which was generated and

sent by the one who claims authentication. The encryption result is sent back as

response to the challenge. The verifying party can then check with the appropriate

key if the identity is correct or not, since only a communication partner that owns

the correct key is able to produce the correct answer to a random challenge. Mutual

authentication requires a three-pass protocol to authenticate both communication

partners. There are other methods to provide authentication, like passwords or zero

knowledge schemes, but in the context of WSNs, challenge-response protocols are

the most meaningful.

Non-Repudiation prevents to deny commitments or services that were previously given.

For example, if a system supports non-repudiation of origin, a party which sent

a certain message cannot deny afterwards that this message has been sent. Non-

repudiation of delivery is supported when it is possible to prove that a certain

party received a message. Non-repudiation basically ensures that one party can

prove that the other party committed to something. This can be important for some

applications; all protocols need a third party that is trusted by the others so that the

service can be achieved.

All described protocols use different cryptographic algorithms or primitives as un-

derlying building blocks. The cryptographic primitives are typically separated into three

different categories:
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Unkeyed Primitives: This category is best represented by arbitrary-length hash func-

tions. They produce a fixed-length message digest out of an input message of ar-

bitrary length. Hash functions are important to provide message integrity. One

important property of cryptographic hash functions is that it is computationally

infeasible to find any two messages, so that their hashing yields the same hash

value. Random number generators are another type of unkeyed primitives. Typ-

ically, random numbers are required for use of cryptographic primitives in dif-

ferent modes of operations (e.g. unpredictable initialization vectors for block ci-

pher modes) or in cryptographic protocols (e.g. random numbers as challenges for

challenge-response authentication).

Symmetric Primitives or symmetric-key ciphers consist of an encryption and a decryp-

tion transformation using the same key value as input, or more accurately, a key in-

put for encryption and a key input for decryption that is basically equal, or “easy”

to derive. Block ciphers and stream ciphers are the best known representatives.

While block ciphers operate on fixed-length input blocks, the input of stream ci-

phers is bit oriented. Message Authentication Codes (MACs), that are basically

arbitrary length hash function with additional key input, are also considered as

symmetric primitives. The major advantage of symmetric-key primitives is their

limited computational complexity. The algorithms can be performed in reasonable

time on small microcontrollers or small dedicated hardware modules can be de-

signed to increase performance or decrease energy consumption. Since security

of encryption schemes using symmetric-key encryption is established as long as

the key is a shared secret between the communication partners, such schemes are

often referred to as secret-key cryptosystems. Delivery of the keys over insecure

communication channels to all communication partners and management of all ac-

tive keys in a system is the major concern for symmetric-key cryptography. Often

asymmetric cryptography is used to establish session keys for symmetric encryp-

tion.

Asymmetric Primitives are a combination of an encryption function and a decryption

function that use different key inputs. The two key values are typically generated

together, and often one of the two keys is published (public key) while the other

is kept secret (private key). Unlike in symmetric encryption schemes, it is com-

putationally infeasible to deduce the private key from the public key. Asymmetric

primitives allow secure communication although one of the two key values was

published. Therefore, they are often referred to as public-key cryptosystems. This

characteristic facilitates key establishment and management over insecure chan-

nels compared to systems using only symmetric cryptographic methods. The ma-

jor disadvantage of asymmetric cryptography is the high computational effort that

is necessary to compute the algorithms. On small microcontrollers (e.g. 8-bit word

size) some of the algorithms can lead to an unacceptably long computation time or

require too much memory. Furthermore, the energy consumption due to the higher

computation effort is often not negligible. The size of the key to achieve the same

level of security is furthermore bigger than for symmetric crypto algorithms. This

increased key length often results in higher communication effort (and therefore

higher energy consumption for transmitting data) to perform cryptographic proto-

cols with asymmetric primitives.
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This chapter will focus on application and implementation issues of symmetric cryp-

tographic primitives in the context of WSNs. Due to their similar application and im-

plementation aspects we also consider unkeyed primitives like cryptographic hash func-

tions.

Due to the heterogeneous characteristic and broad application area of WSNs, a gen-

eral view of application of symmetric cryptographic primitives is hard to discuss. We

have chosen an approach to illustrate their application on different nodes in a wireless

sensor network for a specific application. In all our examples we refer to applications of

a WSN in the area of telematics. The network consists of a high number of small, low-

cost sensor nodes, so-called motes, that are placed along roads, e.g. in combination with

traffic signals. Those motes are designed for long lifetime, use a small 8-bit or 16-bit

microcontroller to observe road conditions and traffic status. They communicate via an

RF-link (e.g. ZigBee) with all other parties in their communication range. We consider

a scenario where these motes are powered by a battery. A very high number of motes is

considered to participate in the network, therefore the cost for a single mote needs to be

as low as possible. The lifetime is a significant cost factor, since changing the batteries

of motes placed in remote areas is expensive.

The second type of devices in the WSN we have chosen are mobile high-end

nodes with powerful batteries and improved communication facilities (ZigBee [79],

WLAN [29], and Bluetooth [32]). These PDA-like nodes may or may not have sensors,

they are placed in cars as part of the on-board automotive network or are mobile devices

operated by the road maintenance staff. PDA-like nodes are considered to have signif-

icant processing power (typically 32-bit embedded processors) for mobile application.

Their batteries are recharged on a regular basis; low energy consumption is therefore an

issue, but less restrictive than for motes. They communicate with motes via ZigBee and

with the other devices using the best available communication link.

The third type of devices encompasses gateways. Those gateways are high-

performance computer systems with wireless communication interfaces, but also with

connection to a backbone network and databases. Gateways could be placed for example

in road service stations or tollgates, at entrances to airports, parking decks, and similar

positions. They collect the information from nearby motes or communicate with the mo-

bile PDA-like nodes of passing cars. Their number is very limited compared to sensor

nodes or PDA-like nodes in the system and their cost is therefore of less importance.

Computational power and memory can be treated as nearly unrestricted resources.

The data generated and provided by the network is critical in many senses. Privacy

aspects require that data about individuals is not available to unauthorized parties. Wrong

data provided by e.g. road condition sensors can be perilous for drivers relying on the

sensor data. It is therefore obvious that all devices in the network that allow such an

application need to be protected against attacks.

We suggest to rely on established cryptographic standards for protection of the com-

munication within a wireless network as illustrated above. The choice of the standards

for different levels of the network topology may be different, nevertheless it should be

assured that devices of lower levels are still able to communicate with devices of upper

levels in the network topology using the same encryption primitives. Due to the higher

computational resources of devices on higher network levels, the choice of different

primitives or algorithms is naturally broader; nevertheless, we want to point out that the

protection level should be the same in the overall network.
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An attacker will always target the weakest point in the system. Therefore, it nor-

mally does not make sense to decide for lower protection levels in mote-to-mote commu-

nication but protecting the gateway communication with stronger algorithms. Although

the “value” of the motes’ messages might be much lower than that of gateway messages,

application of low-security primitives for mote communication could open the way for

a multitude of attacks. As a general rule, we suggest to use standardized or established

protocols eventually with reduced functionality instead of re-inventing the wheel with

the high chance to generate security bottlenecks due to poor security evaluation of pro-

prietary algorithms or protocols. For mote-to-mote and mote-to-PDA-like device com-

munication we suggest to use TinySec with AES as encryption primitive, for communi-

cation between PDA-like nodes and PDA-like devices with gateways we suggest to rely

on TLS with a limited number of cipher suites. For protection of data on the gateway

backbone, standardized security mechanisms like IPSec/TLS are suggested.

After this introduction, Section 1 describes the modes of operation of cryptographic

primitives. This is especially important for application of cryptographic primitives in

WSNs since selection of proper primitives and application in different modes can save

critical resources without reducing the overall security. In Section 2, the reader will find

a brief description of important symmetric-key and unkeyed algorithms. Since a large

number of algorithms is available, the description is by no means complete. We tried to

focus on symmetric encryption algorithms and hash algorithms that are especially inter-

esting for application in WSN. A more detailed description of the Advanced Encryption

Standard (AES) is also given, because Section 3 will then discuss implementation issues

of AES in software, hardware and a hybrid approach using instruction set extensions. All

implementation options are directly mapped to the requirements of specific parts of the

above illustrated telematic WSN. Section 4 gives a short overview of currently available

sensor node products and their support of cryptographic features.

1. Modes of Operation

Cryptographic primitives can be used in a multitude of ways in order to provide different

security assurances. A method which defines a specific usage of one or more crypto-

graphic primitives is denoted mode of operation. For constrained devices whose limita-

tions might only allow the support of a single primitive, the careful selection of the mode

of operation may be the sole chance for providing the desired security services.

Block ciphers are very popular building blocks and there exists a large number of

modes of operation for them. The most common ones deal with providing either con-

fidentiality or data integrity. Some modes of operation offer both of these assurances.

Another class uses the block cipher as a building block for a hash function.

1.1. Confidentiality Modes

A block cipher primitive just defines the encryption and decryption of a fixed-size data

block. Confidentiality modes of operation deal with encryption and decryption of mes-

sages of different size. In some modes the message can be of arbitrary size, while in

others it needs to conform to some prerequisites (e.g. multiple of the block size), which

may require message padding. The following five modes of operation have been recom-

mended by the U.S. National Institute of Standards and Technology (NIST) [53].
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The most basic mode of operation is Electronic Codebook (ECB) mode. Every block

of plaintext is encrypted independently under the same cipher key. A given key therefore

defines a “codebook” which always maps a specific plaintext block to a specific cipher-

text block. This constant mapping can lead to undesirable properties, as patterns in the

plaintext may be still visible in the resulting ciphertext. Therefore, ECB should be only

used in rare circumstances, where its properties have been taken into account.

In the Cipher-Block Chaining (CBC) mode the previous ciphertext block is bitwise

exclusive-ored to the following plaintext block. The result is encrypted with the block

cipher, yielding the next ciphertext block. The first plaintext block is exclusive-ored with

the so-called initialization vector (IV). The IV needs not to be kept secret, but it needs

to be unpredictable. In CBC encryption, the plaintext blocks need to be encrypted in

sequence. On the other hand, if the complete ciphertext is available, CBC decryption can

be performed in parallel on all ciphertext blocks.

The Cipher Feedback (CFB) mode allows encryption of plaintext blocks of a smaller

size than the blocks for the underlying block cipher. These smaller blocks are normally

denoted segments. A shift register of the block size of the block cipher is used as input

to the cipher. The register is initialized with an unpredictable IV. A part of the cipher

output with segment size is exclusive-ored to the current plaintext segment to produce a

segment of ciphertext. This ciphertext segment is also used to update the contents of the

shift register by shifting it in from the right, which results in the next block cipher input.

CFB mode can be used to encrypt and transmit small data chunks (e.g. bytes), without

the need to wait for or pad to complete cipher blocks. Another interesting property is

that the encryption function of the block cipher is used for both CFB encryption and

decryption.

In the Output Feedback (OFB) mode, the IV is repeatedly encrypted with the block

cipher, i.e. the cipher output is used as input for the next cipher encryption. Similarly

to the CFB mode, the cipher output blocks are exclusive-ored to the plaintext blocks to

produce the ciphertext blocks. OFB mode also just requires the use of the block cipher

encryption function. Its main advantage over CFB mode is that errors in the ciphertext

only lead to errors in the respective plaintext bits and do not affect other parts of the

recovered plaintext.

Similarly to CFB and OFB, the Counter (CTR) mode of operation only uses the

block cipher encryption for both CTR encryption and decryption. Unique input blocks

(normally denoted counter blocks) are encrypted with the block cipher and the resulting

output blocks are exclusive-ored to the plaintext, yielding the ciphertext. The counter

blocks can be encrypted in parallel and independent of the ciphertext. Therefore, CTR

mode allows to parallelize encryption and decryption and to precompute cipher output

blocks (i.e. most of the cryptographic work) prior to the availability of the plaintext.

1.2. Authentication Modes

Authentication modes of operation can be used to achieve data integrity and authenti-

cation. Generally, the input for such a mode is a message and the output is a Message
Authentication Code (MAC). A verifier can then check whether the MAC has been gen-

erated by an entity which knows the correct key. The size of the MAC has to be chosen

in such a way, that the chance of an attacker to guess a valid MAC is limited to an ac-

ceptable small degree. Another potential issue which is not addressed by the authenti-
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cation mode is that an attacker can record authentication messages and replay them at a

later time. If protection against such replay attacks is a concern, it must be provided by

additional measures, e.g. inclusion of timestamps or sequence numbers in messages.

Cipher Block Chaining MAC (CBC-MAC) is a very basic method for generating a

MAC. It simply consists of CBC mode encryption with a zero IV, where the last resulting

ciphertext block is used as MAC. However, CBC-MAC has security deficiencies, e.g.

it is not secure for variable-sized messages [45]. There have been various extensions to

solve the problems of CBC-MAC.

The Cipher-based MAC (CMAC) mode is one of the extensions of CBC-MAC which

has been recommended by NIST [56]. It derives two subkeys (K1 and K2) from the

key and divides the input message into blocks (conforming to the cipher’s block size),

padding the last block if necessary. Depending on whether padding was necessary, K1 or

K2 are exclusive-ored to the last block. Then CBC-MAC encryption is performed on the

message blocks and the last block (or a subset of it) are returned as MAC.

1.3. Authentication and Confidentiality Modes

With the help of the aforementioned modes of operation, the provision of confidentiality

and data integrity/authentication requires the use of two separate modes. As a general

rule, separate keys should be used if two (or more) modes of operation are employed to

process the same message. This is because a common presumption of all these modes is

the sole use of the key within the specified functions. Additional use of the same key in

another mode may enable various forms of attacks.

Another class of modes of operation can provide both authentication and confiden-

tiality under the use of a single key. While an authenticated encryption (AE) scheme

[5,38] allow to protect authentication and confidentiality of a message, an authenticated
encryption with associated data (AEAD) scheme [61] aims to provide authenticity of

additional data (associated data) as well. A good usage example for the latter is network

packet protection, where the payload needs to be encrypted and authenticated, while it is

sufficient to authenticate the packet header.

An additional distinction of these modes is between one-pass and two-pass schemes.

While the first can provide confidentiality and authentication with a single pass over

the message, the latter takes two passes (not necessarily employing the same crypto-

graphic primitive). One-pass modes like Integrity Aware Parallelizable Mode (IAPM)

[37], Offset Codebook (OCB) mode [62], and eXtended Cipher Block Chaining Encryp-

tion (XCBC) mode [22] are potentially faster than two-pass modes, but the one-pass ap-

proach is encumbered by patents. Therefore the research effort has turned towards fast

two-pass modes, whose application is not hindered by intellectual property claims. The

most important of these two-pass modes are described in the following.

There have been a number of newly proposed modes of operations which address the

AEAD problem. NIST has recommended the Counter with CBC-MAC (CCM) mode in

[54]. CCM mode is intended for use when the complete message is available for process-

ing, i.e. it is not suited for on-line processing. It basically generates a MAC using the

CBC-MAC mode (zero IV), and encrypts the message and the MAC in CTR mode. The

associated data is just used for MAC generation but is not CTR encrypted.

The EAX mode of operation [6] has been proposed as a more flexible alternative

to the CCM mode. It uses CTR mode for encryption and One-Key CBC-MAC (OMAC)
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mode (which is basically equivalent to the NIST-recommended CMAC mode) for au-

thentication. One of the advantages of EAX over CCM is that it allows to process data

on-line.

The Carter-Wegman Counter (CWC) mode specified in [41] uses a variant of CTR

mode for encryption. Authentication is done over the resulting ciphertext and the as-

sociated data with a universal hash function (Carter-Wegman [75]), which is based on

127-bit integer arithmetic. The mode allows for parallelization, can handle data on-line
and is aimed at high-speed implementation in hardware and software. However, the de-

pendence on long integer arithmetic makes CWC mode less attractive for processors of

small word size.

NIST is currently working on a recommendation for the Galois/Counter mode

(GCM) [57]. GCM is very similar to CWC mode—its main difference is the use of an-

other universal hash function. While CWC mode relies on long integer arithmetic, GCM

employs a universal hash function over a binary finite (Galois) field. This construction

allows faster implementation in hardware as well as in software under the use of lookup

tables. However, when software implementation cannot support large lookup tables, the

performance degrades significantly [21].

Recently, there have been interesting proposals for new two-pass modes of opera-

tions like Counter Cipher Feedback (CCFB) mode [42] and SLC mode [2]. Both of these

modes are claimed by their designers to be better suited for constrained embedded de-

vices than other two-pass modes. However, a good estimate of the actual benefits cannot

be given, as there is currently no empirical data available from practical implementations

of these modes on constrained devices.

Most of the proposed block cipher modes of operation have been submitted to NIST

for recommendation. A good overview of these modes can be found on NIST’s Modes

of Operation website [55].

1.4. Hashing Modes

Block ciphers can also be used to build hash functions. Following the popular generic

Merkle-Damgård construction of hash functions [17,46,47], a compression function is

used repeatedly to combine blocks of the input message with the previous output of the

compression function (or an IV in the case of the first message block). Different modes of

operation have been proposed to construct a compression function, e.g. Matyas-Meyer-

Oseas, Davies-Meyer, and Miyaguchi-Preneel [45]. In the confidentiality and authenti-

cation modes of operation, the block cipher key was fixed for multiple invocations. The

hashing modes on the other hand vary both the input block and the cipher key for each

invocation of the block cipher. This means that precomputation of the key schedule of

the block cipher cannot be used to increase the performance and that a block cipher with

a computationally inexpensive key expansion is better suited to be employed in a hashing

mode of operation.

An example for a modern block cipher-based hash function is Whirlpool [4], which

employs the Miyaguchi-Preneel mode of operation. An extensive treatment of block ci-

pher hashing modes can be found in [59].
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2. Description of Important Algorithms

This section describes the most commonly used symmetric primitives in cryptography.

This selection is a limited excerpt of available block ciphers, hash functions, stream ci-

phers, and authentication codes. We will present a short historical view of the algorithms

and their use in standards and applications.

2.1. Block Ciphers

Block ciphers are symmetric-key primitives which operate on so-called blocks with a

fixed number of bits. A transformation is defined which modifies the input data block

using the secret key and outputs the ciphertext. Decryption is the inverse operation which

allows to recover the plaintext from the ciphertext and the secret key.

The Data Encryption Standard (DES) algorithm, which was standardized in the year

1976 by NIST [51] has been the most important block cipher for several decades. Due to

its limited key size of 56 bit it was first extended by Triple-DES and is now replaced by

the Advanced Encryption Standard (AES) which has larger key sizes (128, 192, and 256

bits). The Rijndael algorithm was selected as the winner of an open selection process

initiated by NIST and has been standardized as the AES algorithm in the year 2001 [52].

During this selection process the four algorithms MARS, RC6, Serpent, and Twofish

have also been selected as finalists with no discovered severe weaknesses. Hence, these

algorithms are also worth consideration in special environments like embedded systems

and WSNs. RC6 has for example been shown to have very favorable properties on em-

bedded processors with limited memory resources [23]. In comparison to Rijndael, which

has the advantage of its efficient implementation on various platforms, Serpent has a

higher security margin and is therefore much slower. Other interesting block ciphers for

application in embedded systems are the Tiny Encryption Algorithm (TEA) and its ex-

tension (XTEA), Skipjack, and IDEA. TEA is based on very simple and fast operations

which require very little code size. Skipjack is used for authentication in TinySec appli-

cations whereas IDEA is used in PGP.

Some of the above mentioned primitives are very well suited for constrained en-

vironments like WSNs. Especially the algorithms AES, RC6, and TEA are suitable for

motes which do not have many computing resources available. Nevertheless, standard-

ized algorithms like the AES algorithm should always be preferred because the security

of the algorithm has been scrutinized by a large number of cryptanalytic experts. There

exist several bad examples of using proprietary algorithms which were shown to be in-

secure. Especially in WSNs with long-time deployment and without the possibility of

reconfiguration and maintenance, standardized algorithms should be preferred.

2.2. Hash Functions

Hash functions belong to the category of unkeyed cryptographic primitives and are

mainly used for providing data integrity. The input of these primitives is a potentially

large message which is condensed to a relatively short value. This so-called hash value

can be seen as a fingerprint of the message. One important property of a hash function is

the collision resistance which means that it is computationally infeasible to find any two

messages that produce the same hash value. This allows to detect data manipulation due
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to technical reasons or due to an attacker. A hash can be used for a message authentica-

tion code (MAC) which allows to simultaneously verify data integrity and authenticity of

a message. Due to the demanding design of hash functions regarding computing power

and memory resources it might be favorable to minimize the use of hash functions and

consider the use of block ciphers in an appropriate mode of operation.

For a long time, the design of cryptographic hash functions has received little re-

search effort. Most of the MD4-family hash functions were believed to be secure. So far,

the best known hash functions are the MD4-family hash functions SHA-1, SHA-256,

MD4, MD5, and RIPEMD. All designs base more or less on the (today insecure) MD4

algorithm which was invented by Ron Rivest in 1990. Whereas MD5 is used only in a

few applications, SHA-1 is widely employed in many security protocols and applica-

tions like SSH, S/MIME, SSL, TLS, and IPSec or the keyed-hash message authentica-

tion code (HMAC-SHA1). Since the publication of an attack against a reduced version

of the SHA-1 algorithm [74], the crypto community continues to improve the attacks

(e.g. [11]) and endeavors to design new, more secure hash algorithms. So far NIST rec-

ommends to use the more secure SHA-2 variants (SHA-256, SHA-384, SHA-512) or to

switch to alternative designs like Whirlpool, which is standardized in ISO/IEC 10118-

3 [35], or Tiger. Recently, NIST has announced that a selection process similar to that of

the AES algorithm is planned for a new hash standard. There are already some new up-

coming hash function designs like Grindahl, VSH, LASH, RadioGatun, and Maelstrom

available.

Implementing most of the above mentioned hash functions in WSNs is costly in

terms of memory resources and computing power. Hence, it could be prohibitive to use

them in motes. PDA-like nodes and gateways will likely have sufficient performance to

calculate hashes because hash functions like SHA-1 are optimized for implementation

on 32-bit microprocessors.

2.3. Stream Ciphers

The name stream cipher comes from that fact that in this symmetric cipher the plaintext

bits are encrypted one at a time mostly by applying an exclusive-or operation with a key

stream that depends on the current internal state. The main difference to block ciphers is

that a stream cipher does not operate on large blocks of fixed length, but on individual

bits. However, depending on the mode of operation, a block cipher can also be operated

as a stream cipher. Typically, stream ciphers require less hardware resources and have

a higher data throughput. However, stream ciphers have a bad reputation because of

security problems when they are used incorrectly and because the most famous stream

cipher RC4 has been shown to have some weaknesses. Although RC4 is widely applied

in security protocols like SSL and WEP, it is recommended not to be used anymore in

new applications. Other stream ciphers are currently used in GSM technology, e.g. A5/1

and A5/2 (both of which are broken).

The European Network of Excellence ECRYPT has started a contest called eS-

TREAM [18] in order to identify new stream ciphers for future standardization. In ad-

dition to a high security level, the ciphers should be suited for efficient implementation

in software and/or hardware. So far there have been several interesting stream cipher de-

signs published. The most promising approaches targeting hardware implementation are

called Trivium, Grain, Mickey-128, and Phelix. The designs that aim for efficient soft-
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ware implementation and which are in the final evaluation phase are Dragon, HC-256,

LEX, Phelix, Py, Salsa20, and SOSEMANUK.

Using stream ciphers in WSNs could be an interesting alternative to block ciphers.

Especially on motes where little data is sent at a certain time the ability to encrypt only

a few bits could lead to a significant performance gain.

2.4. Key Generation

In a well-designed cryptographic system the security should solely depend on the

strength of the symmetric key (Kerckhoffs’ principle). If the key is disclosed or a weak

key is chosen during key setup, an attacker can decrypt every secret message or forge

MACs. Hence, the length of the keys and the key generation process—although it is

omitted in many investigations—is an important security aspect. Good cryptographic

keys are normally randomly generated using a true random number generator (RNG) fol-

lowed by a statistical process. Commonly, the source of randomness is a physical effect

like various kinds of noise. Such RNGs can be implemented on microchips either using

full-custom design or a standard-cell approach. A further possibility of key generation is

to use a pseudo-random number generator (PRNG). This is an arithmetic algorithm that

generates a sequence of values that have similar properties as true random numbers. Typ-

ically, PRNGs require a so-called seed that initializes the internal state of the generator.

Generation of keys for a large number of devices which should have a relation to each

other it is also possible to derive secrets from a master key. Herein, a secret master key is

used to generate a new subkey by applying a key derivation function which uses as input

the master secret and an identifier of the device. There also exist some “exotic” methods

like physical unclonable functions (PUF) for generating random numbers. The principle

is that even two microchips with the same layout are not identical and that it is possible

to extract key material by exploiting this uniqueness.

The secret keys for nodes of a WSN can either be stored on the node during the

personalization phase before operation or via a public-key protocol at runtime. Motes

that do not support public-key cryptography need a pre-shared key that is stored on the

device in the initialization phase of the network. This has to be done in a protected envi-

ronment where it is not possible for an attacker to discover the keys. The key distribution

problem, that is inherent to symmetric-key systems, and the secure storage of the keys

has to be addressed by the gateways or the PDA-like nodes that support key-distribution

mechanisms.

2.5. Authentication Codes

Authentication codes are similar to digital signatures and MACs in their goal of provid-

ing message integrity and authentication. However, they differ significantly in their fun-

damental concepts. While digital signatures and MACs can provide computational secu-

rity, authentication codes are conceived to provide unconditional security. More specifi-

cally, authentication codes can give upper bounds for the probability that an attacker can

construct or forge a valid message. However, these bounds only hold for maximally one

authenticated message with a specific key, requiring a change of key after each message

to retain unconditional security. Nevertheless, there are practical approaches to limit the

amount of key material without impairing security, e.g. the Toeplitz approach. Univer-
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sal hash functions can be used to construct authentication codes. Practical mechanisms

include message authentication code based on universal hashing (UMAC) [36] and the

AES-based Poly1305-AES [7].

2.6. Description of AES

The symmetric block cipher Rijndael was invented by Joan Daemen and Vincent Rij-

men and became the Advanced Encryption Standard (AES) in the year 2001. The Na-

tional Institute of Standards and Technology (NIST) selected Rijndael as the winning

algorithm after a contest of several years for the new Federal Information Processing

Standard FIPS-197 [52]. Due to its flexibility, the AES algorithm can be implemented

in software as well as in hardware very efficiently. Various target platforms like small

8-bit microcontrollers, 32-bit processors, and dedicated hardware implementations are

suitable. The free availability of the algorithm paved the way for deployment of AES

in numerous standards like wireless LAN according to the IEEE802.11i standard [31],

IPSec, and TLS.

The strength of the AES lies in its simplicity which was one of its main design prin-

ciples [16]. In addition to efficient implementation on various platforms under different

sets of constraints, this simplicity is realized by means of utilizing the symmetry proper-

ties at different levels and the choice of a small set of basic operations. The first level of

symmetry is realized by applying the same round function to the fixed block size of 128

bits several times. The round function of the AES algorithm is outlined in Figure 1.
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Figure 1. AES algorithm.

All operations of the AES algorithm transform a block of data which is referred

to as the State. Internally, the State is organized as a 4× 4 matrix of bytes. Within the

standard, the three different key lengths 128, 192, and 256 bits are defined. Nowadays,

mainly 128-bit keys need to be employed. Only for long-term security or top-secret doc-

uments 192-bit keys and 256-bit keys are used. The number of round transformations for

encrypting and decrypting one input block are 10, 12, or 14 depending on the selected

key size. The round transformation modifies the 128-bit State from its initial value (the

input plaintext) to get the output ciphertext after the last round. The non-linear, linear,

and key-dependent transformations in each round are all defined as operations over vari-

ous finite fields (F2, F28 , F28 [t]/(g(t))). The operations are called SubBytes, ShiftRows,

MixColumns, and AddRoundKey for encryption and InvSubBytes, InvShiftRows, Inv-

MixColumns, and AddRoundKey for decryption. All operations scramble the bytes of

the State either individually, row-wise, or column-wise. Before the first round of encryp-

tion, an initial AddRoundKey is performed while in the last round the MixColumns op-

eration is omitted. Encryption calculates the ciphertext from the plaintext and the de-
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cryption function of AES computes the plaintext from a ciphertext. The decryption oper-

ations are executed in reverse order and all round keys are also used in reverse order. In

the following we will describe the AES operations in more detail. We only focus on the

encryption operations because the decryption operations work very similarly.

The only non-linear operation of the AES is the SubBytes transformation. It substi-

tutes all 16 bytes of the State individually by using the same table lookup. The contents

of the table can be calculated by an inversion in the binary extension field F28 followed

by an affine transformation. This byte substitution is often referred to as S-box operation.

The possibilities to implement the S-box are manifold. In software, the 256 different val-

ues are mostly stored either in program or data memory. For hardware implementations

there is a much larger design space. A detailed analysis for implementing the S-box start-

ing from low chip area and low-power applications up to high-throughput applications

can be found in [68].

The ShiftRows function is a simple operation which rotates each row of the State

using a specific byte offset. The offset is given by the row index (starting at 0), which

means that the first row is not rotated at all and the last row is rotated by three bytes.

The implementation in software is reduced to an appropriate addressing of the bytes

in the subsequent operation. In hardware, it depends on the implemented architecture

whether ShiftRows migrates to a simple wiring or an appropriate addressing of the data

is required.

MixColumns operates on columns of the State separately. Each column is interpreted

as a polynomial of degree three with coefficients from the field F28 . MixColumns is

defined as a multiplication of this polynomial with a constant polynomial (03 · x3 + 01 ·
x2 + 01 · x + 02) modulo the irreducible polynomial x4 + 1. The operation can also be

expressed as a matrix multiplication of a constant 4× 4 matrix with the input column.

The matrix multiplication for MixColumns can be seen in Equation 1, where a0 to a3 are

the F28 coefficients of the input column and b0 to b3 are the F28 coefficients of the output

column.

⎡
⎢⎢⎣

02 03 01 01

01 02 03 01

01 01 02 03

03 01 01 02

⎤
⎥⎥⎦ ·

⎛
⎜⎜⎝

a0

a1

a2

a3

⎞
⎟⎟⎠ =

⎛
⎜⎜⎝

b0

b1

b2

b3

⎞
⎟⎟⎠ (1)

The three operations SubBytes, ShiftRows, and MixColumns constitute the substi-

tution-permutation network of the AES algorithm. SubBytes is the substitution part to

increase confusion whereas ShiftRows and MixColumns build the permutation part for

increasing diffusion. The AddRoundKey function adds a round key to the State. It is an

exclusive-or operation over all 128 bits where in each round another key is used. The

first 128-bit round key is equal to the cipher key. All other keys are computed from the

previous round key using the key expansion operation. This operation uses the S-box

functionality and some constants referred to as Rcon. There are also various possibili-

ties to implement the key expansion in software and in hardware. In systems with suffi-

cient memory resources it is common to calculate and store the whole key schedule in

advance. The other possibility is the on-the-fly key expansion where the current round

key is calculated on demand during the encryption or decryption operation. This variant

allows saving memory resources but possibly reduces the calculation speed.
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The AES algorithm was designed in a way that it is flexible concerning the platform

on which it is implemented. In a heterogeneous WSN with many different types of nodes

the AES algorithm is a very good choice to secure information. Beside its good security

properties it has the advantage that it can be implemented on all classes of devices very

efficiently. AES can be implemented on low-end motes with 8-bit microcontrollers or in

dedicated hardware for low chip area and low power consumption. It was even shown

that it can be implemented on passively powered devices like RFID tags [19]. Faster and

energy-efficient implementations of AES are suitable for PDA-like nodes where a higher

data throughput is necessary. Even for large gateways which have enormous data rates

AES can be implemented either on high-end microprocessors or as a coprocessor, e.g.

on an acceleration card.

3. Implementation of AES

The AES algorithm allows efficient implementation on processors of different word size

and dedicated hardware for high performance or low power. Another interesting imple-

mentation aspect is the hardware/software co-design approach in the form of instruction

set extensions to general-purpose processors. In regard to implementation approaches

and properties, the AES algorithm is probably amongst the best-studied cryptographic

algorithms. The AES Lounge [28] provides a good overview of the most important pub-

lications regarding different implementation options.

3.1. Software

AES has been designed to allow efficient implementation on 8-bit and 32-bit platforms.

The natural granularity of operations—mainly determined by the S-box operations—is

set on bytes. Moreover, all round transformations can be done with simple shifts/rotations,

table lookups, and Boolean operations, which eases implementation on low-cost 8-bit

microcontrollers. On 32-bit platforms, larger lookup tables can be employed to increase

performance. The book by the authors of the AES algorithm [16] introduces the most

important design approaches for software implementations on 8-bit and 32-bit proces-

sors.

An important design issue is precomputation of the key schedule vs. on-the-fly key

expansion. If there is only a small number of keys in use (e.g. on a WSN mote), a pre-

computed key schedule can increase the performance. On devices which have to handle a

large number of different keys simultaneously (e.g. a gateway in a WSN with group-key

or pair-wise key distribution), storage of all key schedules might become prohibitive, so

that an on-the-fly key expansion could be preferred.

In the following we will give an overview of the most important implementation

aspects for AES on 8-bit, 16-bit and 32-bit processors. We include performance figures of

optimized implementations on representative embedded processors for each class, which

can be found in WSN nodes. The cited figures all refer to AES with a 128-bit key (AES-

128), as this will be the most commonly used algorithm variant. However, AES with

192-bit or 256-bit keys differ basically only in the number of executed rounds, so that

fairly accurate performance estimates for these variants can be derived from the given

figures by simple scaling (×1.2 for AES-192 and ×1.4 for AES-256). In the normal case,
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an optimized implementation of AES-128 should be able to deliver the performance and

security required by most WSN applications.

3.1.1. 8-bit Microcontrollers

Low-cost 8-bit microcontrollers are at the heart of many WSN motes, e.g. Crossbow

Mica2 and MicaZ [14]. The same microcontroller architectures are contained in many

modern smartcards, which have been used as target platforms for a number of publica-

tions dealing with AES implementation efficiency.

The SubBytes transformation can be efficiently done with a 256-byte S-box table.

It is indexed with a State byte and yields the substituted byte value conforming to the

AES S-box. This table is normally stored as a constant in program memory. The S-box

table is not only required for SubBytes in AES encryption but also for the key expansion.

If AES decryption is needed, an additional 256-byte inverse S-box table is required for

the InvSubBytes transformation. The arithmetic definition of the AES S-box allows the

dynamic generation of these tables at runtime. In this case the tables can be stored in

RAM and need not be included in the program memory. However, the AES program code

is extended by code for generating the tables. Depending on the specific microcontroller,

the size of the table-generating code is around 200 bytes. When only a single S-box table

is required, dynamic generation normally has only a small advantage over static storage

in program memory. If both S-box and inverse S-box are needed, dynamic generation

can help to reduce program size. Of course the choice of static vs. dynamic tables might

depend on other parameters, e.g. the access speed to the different types of memory or

whether there is time to perform the dynamic generation of the tables.

ShiftRows is can normally done in combination with SubBytes through the proper

addressing and storage of the substituted State bytes. The conventional approach is to

employ two 16-byte memory regions, where one holds the State prior to SubBytes and

ShiftRows and the other is used to store the State after these two transformations. The

latter memory region is subsequently used as input for MixColumnns. It is also possible

to perform the complete AES on a single 16-byte memory region, by doing SubBytes

“in-place” (i.e. each byte of the State is overwritten with its substituted counterpart) and

performing the byte-wise rotate of ShiftRows on the State explicitly. Another approach is

to do SubBytes “in-place” and cater for ShiftRows implicitly in the MixColumns trans-

formation by appropriate addressing of the State memory. This strategy exploits the fact

that after four subsequent ShiftRows on the State, all State bytes are again at their orig-

inal positions. Therefore, there are only four differently shifted version of the State pos-

sible. Depending on the index of the current round, MixColumns then needs to use one

of four different addressing schemes to cater for ShiftRows.

The basic operations for implementing MixColumns are addition and doubling of

elements of F28 . Addition consists of a simple bitwise exclusive-or, while doubling can

be achieved with a sequence of a few simple steps. The doubling operation (normally de-

noted xtime) can be done with a left shift, followed by conditional addition of the lower

eight coefficients of the irreducible polynomial (1B), whenever the shifted out bit was

one. Care must be taken that xtime always takes constant time, as otherwise timing at-

tacks [40] would become possible. Multiplication with a constant can be calculated by a

series of additions and doublings. In MixColumns each byte of a State column is multi-

plied with several constants (01, 02, and 03). These multiplications can be combined, so

that four xtime operations are sufficient for each column [16].
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For the InvMixColumns transformation in decryption, the constants are larger (09,

0B, 0D, and 0E), requiring eight xtime operations per State column. The constant poly-

nomial for this transformation can be expressed as a product of the polynomial for Mix-

Columns and another polynomial: 0B ·x3 +0D ·x2 +09 ·x+0E = (04 ·x2 +05) ·(03 ·x3 +
01 · x2 +01 · x +02). Consequently, the constant matrix for InvMixColumns can be split

up into two matrices, where one is identical to the one of MixColumns, and the other

is of a very simple structure. The matrix for InvMixColumns and its decomposition is

shown in Equation 2.

⎡
⎢⎢⎣

0E 0B 0D 09

09 0E 0B 0D

0D 09 0E 0B

0B 0D 09 0E

⎤
⎥⎥⎦ =

⎡
⎢⎢⎣

05 00 04 00

00 05 00 04

04 00 05 00

00 04 00 05

⎤
⎥⎥⎦×

⎡
⎢⎢⎣

02 03 01 01

01 02 03 01

01 01 02 03

03 01 01 02

⎤
⎥⎥⎦ (2)

Following Equation 2, InvMixColumns can be split up into an application of Mix-

Columns and another operation which also requires four xtime operations [16]. Note that

the second operation can be performed before or after MixColumns. Although the num-

ber of xtime operations is equal for this approach, an AES implementation requiring both

encryption and decryption can be reduced in size by using MixColumns for both.

Code size can be reduced by packing xtime into a separate subroutine, whereas per-

formance can be increased by inlining it into the MixColumns/InvMixColumns transfor-

mation. Another memory-performance tradeoff can be done by performing xtime with a

lookup into a 256-byte table, which holds the double of each element of F28 . It is also

possible to have additional tables which contain the results of multiplication with other

constants.

AddRoundKey can simply be implemented with exclusive-or operations. The key

expansion can reuse the S-box table, requiring just a few additional constants (Rcon).

Most of the key expansion can also be done with exclusive-or operations.

Table 1 lists reported performance figures for AES-128 encryption and decryption

on 8-bit platforms. For quick reference, we have also added the date of publication.

Most of the implementations include on-the-fly key expansion and can only perform

encryption. Requirements for RAM typically range around a few dozen bytes, while

code size is normally a few KB. Note that the cycle count for 8051 implementations

refers to instruction cycles. Depending on the actual microcontroller implementation,

one instruction cycle requires a specific number of clock cycles, e.g. the original Intel

8051 microcontroller requires 12 clock cycles.

3.1.2. 16-bit Microcontrollers

In comparison to the permeation of 8-bit and 32-bit microcontroller and microprocessors

in the whole embedded systems field, 16-bit architectures occupy only a niche segment.

Nevertheless, there are some WSN motes which feature 16-bit microcontrollers, e.g. the

Tmote Sky from Moteiv [49]. AES has not been designed towards 16-bit architectures

and except for [33] there are virtually no performance figures available regarding imple-

mentation on such platforms.

For AES, a 16-bit data path offers little advantage over an 8-bit data path. SubBytes,

ShiftRows, and MixColumns need to work on 8-bit values in a similar way as on 8-bit
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Table 1. Reported AES/Rijndael performance on 8-bit platforms

Platform Year Encr. / Decr. cycles Details
68HC08 [15] 1998 8,390 / N/A On-the-fly key expansion

68HC05 [39] 1999 14,945 / N/A On-the-fly key expansion

Z80 [64] 2000 25,494 / N/A Excluding key expansion (10,318 cycles)

8051 [15] 1998 3,168 / N/A On-the-fly key expansion

8051 [1] 2001 7,542 / N/A Not optimized

8051 [33] 2006 3,905 / 5,876a On-the-fly key expansion

AVR [63] 2003 7,498 / 11,548 On-the-fly key expansion

AVR [33] 2006 4,009 / 6,073 On-the-fly key expansion

aThese performance figures include overhead for a flexible programming interface (requiring about 650

cycles), which can be omitted for a high-speed implementation.

architectures. In fact, there might be some overhead due to extraction of 8-bit values from

or storage of two 8-bit values into the 16-bit registers. The only clear advantage of the

16-bit data path is for the exclusive-or operations in MixColumns, AddRoundKey, and

the key expansion.

The implementation for a TI MSP430 reported on [33] requires 5,432 cycles for

AES-128 encryption and 8,802 cycles for AES-128 decryption. It uses an on-the-fly key

expansion and has a codesize of about 2,5 KB.

3.1.3. 32-bit Microprocessors

Some high-end motes like the Crossbow Imote2 [14] feature 32-bit microprocessors.

Embedded 32-bit processors will also be predominant in PDA-class devices, whereas

gateways will have at least 32-bit desktop or server class processors.

AES can be realized on 32-bit platforms with the help of one or more 1 KB-sized

lookup tables, which are commonly denoted as T-boxes [16]. Each T-box consists of 256

32-bit entries. A State byte at the beginning of the round is used as index into a T-box,

and the result is the contribution of this byte to the respective State column after Mix-

Columns. A complete AES round (excluding round key loading or expansion) can there-

fore be performed with 16 lookups (using four different T-boxes), 12 exclusive-or oper-

ations for combining the four contributions for each State column and 4 exclusive-or op-

erations for AddRoundKey. The last round can be calculated conventionally or with four

separate tables. Moreover, as the four T-boxes of a set are only rotated versions of each

other, memory can be preserved by the use of only a single T-box at the expense of three

additional rotate operations per State column. On a platform where rotates are cheap (e.g.

ARM architectures), this memory preservation measure might even be achievable with

virtually no overhead.

For AES decryption, different T-boxes and a transformed key schedule (most round

keys transformed with InvMixColumns) are required. As InvMixColumns is rather costly

to compute, the T-box-approach is only efficient in combination with a precomputed key

schedule.

Like the S-box table, the T-box tables can be stored statically in program memory

or calculated dynamically in RAM. For some settings, the T-box approach might not

be suited, e.g. when memory is limited, memory performance is low or cache pollution
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is undesirable. A conventional implementation with S-box tables might be preferred in

such situations.

On 32-bit platforms, the State is normally stored in four 32-bit registers, where each

State column is held in a register (column-wise approach). In a conventional S-box im-

plementation, SubBytes and ShiftRows are still performed on State bytes, which requires

extraction from the respective 32-bit register and merging of the four substituted bytes

into a new State column. An advantage of 32-bit platforms is that MixColumns can

be performed on complete columns instead of individual bytes. When a hardware inte-

ger multiplier is available, xtime can be done efficiently on four bytes in parallel. The

exclusive-ors of AddRoundKey and the key expansion also benefit from the 32-bit data

path.

Bertoni et al. have proposed a method for speeding up InvMixColumns for con-

ventional S-box implementations by processing the AES State in a row-wise fashion

[8]. Their solution requires a slightly more complex key expansion which is no signif-

icant disadvantage if the key schedule is precomputed. Compared to the column-wise

approach, the solution of Bertoni et al. is about as fast for encryption but significantly

faster for decryption.

Some reported performance figures for embedded processors with ARM or SPARC

architectures are given in Table 2. If T-box tables are employed, their total size is given in

the last column of the table. All other implementations just use the conventional approach

with S-boxes. Code size ranges usually ranges between 1 KB and 2 KB without T-boxes.

Extensive use of T-boxes can increase the code size to up to 20 KB [70]. However, more

than 4 KB of T-boxes normally bring not much advantage on these embedded processors.

If the tables get too large, the increase in cache misses can even lead to a decrease in

performance [71].

Table 2. Reported AES/Rijndael performance on 32-bit platforms

Platform Year Encr. / Decr. cycles Details
ARM [25] 1999 2,889 / N/A On-the-fly key expansion

ARM [25] 1999 1,467 / N/A On-the-fly, 1 KB T-box

ARM7TDMI [8] 2003 1,675 / 2,074 Precomputed key schedule

ARM9TDMI [8] 2003 1,384 / 1,764 Precomputed key schedule

ARM7TDMI [8] 2003 2,074 / 2,378 On-the-fly key expansion

ARM9TDMI [8] 2003 1,755 / 1,976 On-the-fly key expansion

SPARC V8 [70] 2006 1,637 / 1,955 Precomputed key schedule

SPARC V8 [70] 2006 2,239 / 2,434 On-the-fly key expansion

SPARC V8 [70] 2006 1,097 / 1,262 Precomputed, 4 KB T-box

SPARC V8 [70] 2006 1,497 / 5,939 On-the-fly, 4 KB T-box

3.1.4. A Note on Side-Channel Attacks

Side-channel attacks (SCAs) are an important category of implementation attacks, which

can threaten the security of cryptographic devices. They are based on the observation

that secret information (e.g. cryptographic keys) can leak through physical values like

execution timing, power consumption or electromagnetic emanations while the device

performs cryptographic operations, e.g. AES. There have been some publications on

AES software implementations including countermeasures for SCAs, e.g. [1,26,72]. For

a comprehensive monograph on power analysis attacks on smartcards refer to [44].
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3.2. Hardware

The implementation of the AES algorithm in hardware requires an exhaustive design-

space exploration regarding chip area, data throughput, power consumption, and several

other design parameters. The selection of the target technology is one of the first deci-

sions that has to be taken. In the area of wireless sensor networks we can either work on

FPGA platforms for gateways or on ASIC implementations for motes. Hence, we try to

keep the analysis of possible architectures more general. As the AES algorithm is very

flexibly designed, many different architectures are possible. The hardware architecture

for a mote, which requires very low die size, is totally different from a PDA-like node

which has a limited energy budget available. In gateways, it could be necessary to have

high data throughput while the required hardware resources are of minor importance. In

this section we will describe three different architectures. The first will be a small-area

implementation using an 8-bit architecture with a limited power budget as it would be

available from harvesting energy from a solar panel in a mote. The second approach

describes a faster module which has the best energy efficiency implemented as a 32-bit

architecture. Such an AES implementation could be applied in a PDA-like node with a

battery power supply. The last approach will describe a 128-bit architecture for gateways

which require high performance.

The word size of the architecture mainly defines the die size of the circuit. Whereas

an 8-bit implementation has reasonably only a single S-box to compute the SubBytes

transformation, a 32-bit architecture requires four S-boxes. Because the S-box is—apart

from the memory for the State and the key—the largest part of an AES hardware module,

an 128-bit architecture with 16 S-boxes requires significantly more hardware resources.

This section will describe the possible trade-offs concerning chip area and data through-

put and will summarize the results of the given implementations.

3.2.1. Lightweight Implementation

In this section we will present the low-power AES implementation designed by one of

the authors and presented in [19]. The term “lightweight” in the context of AES hardware

implementation means that low die size and low power consumption are the major design

goals. All design options were evaluated regarding their impact on the silicon size and

on the power efficiency. The evaluation is based on synthesis results and circuit-level

simulations. In the following, we present the architecture of the AES module according

to [19] and discuss details of the circuit that contribute to its efficiency.

The described AES implementation has a fixed key size of 128 bits. This reduces

the number of rounds to ten and the required memory for the State plus the round key

to 256 bits. Low-power requirements restrict a 128-bit width of the data path. Even 32-

bit implementations would be rather costly in terms of power consumption. Hence, an

8-bit architecture of AES is the best choice because all operations consume significantly

less power than 32-bit operations. The architecture of the AES module can be seen in

Figure 2.

The main parts of the AES are the controller, the RAM, the data path, and the IO

module. The IO module has a microcontroller interface that allows to use the AES mod-

ule as a coprocessor. The controller accepts commands from the IO module and provides

control signals for RAM and the data path to sequence AES operations. The controller is

realized as a hard-wired finite-state machine. This allows optimization of the efficiency
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Figure 2. Architecture of 8-bit AES module.

concerning low power consumption and low die size. It mainly consists of a 4-bit round

counter and address registers for addressing rows and columns of the RAM. These coun-

ters are implemented as shift registers using one-hot encoding. One-hot encoding ensures

that changes of the state cause only two signal transitions. Moreover, one-hot encoding

reduces undesired glitching activity of control signals.

The finite-state machine sequences the ten rounds consisting of the operations Add-

RoundKey, ShiftRows, SubBytes, MixColumns, or their inverse operations. Addition-

ally, all round keys are generated just-in-time for every round of the AES. This on-the-fly

round key generation helps to reduce the necessary storage capacity of the RAM block to

256 bits. The first 128 bits store the actual State and the second 128 bits hold the current

round key. As no spare memory is present for storing intermediate values, the controller

has to assure that no State byte nor key byte is overwritten if it is needed again during

calculation.

The RAM is single ported to ease silicon implementation. It is realized as a flip-flop

based memory. The extensive use of clock gating lowers the power consumption. Addi-

tionally, this standard-cell based approach facilitates the physical realization compared

to using a dedicated RAM macro block.

The data path of the AES module contains combinational logic to calculate the AES

transformations SubBytes, MixColumns, AddRoundKey, and their inverse operations

(see Figure 2). The ShiftRows/InvShiftRows transformation is implemented by appropri-

ate addressing of the RAM. It is executed when results of the S-box operation are written

back.
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The remaining components of the data path are the submodule Rcon, some

exclusive-or gates, and an 8-bit register to store intermediate results during key schedul-

ing. Rcon is a circuit which provides constants needed for the key schedule. The

exclusive-or gates are needed for round key generation and are reused for adding the

round key to the State during the AddRoundKey transformation. Additionally, the data

input and key input are handled by the data path.

The encryption or decryption of 16-byte blocks works as follows. The 16 bytes of in-

put data are successively written to the RAM through the 8-bit microcontroller interface

followed by the 16 bytes of the key. The initial AddRoundKey operation is performed

during the loading of the key. For decryption, the last round key must be loaded because

all round keys are calculated in reverse order. Issuing the start command to the con-

trol input starts encryption or decryption. The ten AES rounds with the functions Sub-

Bytes, ShiftRows, MixColumns for encryption and the functions InvSubBytes, InvShift-

Rows, InvMixColumns for decryption are performed according to the algorithm spec-

ification. While computing AddRoundKey, which is equal for encryption and decryp-

tion, the subsequent round key is derived from its predecessor using the S-box, Rcon,

and the exclusive-or functionality of the data path. Encryption can be done within 1,032

clock cycles including the IO operation. Decryption requires 1,165 clock cycles (some

overhead in incurred due to addressing overhead of the concrete architecture).

A significant advantage of the 8-bit architecture of the design is to reduce the num-

ber of S-boxes from at least four of a 32-bit implementation to one instance. This reduces

the required silicon resources. The single S-box is used for the SubBytes and the InvSub-

Bytes operation as well as for computation of the key schedule. The S-box is the biggest

part of the AES data path. There are several options for implementing an AES S-box.

The most obvious option is a 512 × 8-bit ROM to implement the 8-bit table lookup for

encryption and decryption. Unfortunately, ROMs do not have good properties regarding

low-power design. A particularly suitable option is to calculate the substitution values

using combinational logic as presented in [77]. One feature of this S-box is that it can be

pipelined by inserting register stages. Our S-box implementation uses one pipeline stage

which shortens the critical path of the S-box and lowers glitching activity. Furthermore,

this pipeline register is used as intermediate storage during the ShiftRows operation. Dur-

ing the substitution of one byte, the next byte is read from the memory. The substituted

byte is written to the current read address. By choosing the read addresses properly, the

SubBytes and the ShiftRows operation are combined and ShiftRows degrades to mere

addressing.

Another innovative solution is the calculation of the MixColumns and InvMix-

Columns operations. We achieved to build a submodule which calculates one fourth of

the MixColumns and InvMixColumns operation in one cycle. Instead of using four mul-

tipliers as stated in [76] we use one modified multiplier.

3.2.2. Compact Implementation

An example of a compact AES hardware module is given in [43] (standard data unit).

It uses a highly regular architecture of 16 data cells and four hardware S-boxes. While

the S-boxes are used for SubBytes, InvSubBytes and on-the-fly key expansion, the data

cells (and their flexible interconnect) are able to perform all other round transforma-

tions. Therefore this architecture has a hybrid 32-bit/128-bit data path: 32-bit for Sub-

Bytes/InvSubBytes to preserve area, and 128-bit for all other transformation to increase
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performance. Moreover, the regular design facilitates the extension of the data path, as

shown for the high-performance data unit in [43], which has 16 S-boxes.

3.2.3. High-Speed Implementations

The applications of high-speed AES hardware are various. Data rates in the Gigabit range

are necessary in network protocols like IPsec or TLS. While in wireless computing the

data rates increase fast, traditional wired networks and optical networks use data rates

up to 20 Gbps (OC-256). The possible implementations of the AES for high-speed re-

quirements are manifold. We will investigate two different high-speed architectures of

the AES algorithm. The first implementation can be used for non-feedback and feedback

modes of operations. It is an iterative approach for encryption and decryption targeted for

standard cell technology. The second implementation is a fully unrolled architecture for

maximum data throughput for non-feedback modes of operations. The target technology

is an FPGA. Both architectures are designed for 128-bit key size and are described in the

following.

The maximum data throughput can be achieved when the data path width of the

AES architecture is 128 bits. The iterative approach allows the computation of one AES

round per clock cycle. This brings the maximum hardware utilization while the required

hardware resources are relatively small compared to an unrolled architecture. Besides

the architecture for the data unit, the key unit implements the key scheduling. Here also

one round key is generated per clock cycle. The architecture of the data unit can be seen

in Figure 3 and is described in detail in the following.

The data unit of the AES module contains combinational logic to calculate the AES

transformations SubBytes, ShiftRows, MixColumns, AddRoundKey, and their inverse

operations InvSubBytes, InvShiftRows, InvMixColumns. Figure 3 shows the intercon-

nection of the different parts in the circuit which allows the calculation of one round in a

single step.

The SubBytes transformation operates independently on each byte of the State using

a substitution table (S-box). Sixteen instances of the S-box circuit are used in this archi-

tecture. Each one can be realized using a composite field implementation e.g. like the

one according to Wolkerstorfer el al. [77]. As the sequence for AddRoundKey and Mix-

Columns are exchanged for encryption and decryption, the exclusive-or operation with

the key for decryption follows immediately after the InvShiftRows operation while for

encryption it is applied as a last step in the round transformation. A multiplexer circuit is

used which allows to select the output of the MixColumns circuit, skip this MixColumns

circuit, or use the data input port. The MixColumns and the InvMixColumns operations

are implemented using four finite-field constant multipliers.

The key unit performs the key expansion algorithm. Starting with the cipher key

as input it delivers one round key per clock cycle. For decryption either the last round

key has to be supplied or the last key is calculated during a precomputation phase of ten

cycles. In each step of the key schedule the first 32-bit word is rotated and the S-box

lookup has to be applied. Therefore, four instances of the S-box are required. A constant

called Rcon is also added to the output of the S-box circuit with an exclusive-or gate.

This result is combined with the last 32-bit word with an exclusive-or. The other three

new 32-bit words are calculated from the old values through an exclusive-or operation

with the other inputs according to the algorithm. The different order of the inputs for
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Figure 3. Data unit of 128-bit AES architecture.

the exclusive-or gates of encryption and decryption is realized using multiplexers. One

128-bit register stores the current round key.

For gateways where many data streams have to be encrypted simultaneously high

data rates are necessary. Because of the small number of such high-speed modules,

FPGAs are commonly used as target technology. The highest data throughput for AES

encryption can be reached when all ten rounds are unrolled and pipelining registers are

introduced between each round. Therefore, the fully unrolled architecture which can

be seen in Figure 4 is proposed. A property of this unrolled architecture is that only

non-feedback modes of operation like CTR mode or the encryption of independent data

streams can be done at full speed.

The architecture presented in Figure 4 consists of an initial round which is an

exclusive-or of the original key with the data input followed by nine instances of the

round transformation. The last round instance does not include the MixColumns circuit

because the operation is not required in the last round. For an FPGA target technology,

the 16 S-box circuits can be realized as a table lookup in dedicated Block RAMs. The

ShiftRows operation is again a fixed rewiring from the outputs of the S-box to the input

of the following circuit. The MixColumns architecture is the same as explained above

and is usually realized in FPGA LUTs. The ten different round keys have to be generated

in advance and can be stored on the FPGA in Block RAMs. Table 3 cites typical im-

plementation figures for AES hardware modules that use standard-cell technology with

different data path widths.
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Table 3. Result of AES hardware implementations.

Architecture Technology Chip area Current consumption (@ 100 kHz) Clock cycles
8-bit [19] 0.35 μm 3,400 8.18 μA @ 3.3 V 1,032

32-bit [43] 0.35 μm 8,930 30 μA @ 3.3 V 64

128-bit [27] 0.18 μm 37,038 60 μA @ 1.8 V 11

3.3. Instruction Set Extensions

While software implementations of cryptographic algorithms normally offer the highest

degree of flexibility, their performance or energy efficiency may not be sufficient for

some of the embedded systems, which are part of a WSN solution. The traditional way to

overcome these limitations is the integration of a cryptographic coprocessor which can

take over most of the cryptographic workload. Cryptographic hardware is typically much

faster and more energy efficient than software running on an embedded processor, and it

might—depending on the application—also help to reduce the memory requirements of

a cryptographic algorithm.

Instruction set extensions (ISEs) are a hybrid approach, where custom cryptographic

instructions are added to the main processor itself. This solution has been highly suc-

cessful in the application domains of multimedia (e.g. Intel’s MMX and SSE technol-

ogy) and digital signal processing (leading to the development of DSPs), so it comes at

no surprise that instruction set extensions have also been proposed for cryptography. It
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has been shown that custom cryptographic instructions can lead to a considerable reduc-

tion of processing time and—in consequence—energy consumption. Moreover, memory

requirements can also be reduced significantly.

The ISE solution is in line with the modern approach to System-on-Chip design,

which increasingly involves configurable processors (e.g. Tensilica Xtensa [67], MIPS

CorExtend [48], ARC ARChitect [3], CoWare Processor Designer [13]). In the last years,

support for AES on programmable processors has been investigated for both application-
specific processors (ASIPs) as well as general-purpose processors (GPPs). In the follow-

ing we will give an overview of the work performed in this field.

Burke et al. [10] reported on the development of custom instructions for several

of the AES candidates. The authors proposed a 16-bit modular multiplication, bit-

permutation support, several rotate instructions, and an instruction to facilitate address

generation for memory table lookups. The follow-up work of Wu et al. [78] lead to the

development of the cryptographic coprocessor CryptoManiac. This is a Very Long In-
struction Word (VLIW) machine, which can execute up to four instructions per cycle.

Instructions with a short latency (e.g. like logical or arithmetic instructions) can be dy-

namically combined and executed in a single cycle. This feature requires instructions to

have up to three source operands.

Another cryptographic processor with a VLIW architecture and support for AES is

the Cryptonite [58]. AES is supported with a set of special instructions which are able

to perform byte-permutation, rotation and exclusive-or operations. Most of AES is done

with parallel table lookups using dedicated memories.

Fiskiran and Lee [20] investigated how hardware lookup tables can be included in a

processor as a measure to accelerate different symmetric ciphers (including AES). The

authors propose the inclusion of on-chip scratchpad memory in order to support parallel

table lookup. They examined data path widths of 32, 64 and 128 bit with 4, 8 and 16

tables, respectively, where each table consists of 256 entries of 32-bit each (i.e. is 1 KB

in size).

The PLX general-purpose RISC architecture has been extended by Irwin and Page

in order to support AES [34]. Additionally, the authors examined the use of multimedia

extensions of a PLX processor with a data path width of 128 bits for implementing AES

with a minimal number of accesses to memory. However, these concepts do not map very

well to processors with a smaller data path.

Ravi et al. [60] have investigated the automatic generation of instruction set exten-

sions for cryptographic algorithms (including AES) using the 32-bit Xtensa processor

from Tensilica. Nadehara et al. [50] proposed a custom instruction for AES which calcu-

lates most of the round transformations for a single State byte. This approach performs

the round (T-box) lookup of fast AES software implementations on 32-bit platforms into

a dedicated functional unit. Several instructions for AES have been proposed by Bertoni

et al. [9], and performance figures for an Intel StrongARM processor have been given by

the authors.

Tillich et al. [69] have investigated the application of instruction set extensions for

public-key cryptography to speed up AES implementations. Another work has focused

on reducing memory requirements of AES software using a single low-cost custom in-

struction [71]. More AES custom instructions for 32-bit processors have been proposed

in [70]. This work described different instructions which are fit to be implemented inde-

pendently or in combination in order to allow trade-offs between performance and sili-
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con area. In the following, we will describe the extensions proposed in [70] to give an

idea of the whole concept of using ISEs for AES and cryptography at large.

There are two types of instructions with a focus either set on low cost (resulting in a

moderate increase of performance) or on high performance (which require more silicon

area). The high-performance variant utilizes the full 32-bit data path for all round trans-

formations. Figure 5 depicts the structure of a functional unit, which could be included in

the execute stage of a processor’s pipeline to implement the functionality for the AES ex-

tensions. The F28 constant multiplier is used for MixColumns and the four parallel S-box

units for SubBytes (and can also be used in the key expansion). The custom wiring of the

bytes of the instruction operands allows to perform ShiftRows implicitly with the other

transformations at no additional cost. AddRoundKey can be efficiently performed in the

original ALU of the processor. The hardware cost of the high-performance AES exten-

sions is only about 3 kGates [70]. The functional units can be based on optimized hard-

ware implementation of AES transformations for the S-box [12] and MixColumns [76].
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Figure 5. High-performance instructions set extensions for AES ([70]).

The low-cost extensions proposed in [70] only produce 8-bit results per cycle, but

can be implemented with a smaller functional unit. The total overhead in silicon area is

only a few hundred gates.

The performance for AES-128 encryption and decryption which can be achieved

with ISE on single-issue embedded processors is shown in Table 4. The code size of such

implementations is typically below 1 KB. The implementation in [71] makes partial use

of instruction set extensions for arithmetic over binary extension fields originally con-

ceived for Elliptic Curve Cryptography (ECC); thus demonstrating the potential flexi-

bility of the ISE approach. The opportunities for code size reduction are shown in [70],

where an AES-128 encryption with on-the-fly key expansion is reported with a mere

code size of 260 bytes.

3.3.1. Application of ISE for WSN

Up to now, instruction set extensions have only been proposed for processors of a word

size of 32 or more bits. WSN devices like high-end sensor nodes (PDA-like nodes) and
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Table 4. Reported AES/Rijndael performance on 32-bit platforms with instruction set extensions.

Platform Year Encr. / Decr. cycles Details
RISC-like [50] 2004 ∼ 360 / 360 Precomputed, estimated cycle count

ARM [9] 2006 311 / N/A Precomputed key schedule

ARM [9] 2006 497 / N/A On-the-fly key expansion

SPARC V8 [71] 2005 612 / 881 On-the-fly key expansion, ECC

SPARC V8 [70] 2006 196 / 196 Precomputed key schedule

SPARC V8 [70] 2006 226 / 262 On-the-fly key expansion

gateways could make use of a cryptographically enhanced general-purpose processor. On

the one hand, the increased energy efficiency of a cryptographic processor will lengthen

the lifespan of battery-powered devices. On the other hand, secure communication can

be extended to a much higher number of WSN motes if the gateways are able to handle

cryptographic workloads more efficiently.

Due to the flexibility of cryptographic instruction set extension, the inclusion of a set

of custom instructions for AES opens up a range of options for efficient implementation

in regard to e.g. key agility or mode of operation. A WSN node equipped with such

an enhanced processor could offer a good mix of performance, flexibility and resource

efficiency and thus be of tremendous use for many different application scenarios.

4. WSN Products with Support for Cryptography

Coming to the end of this chapter we give a short overview of available products that

support cryptographic operations, referring to the requirements taken from our example

application of the telematic WSN.

For the gateway nodes the choice is not too hard. Every standard PC-like terminal

with a state-of-the-art CPU and memory is capable of performing the necessary cryp-

tographic operations with reasonable performance. It is not expected that for gateway

communication with PDA-like nodes, special cryptographic equipment is necessary due

to performance considerations. For workstations in the backbone that communicate with

a high number of other gateways, accelerators may be necessary. A variety of standard

products is available for this purpose, like the IBM 4758 PCI Cryptographic Coprocessor

that accelerates crypto operations and provides memory for secure key storage.

For PDA-like devices that need to compute cryptographic operations only with a

relatively low throughput, software implementations of crypto primitives would be suf-

ficient. Cryptographic libraries are available on the market for this purpose e.g. the Java

Cryptography Extension IAIK-JCE from SIC [65]. Devices which require high through-

put (e.g. data aggregating nodes communicating with many motes) might need a cus-

tomized processor (e.g. Tensilica Xtensa [67]) featuring a coprocessor or instruction set

extensions.

Due to the restricted resources for the motes, the choice for the correct product in

such an application is the most difficult of the three different device classes. Unfortu-

nately the availability of sensor nodes with security features on the market is currently not

yet satisfying. On the one hand there are sensor nodes for military applications available

which have high-security measures embedded. Information about the applied protection

is scarce and the price for such nodes does not fit our suggested telematic application
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(nor many typical civil applications). On the other hand there are low-cost motes avail-

able that support IEEE 802.15.4 and ZigBee. IEEE 802.15.4 is a low data rate wireless

communication standard [30]. The goals when defining this standard were low power

consumption, robustness and low cost. It covers the PHY and the MAC layer. The Zig-

Bee specification [79] is defined on top of IEEE 802.15.4. The IEEE 802.15.4 standard

uses AES-128 in CCM mode for authentication and confidentiality.

The first generation ZigBee motes were mainly based on 8-bit microcontrollers,

where the AES functionality to fulfill the standard mainly is embedded into the radio

module (e.g. Chipcon CC2420 which uses a hardware module to compute AES-128, or

the radio module MC13213 from Freescale that embeds another 8-bit microprocessor

which performs AES-128 in its firmware). An example for these motes is Crossbow’s

MicaZ mote [14], using an 8-bit controller with 128 KB of program memory and 512 KB

flash memory for sensor data. The TriBee mote from Tritech [73] is a similar product

using also an 8-bit controller with 60 KB flash memory. Another type of those low-cost

products is the Tmote Sky from moteiv [49]. It features a 16-bit RISC controller running

at 8 MHz with 10 KB RAM, and 1 MB of measurement memory. AES hardware sup-

port is again embedded into the radio module. Expanding the security functionality of

those motes in SW is not possible with reasonable performance, since the access to the

HW-crypto module is only possible for the radio module, but not for the main controller.

The mote product familiy JN5139 from Jennic resolves this problem. It features a 32-bit

RISC controller running at 16 MHz, where the radio module is coupled to the controller

in a way so that access to the AES module is possible also for programs running on the

controller core.

Newer version of ZigBee motes, like the Imote2 from Crossbow use similar radio

modules but more powerful processors, like an Intel 32-bit controller that includes a

DSP. The Imote2 platform provides 32 MB of flash memory, 32 MB of SRAM and is

running at 13 MHz - 414 MHz. The available computational power allows symmetric

encryption in software, while for asymmetric operations the multiplier structure of the

embedded DSP can be used to improve performance. Sun provides a different platform

for IEEE 802.15.4, that allows simple programming of applications in Java. Their mote

nodes, called Sun Spots [66], provide a powerful 32-bit processor running at 180 MHz

with 512 KB RAM and 4 MB of flash memory. Sun has also authored Sizzle, which is a

tiny secure webserver for embedded devices supporting SSL with ECC. Sizzle has been

shown to be suited for execution on the Mica2 mote [24].

Although some products allow cryptographic functionality for a reasonable price

already, we think that further development and improvement is necessary. Improving

the energy consumption and tamper resistance, dedicated HW modules for symmetric

(and possibly asymmetric) cryptographic operations will be necessary also for motes

with more powerful processors. Additionally, we see a big chance in the application of

dedicated instruction set extensions due to the improvements of energy efficiency that

can be achieved for cryptographic operations.

5. Conclusions

In this book chapter, the importance of symmetric cryptographic primitives for providing

security in wireless sensor networks has been highlighted. The security assurances cryp-
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tography can provide have been described and an overview of symmetric primitives has

been given. A comprehensive analysis of different modes of operation demonstrated the

versatility of symmetric block ciphers in regard to such diverse security provisions like

confidentiality and authentication. The most commonly used representatives of block

ciphers, hash functions, stream ciphers, key generation algorithms and authentication

codes were surveyed and the Advanced Encryption Standard (AES) algorithm described

in more detail.

The main part of the book chapter provided an extensive survey of the implementa-

tion options of the AES and showed its high scalability in terms of required resources and

performance. In more detail, software implementations on 8-bit, 16-bit and 32-bit proces-

sors, which can be frequently found ins WSN nodes, have been covered and detailed

performance figures were given. Furthermore, AES hardware implementations with dif-

ferent design goals have been analyzed. This included an 8-bit design with low power

consumption and went up to a high throughput implementation suitable for the backend

of a WSN. A speciality was the described hardware/software co-design approach with

cryptographic instruction set extensions. Here, the advantages of the flexible software

solution could be combined with the speed-up of a hardware module. An overview of

state-of-the-art cryptographic support in today’s WSN products rounded off the chapter.
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Abstract. Wireless sensor networks consist of tiny senor nodes with limited com-

puting and communicating capabilities and, more importantly, with limited energy

resources. In this chapter we evaluate the power consumption of Public-key al-

gorithms and investigate whether these algorithms can be used within the power

constrained sensor nodes. We evaluate conventional digital signature schemes and

encryption schemes, one-time signature schemes and Public-key authentication

schemes.

Keywords. Public-key cryptography, efficient implementation, power consumption

1. Introduction and Motivation

The suitability of Public-key (PK) algorithms for sensor networks is an open research

problem as limitations in costs, area and power are quite severe. There exists a common

concept of Public-key Cryptography (PKC) being too slow and too expensive for low-

cost pervasive applications and most of the protocol proposals deal only with symmetric-

key cryptography.

However, the security in wireless sensor networks is becoming more and more rele-

vant as a large number of nodes is exposed in sometimes hostile environments. The key

protection is therefore of utmost importance and for that reason there is a clear advantage

of using PKC.

Besides, various cryptographic services are required for these applications such

as encryption, broadcast authentication, key exchange etc. Usual solutions to use

symmetric-key algorithms such as AES and MACs are not just complicating issues such

as key protection and management but can be at the same time even more expensive with

respect to power and energy consumed. In addition, the use of PKC reduces power due

to less protocol overhead [1].

To the best of our knowledge very few papers discuss the possibility for PKC in

these applications although the benefits of PKC are evident especially for key distribu-

tion between the nodes and various authentication protocols. For example, the authenti-

cation of the base station is easily performed assuming the Public key of the base station

can be stored in each node [2]. One of the reasons is that software-only approach for

PKC is very expensive. There has a been a several studies showing that pure software

implementations are to slow on some platforms to fulfil the security requirements [4].
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However, already a small hardware module to accelerate computationally intensive finite

field operations results in a huge improvement in performance of a factor of almost 2 or-

ders of magnitude [5]. Nevertheless, one of the recent works shows that PKC for sensor

nets might be possible even as a pure software solution [3].

In this chapter we describe Public-key Cryptography based solutions for security

services such as encryption, key-distribution and authentication as required for wireless

sensor networks. We discuss suitable protocols and the costs they imply. We restrict our-

selves to existing protocols, although we believe that a substantial improvement can be

obtained by revisiting and eventually redesigning the existing solutions. So, the selection

of algorithms we address in this work is mainly based on previous proposals. We also

argue that a custom hardware assisted approach to implement PKC in order to obtain

stronger cryptography as well as to minimize the power might be the right one for light-

weight applications as proposed by several publications so far [14,1,7]. We discuss and

elaborate our design choices on all levels of the protocols hierarchy. Our results show

feasible solution for Public-key Cryptography for these applications.

As an example we show that the Elliptic Curve Cryptography (ECC) algorithms that

minimize the memory requirements and that require the fewest field operations seem to

be a suitable for sensor nets applications. Furthermore, as we focus on hardware assisted

approach for ECC implementations we describe a very compact arithmetic and control

unit to support ECC protocols [14].

The chapter is organized as follows. In sections 2 and 3 we describe Public-key

algorithms that can be used for encryption and digital signatures respectively. Next to

traditional signature schemes, section 3 also includes a selection of efficient one-time

signature schemes based on a general one-way function (OWF) f . Next we describe

a number of authentication schemes in section 4. Finally, in section 5 we describe the

performance of the different systems we described. This includes both a performance

evaluation in software and in hardware.

2. Public-key Encryption Schemes

2.1. RSA Encryption

The best known Public-key encryption scheme is RSA. It was invented by Rivest, Shamir

and Adleman in 1978 [49]. The textbook version of the RSA encryption scheme is de-

picted in Alg. 1.

The security of RSA against a chosen-plaintext attack relies on the difficulty of com-

puting the e-th root of a ciphertext c modulo a composite integer n. This is known as the

RSA problem. The difficulty of the RSA problem depends on the difficulty of the inte-
ger factorization problem, i.e., given an odd composite integer with at least two distinct

prime factors it is hard to provide one of these prime factors. Clearly, an algorithm that

solves the integer factorization problem will solve the RSA problem since this is exactly

what happens in the RSA key setup process. However, the converse is still an open prob-

lem: can the integer factorization problem be hard if the RSA problem is not hard? For a

rigorous security analysis of the RSA scheme and further references we refer to [39].

The naive description of the RSA encryption scheme in Alg. 1 should not be used in

practice. Bellare and Rogaway [31] have proposed a provably secure way of encrypting

messages using RSA or Rabin (see below), known as the OEAP scheme.
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Algorithm 1 The RSA Public-key encryption system

Key setup

1. Generate two large distinct random primes p and q such that |p| ≈ |q|;
2. compute n = pq and φ(n) = (p − 1)(q − 1);
3. generate a random integer e such that 1 < e < φ(n) and gcd(e, φ(n)) = 1;

4. use the extended Euclidean algorithm to compute the unique integer d such that

1 < d < φ and ed = 1 (mod φ(n));
5. publish (n, e) as the public key, keep (p, q, d) or (n, d) as the private key.

Encryption

Given a public key (n, e), the ciphertext c of message m ∈ Z
∗
n is

c = E(n,e)(m) = me (mod n) .

Decryption

To decrypt the ciphertext c using the secret key (n, d) one computes

m = D(n,d)(c) = cd (mod n) .

It is clear from Alg. 1 that the efficienty of the RSA algorithm depend on the selec-

tion of the parameters p, q and e. The paramters p and q have to be sufficiently large in

order for the algorithm to be secure (i.e., |p| ≈ |q| ≥ 512 bit). The minimum version

for the public exponent e is theoretically 3, but for encryption this is not deemed secure

enough and usually e = 216 + 1 is used. The size of the resulting private exponent d
is much larger (|d| ≈ |n|). From this we can already conclude that the RSA encryption

(public operation) is much more efficient than RSA decryption (private operation).

2.2. Encryption based on EC

The security of many asymmetric cryptographic primitives (e.g., the DSA) relies on the

difficulty of computing a discrete logarithm in a finite cyclic group. In elliptic curve

cryptography, this group is provided by an elliptic curve E defined over Fq with q = pm

and p a prime number, and a definition of a method to add two points on the curve.

The elliptic curve discrete logarithm problem can be defined as follows: given the points

P ∈ E and Q = αP (with α an integer smaller than the order P ), find the discrete

logarithm α of Q.

Two well known elliptic curve based encryption schemes are the ECIES [51] (also

known as the Elliptic Curve Augmented Encryption Scheme or simply the Elliptic Curve

Encryption Scheme) and PSEC [51]. The security of ECIES is based on the difficulty of

the Computational Diffie-Hellman problem for elliptic curves: Given the points P ∈ E ,

Q = αP and R = βP (with α, β integers smaller than the order P ), compute αβP . The

ECIES is closely related to the Diffie-Hellman Integrated Encryption Scheme (DHIES)

construction in [28]. PSEC is a family of Diffie-Hellman based encryption schemes that

are all provably secure in the random oracle model. The security of each member of the
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Table 1. Elliptic curve, symmetric primitives, RSA and discrete log in F
∗
q key length comparison.

Symmetric primitive Elliptic curve discrete log (F∗
q ) and RSA

key lengths key lengths key lengths

80 160 1024

112 224 (×1.4) 2048 (×2)

128 256 (×1.6) 3072 (×3)

192 384 (×2.4) 7680 (×7.5)

256 512 (×3.2) 15360 (×15)

family is based on a different variant of the Diffie-Hellman problem. Note that these en-

cryption schemes have been standardized by different standardization bodies, and unfor-

tunately the versions are not always compatible.

The advantage of elliptic curves is that they can provide the same level of security

as RSA or the DSA with substantially smaller key sizes. Note that the signature sizes

for both, the DSA and the ECDSA are exactly 2 times the field size. Table 1 lists elliptic

curve key lengths and rough estimates of key sizes of symmetric primitives, RSA and

discrete log based cryptosystems (both over F
∗
q and elliptic curves) that provide the same

level of security. These estimates were obtained from [50], and they are roughly the same

as those proposed in a very detailed paper by Lenstra and Verheul [38]. Table 1 also

shows how fast the key sizes grow (compared to the security of an 80-bit symmetric key).

This means that in the future, the key size advantage of elliptic curve based cryptosystems

will only improve.

2.3. NTRU encrypt

NTRU [19] is one of the most efficient Public-key cryptosystems known and it provides

encryption as well as signatures. The corresponding protocols are NTRUEncrypt and

NTRUSign. The security of NTRU-based schemes depends on the difficulty of certain

lattice problems. The authors of the NTRU cryptosystem recommend to use a lattice of

dimension ≥ 500, based on their own experiments [20].

The security of NTRU primitives has been an active research area for the past decade

and NTRUSign has been successfully attacked as well as its improvements. On the

other hand NTRUEncrypt appeared to be a secure scheme against all known attacks till

very recent publication of Gama and Nguyen [26]. The authors introduced new chosen-

ciphertext attacks on NTRUEncrypt that work in the presence of decryption failures.

NTRU cryptosystems are now evaluated by IEEE standardization group.

The efficiency i.e. the speed and compactness are due to the fact that both protocols

rely on inexpensive operations on polynomials with small coefficients. Here we focus on

the encryption scheme that seems to have better chances to be adopted for applications

such as smart cards, RFID tags and sensor nets due to its suitability for constrained

environments as well as stronger security than NTRUSign and the successors of it.

NTRU schemes are based on arithmetic in a polynomial ring Z(x)/((xN − 1), q)
with a parameters (N, p, q) with certain properties [19]. The key operation is multipli-

cation in the ring (here denoted as *) that can be explained as the convolution product

of two vectors a and b written as: a(x) = a0 + a1x + a2x
2 + . . . + aN−1x

N−1 and

b(x) = b0+b1x+b2x
2+. . .+bN−1x

N−1. Then the product c(x) = a(x)∗b(x) mod q, p
has coefficients ck that are computed as the sum of partial products aibj where i + j ≡
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Algorithm 2 NTRU Public-key encryption system

Key setup

1. Choose a random polynomial F (x) from the ring R. F (x) should have small

coefficients i.e. either from the set {0, 1} (when p = 2) or from {−1, 0, 1} (when

p = 3 or p = x + 2);

2. Let f(x) = 1 + pF (x). (This construction for f(x) is not necessary but it is

recommended in order to decrease the decryption failure rate.);

3. Choose a random polynomial g(x) ∈ R in the same way as F (x) is chosen;

4. Compute the inverse of f(x), so f−1 mod q;

5. Compute h(x) = g(x) ∗ f−1(x) mod q;

6. Publish h(x) as the public key and keep f(x) as the private key.

Encryption

1. Encode the plaintext message into a polynomial m(x) with coefficients from

{0, 1} or {−1, 0, 1};

2. Choose a random polynomial φ(x) ∈ R as above;

3. Compute the ciphertext as polynomial c(x) = pφ(x) ∗ h(x) + m(x)(modq).

Decryption

To decrypt the ciphertext c(x) using the secret key f(x) one computes the message poly-

nomial m′(x) = c(x) ∗ f(x) mod p and maps the coefficient of m′ to plaintext bits.

k mod N . The moduli for reduction are p and q for decryption and encryption/key setup

respectively. For a detailed description as well as mathematical background we refer

to [19]. Algorithm 2 shows the details of the encryption algorithm.

Considering performance numbers Gaubatz et al. [2] showed that Rabin’s scheme is

not a feasible solution while NTRUEncrypt can be implemented in not more than 3000

gates with an average power consumption of less than 20 μW at a clock frequency of

500 kHz. These figures are obtained for the parameters that are guaranteeing 57 bits of

security and they are acceptable for sensor nets applications.

3. Digital Signature Schemes

3.1. ECDSA

A well known elliptic curve based digital signature scheme is the ECDSA [36]. The

ECDSA is the elliptic curve analogue of the DSA. It was added to the DSS in 2000 (FIPS

PUB 186-2). The algorithm is shown in Alg. 3.

The Digital Signature Algorithm (DSA) is well known as the service that uniquely

binds a message and a sender. This problem is based on the Discrete logarithm problem

(DLP) i.e. on the difficulty of computing logarithms in a large finite field. Another pro-

tocol which provides a digital signature, is the ECDSA protocol, which is performed as

follows [21]:

ECDSA protocol:
The ECDSA is specified by an elliptic curve E defined over Fq and a publicly known
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Algorithm 3 The ECDSA signature scheme

Setup of system parameters

Select an elliptic curve E defined over Fq (with q = pm, where p is a prime number),

and a publicly known point G ∈ E of large prime order n.

Key setup

1. Select a random integer d ∈R [1, n[,
2. Compute Q = dG,

3. Publish Q as the public key, and keep d as the private key.

Signature generation

1. Select a random integer k ∈R [1, n[;
2. Compute kG = (x1, y1);
3. Compute r = x1 (mod n), if r = 0 the go back to step 1;

4. Compute s = k−1(H(m)+dr) (mod n), where H is a hash algorithm that maps

{0, 1}∗ to [1, n[; if s = 0 the go back to step 1;

5. the signature of message m is (r, s).

Signature verification

Given a public key Q, the system parameters and a message-signature pair (m, (r, s)),
the verifier can verify the signature with the following procedure:

1. Verify that r and s are integers in the interval [1, n[;
2. Compute w = s−1 (mod n);
3. Compute u1 = H(m)w (mod n) and u2 = rw (mod n);
4. Compute u1G + u2Q = (x0, y0) and v = x0 (mod n);
5. VerifyQ(m, (r, s)) = true if v = r.

point G∈E of prime order n. A private key of Alice is a scalar x and the corresponding

public key is Q=x G∈E. The ECDSA requires a hash function which is a computationally

efficient function mapping binary strings of arbitrary length to binary strings of some

fixed length, called hash-values as defined in Chapter 1.

3.2. RSA, Rabin and DSA Signatures

3.2.1. RSA Signature Scheme

The key setup of the RSA signature scheme is the same as the key setup of the RSA

encryption scheme. The signature of message m ∈ Z
∗
n is s = md (mod n). Given

a public key (n, e) and a message-signature pair (m, s), a signature is valid if m =
se (mod n).

It is easy to see that (for the textbook version) the RSA signing procedure is the

same as the RSA decryption procedure, and signature verification is the same as en-

cryption. Without additional measures, it is straightforward to forge a signature (i.e.,

generate a valid signature without knowledge of the private key on a message that has

not been signed by the owner of the private key). Suppose an adversary has obtained
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two valid message-signature pairs (m1, s1) and (m2, s2). By multiplying the signatures

she gets a valid signature on the product of the two messages: s1 × s2 (mod n) =
md

1 ×md
2 (mod n) = (m1 ×m2)d (mod n). Note that the adversary has no option (next

to multiplying different message pairs) to manipulate the message on which he obtains a

signature. This and other methods of forgery are known as existential forgeries.

A usual method of detecting existential forgeries is to add recognizable redundancy

to the message to be signed, which permits a verifier the correct “format” of the signed

message. The most common method for adding recognizable information to a message is

to apply a cryptographic hash function before applying the signature algorithm. Usually,

this hash computation (and other measures such as padding) are an integral part of a

digital signature scheme. Bellare and Rogaway [32] have presented a provably secure

way of creating signatures with RSA and Rabin (see below), known as the PSS. The

proof of security for PSS relies on the random oracle model, in which hash functions

are modeled as being truly random functions. In contrast, the method for creating digital

signatures with RSA that is described in PKCS #1 [45] has not been proven secure, even

if the underlying RSA primitive is secure. PSS-R is a message recovery variant of PSS

with the same provable security.

3.2.2. DSA Signature Scheme

The DSA is part of the DSS which was first announced in 1991 by NIST and published

in 1994 (FIPS PUB 186). The security of the DSA is based on the difficulty of computing

a discrete logarithm in the finite cyclic group F
∗
q with q prime. This is called the discrete

logarithm problem: Given the integers x and y = xα ∈ F
∗
q (with x a generating element

of the group, and α < q − 1), find the discrete logarithm α of y. As the best algorithms

known for the integer factorization and discrete log problems have the same expected

running times [40], the required key sizes for RSA and the DSA are the same. The DSA

algorithm is the same as the ECDSA algorithm (Alg. 3), but uses the finite cyclic group

F
∗
q instead of the group provided by an elliptic curve.

3.3. One-time signature schemes

3.3.1. Introduction

One-time signatures have been known since the late 1970s. They were introduced by

Diffie and Hellman [34], Lamport [37] and Rabin [47]; but they are usually known in

the form presented by Merkle [42,43]. These schemes are based on one-way function,

rather than on trapdoor functions that are used in traditional schemes such as RSA and

the DSA.

In its basic form, the Lamport-Diffie scheme can be used to sign a single bit of data.

The secret key consists of two random values x0 and x1, while the public key is obtained

by applying the OWF f to the secret values, resulting in the pair {f(x0), f(x1)}. The

signature for bit b is xb. The security of this scheme relies on the one-wayness of the

function f , i.e., given the public key, it is impossible to compute the private key (and

thus forge a signature) without breaking the one-way property of f . It is also clear that

a public/private key pair can only be used once since the signature is equal to part of the

private key. To sign longer messages, several instances of this scheme are used. In order

to sign an s-bit message one requires 2s public key values and 2s private key values. A

signature consists of s values.
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Algorithm 4 Lamport-Diffie signature scheme with Merkle improvement (LDM)

Setup of system parameters

Select a OWF f mapping {0, 1}l to {0, 1}l. Let s be the fixed length of the messages to

be signed (s = |m|).
Key setup

1. Generate t = s + log2(s)� random values x1, x2, . . . , xt with |xi| = l,
2. let sk = {x1, x2, . . . , xt},

3. compute pk = {f(x1), f(x2), . . . f(xt)},

4. publish pk as the one-time public key, keep sk as the one-time private key.

Signature generation

Let bi be the i-th bit of 〈m,w〉 with w the Hamming weight of the message m. The

signature of message m is

σ = Signsk (m) = {all xi for which bi = 1} .

Signature verification

Given a public key pk = {v1, v2, . . . , vt} and a message-signature pair (m,σ), the veri-

fier can verify the signature with the following procedure (bi is the i-th bit of 〈m,w〉):

Verifypk (m,σ) = true if f(σα) = vi for all i where bi = 1 .

(σα indicates the corresponding value in the signature, e.g., α = 3 for the 3rd ‘1’ bit in

〈m,w〉.)

3.3.2. Lamport-Diffie scheme with Merkle improvement

Merkle [41] proposed an improvement that allows to reduce the key sizes by a factor of

two and the signature size by almost a factor of two. Instead of generating two private

key values for every bit in the message, Merkle suggests to only generate one value. The

public key values are still obtained by applying the function f to the private key values.

Now, for every bit in the message that is ‘1’, include the corresponding private key value

in the signature; for every bit that is ‘0’, omit the corresponding private key value. On

average, this results in a signature that contains s/2 private key values. Obviously, the

verifier can always claim not to have received a particular private key value, and therefore

pretend that some of the ‘1’ bits in the message that was signed were actually ‘0’ bits.

This can be remedied by adding the Hamming weight of the message before signing

it. This count requires log2(s) bits. We will refer to this scheme as the Lamport-Diffie

one-time signature scheme with Merkle improvement (LDM) (Alg. 4).

3.3.3. Lamport-Diffie scheme with Winternitz improvement

In [43] Merkle proposes a different variant of the Lamport-Diffie scheme, attributed by

Merkle to Winternitz. This scheme reduces the size of the signature at the cost of ad-

ditional computations. Instead of applying the OWF f once to the private key to obtain

the public key, the function f is applied iteratively a fixed number of times. With ev-
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ery resulting public/private key value pair it is possible to sign multiple bits. Briefly the

scheme works as follows: To sign 4 bits with a single public/private key value pair, we

apply the function f 15 times (= 24 − 1), thus the public key becomes v = f15(x). To

sign the message 1001 (9 in decimal), the signer makes σ = f15−9(x) public. Anyone

can check that f9(σ) = f9(f15−9(x)) = v, thus confirming that f15−9(x) was made

public. No one besides the signer could have generated this value. Again extra redun-

dancy has to be added to the signature in order to prevent people from changing the

signature on 1001 into a signature on, for example 1000 (8 in decimal), by computing

f(f15−9(x)) = f15−8(x).
The complete scheme is described in Alg. 5. Note that a different mechanism is used

to add the necessary redundancy to the signature. This solution reduces the signature size

even further at the cost of additional computations. The redundancy in this scheme is

encoded in the signature value σ0 and requires one additional public/private key value

pair {x0, v0}. Again we assume that the message m is hashed before it is fed to the

signing algorithm.

3.3.4. The HORS one-time signature scheme

Reyzin and Reyzin propose a very efficient one-time signature scheme based on subset

selection [48]. Their scheme builds on a construction proposed by Bos and Chaum in

[33] that allows to sign r ≥ 1 messages with a single public/private key pair.

In short, the signature scheme proposed by Bos and Chaum works as follows: the

public/private key pair is generated as in the basic Lamport-Diffie scheme, i.e., the public

key is obtained by applying a OWF f to each of the t values of the private key. The

signing algorithm uses a bijective function S that, on input m (0 ≤ m <
(

t
k

)
), outputs the

m-th k-element subset of the set T = {1, 2, . . . , t}. Let this subset be {i1, i2, . . . , ik}.

The signature for message m is {xi1 , xi2 , . . . , xik
}. Because each message results in

a different k-element subset (due to the bijective property of S), in order to forge a

signature after obtaining a single message-signature pair, the forger will have to invert

the OWF f at least once (i.e., for all elements in the forged signature that are not part of

the obtained signature). This makes it possible to reduce the security of this scheme to

the one-wayness of the function f .

Reyzin and Reyzin propose to replace the subset selection function S by a crypto-

graphic hash function H . The hash value h = H(m) is split into k parts of equal length.

Every part is interpreted as an integer and the collection of all these integers is the subset

that will be used to select the private key values to be included in the signature. Reyzin

and Reyzin have called this scheme HORS for “Hash to Obtain Random Subset”; this

algorithm is described in Alg. 6.

If we assume that the hash function H behaves like a random oracle [30], and that

the adversary obtained signatures on r random messages using the same private key.

The probability that an adversary is able to forge a signature on a new message (without

inverting the OWF f ) is at most (rk/t)k. This is the probability that after rk elements of

sk have been made public, k elements are chosen (at random) that are a subset of them.

Security level of HORS The security level of the HORS signature scheme in combina-

tion with the hash function H , is defined as Σ = − log2(P ). Here, P is the probability

of breaking the (r + 1, k) subset resilience of the hash function H , assuming that H
behaves like a random oracle. This probability P is at most (rk/t)k .
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Algorithm 5 Lamport-Diffie one-time signature scheme with Winternitz improvement

(LDW)

Setup of system parameters

Select a OWF f mapping {0, 1}l to {0, 1}l. Let s be the fixed length of the messages to

be signed (s = |m|). Select the system parameter g such that g|s.

Key setup

1. Generate s/g + 1 random values x0, x1, . . . , xs/g with |xi| = l,
2. let sk = {x0, x1, . . . , xs/g},

3. compute pk = {f (2g−1)s/g(x0), f2g−1(x1), . . . f2g−1(xs/g)},

4. publish pk as the one-time public key, keep sk as the one-time private key.

Signature generation

1. Split the message m into s/g parts, let these parts be m1,m2, . . . , ms/g ,

2. interpret each mj as an integer Ij ,

The signature of message m is

σ = Signsk (m) = {σ0, . . . , σs/g}

with
{

σi = F 2g−1−Ii(xi) for 1 ≥ i ≥ s/g
σ0 = F δ(x0) with δ =

∑
i>0 Ii .

Signature verification

Given a public key pk = {v0, v1, . . . , vs/g} and a message-signature pair (m,σ), the

verifier can verify the signature with the following procedure:

1. Split the message m into s/g parts, let these parts be m1,m2, . . . , ms/g ,

2. interpret each mj as an integer Ij ,

3. verify the validity of the signature using

Verifypk (m,σ) = true if
{

vi = F Ii(σi) for 1 ≥ i ≥ s/g
v0 = F 2g−1−δ(σ0)with δ =

∑
i>0 Ii

The parameters k, t and s cannot be chosen independently, but have to satisfy s =
k log2(t). Using this, the probability can be rewritten as 2−Σ with

Σ = k
(
s/k − log2(k) − log2(r)

)
. (1)

As an example, for s = 160, k = 16 and r = 1 (and t = 1024), the security level is 96;

for r = 4 the security level drops to 64. Using Eq. 1 we can compute the number r of

signatures we can generate per public key, while maintaining a security level Σ̄:
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Algorithm 6 The HORS one-time signature scheme

Setup of system parameters

Select a cryptographic hash function H with output length |H| = s and a OWF f map-

ping {0, 1}l to {0, 1}l. Select the system parameters k and t such that k log2(t) = s.

Key setup

1. Generate t random values x1, x2, . . . , xt with |xi| = l,
2. let sk = {x1, x2, . . . , xt},

3. compute pk = {f(x1), f(x2), . . . , f(xt)},

4. publish pk as the one-time public key, keep sk as the one-time private key.

Signature generation

1. Let h = H(m),
2. split h into k substrings h1, h2, . . . , hk of length |hi| = log2(t),
3. interpret each hj as an integer Ij .

The signature of message m is

σ = Signsk (m) = {xI1 , xI2 , . . . , xIk
} .

Signature verification

Given a public key pk and a message-signature pair (m,σ), the verifier can verify the

signature with the following procedure:

1. Let h = H(m), σ = {σ1, σ2, . . . , σk}, and pk = {v1, v2, . . . , vt},

2. split h into k substrings h1, h2, . . . , hk of length |hi| = log2(t),
3. interpret each hj as an integer Ij ,

4. verify the validity of the signature using

Verifypk (m,σ) = true if f(σj) = vIj for 1 ≤ j ≤ k .

r = (1/k)2(s−Σ̄)/k . (2)

Finally, from Eq. (2) we can compute how many public keys we need to sign S messages:

#pk = S/r = Sk2(Σ̄−s)/k . (3)

As a practical example we will use two different parameter sets with roughly the same

security level: HORS-20 with (s, k, t, r) = (160, 20, 256, 1), providing Σ = 73.5, and

HORS-18 with (s, k, t, r) = (162, 18, 512, 2), providing Σ = 68.9.
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3.4. One-time Public-key authentication

Two obvious disadvantages of one-time signature schemes are the size of the public key

and the fact that it can only be used a limited number of times. All possible verifiers need

authenticated copies of these public keys, i.e., they need evidence that a particular public

key is related to a particular user . For example, when using LDM with s = 160 and

l = 80, the total size of 1000 public keys is about 1.63 MBytes. One obvious mechanism

to provide authenticated copies of this public key set is to transfer the complete set to

every verifier over some authenticated channel (e.g., using a traditional digital signature

such as ECDSA). The disadvantage is that every verifier has to store 1.63 Mbytes of data

for every potential signer. Fortunately, there are more efficient solutions.

3.4.1. Merkle trees

Merkle proposed the use of binary trees to reduce the authentication of a large number

of public keys to the authentication of a single value, i.e., the root of the tree [43].

Due to space limitations, we will limit the description of Merkle trees to a few key

concepts, for more details we refer to [43].

A Merkle tree is a complete binary tree with an l-bit value associated with each node

such that each interior node value is a OWF of the node values of its children. The N
values that need to be authenticated are placed at the leaves of the tree. Usually these

values need to be kept secret. In that case, the hash values of these secret values are

placed at the leaves of the tree. The hash values leaf i = H(value) are called the leaves

and the secret values are usually called the leaf pre-images. Every parent’s node value

is calculated as a OWF f of the concatenation of the two child values. Because of this

construction the root of the tree can be used to authenticate the leaves. A particular leaf

can be authenticated with respect to the root value and the authentication path of the leaf.

Authentication paths. Let sibi be the value of the sibling of the node on height i on the

path from the leaf to the root. A leaf has height 0, the OWF of two leaves has height 1,

etc., and the root has height H if the tree has 2H leaves. The authentication path is then

the set {sibi | 0 ≤ i ≤ H}.

The goal of Merkle tree traversal is the sequential output of the leaf values

and their authentication paths. In [35], Jakobsson et al. present an algorithm which

allows a time-space trade-off. When storage is minimized, the algorithm requires

about 2 log2(N)/ log2(log2(N)) invocations of f , and a maximum storage space of

1.5 log2
2(N)/ log2(log2(N)) outputs of f . The Merkle tree traversal algorithm by Jakob-

sson starts with the calculation of the tree root. During this root calculation, the initial

internal state of the algorithm is also calculated and stored in memory. This initialization

requires N − 1 invocations of f .

3.4.2. One-way chains

In the three one-time signature schemes we have described, the public key is computed

by applying the OWF f one or more times to the private key, which in turn is nothing

more than a set of random values. Another way of authenticating these public keys is

using one-way chains. Perrig suggests in [44] the use of these one-way chains to au-

thenticate the public keys that are used in the BiBa (Bins and Balls) one-time signa-

ture scheme, but this idea applies equally to other signature schemes. This authentica-
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tion mechanism is especially useful in the setting of a single verifier, or a set of “syn-

chronized” verifiers (i.e., verifiers who all receive the same message-signature pairs at

the same time). A typical example of the latter is broadcast authentication in wireless

networks. All nodes within range of a sending node A have an authenticated copy of the

root of the one-way chain used by A. Node A signs every message it broadcasts with a

one-time signature scheme; this signature is verified by all receiving nodes at the same

time. For the LDM and the LDW a new public key becomes active after every signature,

for the HORS scheme this happens after r signatures. Note that the private key that was

used for signature i becomes the public key for signature i + 1.

The private key of the three one-time signature schemes we have described is always

a set of random values. When using one-time chains for public key authentication, the

signer first generates the root private key (i.e., a single set of random values). He then

applies the OWF f as many times as required (e.g., for LDM and HORS, the public key

is obtained by applying f a single time to the private key; this means that we obtain n

public/private key pairs by applying the function OWF n successive times).

The last set of values we obtain is the first public key that will be used. This public

key is transferred in an authenticated way to all the potential verifiers. The second to last

set of values we obtain is the first private key that will be used. Once this private key has

been used, it becomes the public key to be used for the next message, etc., until the initial

private key is used. At that time, a fresh chain has to be generated and the first public key

of this chain has to be transferred to the verifiers.

Note that longer chains are only disadvantageous for the signer, and not for the

verifiers. The computational effort for signature generation grows for longer chains since

the signer always has to start from the start of the chains. The signer could improve

this by storing multiple intermediate private keys in memory. This technique provides a

means to exchange storage requirements for computation time. For verifiers the length

of the chains has no influence on the performance.

4. Authenticated Key Establishment

4.1. Diffie-Hellman

As already known, key management and exchange do not scale well in the case of large

number of users as the case is for sensor networks. Also the protection of keys is easily

solved by use of PKC. The cost for key exchange in the case of EC operations is one

point multiplication (on each side).

We stress here that all mentioned protocols include other cryptographic primitives

as well, such as hash functions, MACs etc. but for the total cost of a protocol in the case

of ECC point multiplication operation is the most substantial. Therefore, for the results

we take only number of point multiplications into account.

The Diffie-Hellman key agreement protocol gives the first practical solution to

the key exchange problem for two parties. The basic version of this protocol is as fol-

lows [22]:
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Algorithm 7 Diffie-Hellman key agreement

One time setup

1. A prime p such that (p − 1)/2 = p′, where p′ is also a prime and a generator α
of Z

∗
p, 2 ≤ α ≤ p − 2 are selected and published;

Protocol messages

A → B : αx mod p (1)

B → A : αy mod p (2)
Protocol actions

1. A chooses a random secret x, 1 ≤ x ≤ p − 2 and sends B message (1).

2. B chooses a random secret y, 1 ≤ y ≤ p − 2 and sends A message (2).

3. B receives αx and computes the shared key as K = (αx)y mod p.

4. A receives αy and computes the shared key as K = (αy)x mod p.

4.2. Protocols for Authentication

Sensor node identification requires authentication as a cryptographic service. This prop-

erty can be achieved by symmetric as well as asymmetric primitives. Previously known

work considered mainly symmetric-key algorithms e.g. AES [25].

Here we discuss two authentication protocols. They are both written for the case of

ECC because we look into performance of ECC in more detail in the last section. The

anti-counterfeiting problem can also be rephrased as an authentication problem. This was

explored in [18] for RFIDs.

Other protocols found in the literature include Beth’s identification protocol [23] and

the XDL-IBI scheme in [24]. Beth’s protocol only requires one point multiplication but

it remains an open problem to prove its security against active adversaries. The XDL-

IBI scheme also requires only one point multiplication but is only secure against passive

adversaries and concurrent attacks (under a modified assumption). Thus, it seems that

by analyzing both Schnorr’s and Okamoto’s we cover the efficiency of all available ID

protocols based on the hardness of the DL problem.

4.2.1. Schnorr Identification Protocol based on ECDLP

This protocol is only secure against passive attacks but it is very efficient as it requires

just one ECC point multiplication (for a node).

Here we specify the Schnorr identification protocol [22] based on ECDLP. In this

case a node proves its identity to a station in a 3-pass protocol.

1. Common Input: The set of system parameters in this case consists of: (q, a, b,

P, n, h). Here, q specifies the finite field, a, b, define an elliptic curve, P is a point

on the curve of order n and h is the cofactor. In this case of tag authentication,

most of these parameters are assumed to be fixed.

2. Prover-Tag Input: The prover’s secret a such that Z = −aP .

3. Protocol: The protocol involves exchange of the following messages:
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Prover P Verifier V
r ∈R Zn

X ← rP X �
e� e ∈R Z2t

y = ae + r y �
If yP + eZ = X
then accept, else reject

More precisely, the steps of the protocol are:

• Commitment by a Prover-Tag: The tag picks r ∈R {0, . . . , n − 1}, and sends

X = rP to the reader.

• Challenge from a Verifier-Reader: The reader picks a number e ∈ [1, 2t] and

sends it to the tag.

• Response from a Tag: The tag computes y = ae + r and sends it to the reader.

• The verifier checks that yP +eZ equals X . Check: yP +eZ = (ae+r)P +eZ =
aeP + rP + (−eaP ) = rP = X

4.2.2. The Okamoto Identification Protocol based on ECDLP

Another option for secure identification is Okamoto’s identification protocol. We are

considering Okamoto’s identification protocol as it provides security against active ad-

versaries and it is based on the hardness of the DL problem.

1. Common Input: Common input is the set of system parameters consisting of (q,

a, b, P1, P2, n, h) as before.

2. Prover-Tag Input: The prover’s secret (s1, s2) such that Z = −s1P1 − s2P2.

3. Protocol: The protocol involves the exchange of the following messages:

Prover P Verifier V
r1, r2 ∈R Zn

X ← r1P1 + r2P2
X �
e� e ∈R Z2t

yi = ri + esi,

i = 1, 2 y1, y2 �
If y1P1 + y2P2 + eZ = X
then accept, else reject

More precisely, the steps of the protocol are:

• Commitment by a Prover-Tag: The tag picks ri ∈R {0, . . . , n − 1}, i = 1, 2 and

sends X = r1P1 + r2P2 to the reader.

• Challenge from a Verifier-Reader: The reader picks a number e ∈ [1, 2t] and

sends it to the tag.

• Response from a Tag: The tag computes yi = ri + esi, i = 1, 2 and sends those

values to the reader.

• The verifier checks that y1P1 + y2P2 + eZ equals X .

Check: y1P1+y2P2+eZ = (r1+es1)P1+(r2+es2)P +e(−s1P1−s2P2)Z =
r1P1 + r2P2 = X
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Algorithm 8 Simultaneous point multiplication

Require: k = (kt−1, . . . , k0)2, l = (lt−1, . . . , l0)2, P,Q points on the curve

Ensure: R = kP + lQ
1: Compute P + Q
2: R ← ∞
3: for i from t − 1 downto 0 do
4: R ← 2R
5: R ← R + (kiP + liQ)
6: end for
7: Return(R)

In [18], the feasibility of the ECC version of Schnorr’s identification protocol in an

RFID system was investigated and area and latency estimates were provided.

As can be seen from Okamoto’s scheme, the required computation for a node is of a

form kP + lQ i.e. so-called multiple-point multiplication. For the purpose of speeding-

up this computation one uses Shamir’s trick [9]. The scalars k and l are stored in a 2-

row matrix in which each row contains binary representation of one of the scalars. All

values of the form iP + jQ, 0 ≤ i, j < 2w are precalculated and stored where w is

given width of the window. The algorithm to perform this so-called simultaneous point

multiplication is computing at each of  t
w � steps w doublings and 1 addition from the list

of the precalculated values of the form iP +jQ. As a width of the window w is a variable

that allows some trade-off, we chose the smallest window i.e. w = 1. In this way, the

memory requirements are minimized as only 3 points have to be stored: P, Q, P + Q.

The exact computation is given in Algorithm 8 [9]. The expected running time of the

algorithm for w = 1 is 3
4 t point additions and (t − 1) point doublings.

5. Performance Evaluation

5.1. Performance of RSA, DSA and ECDSA

Table 2 shows power consumption measurements on a 32-bit Intel StrongARM micro-

processors by Potlapally et al. [46]. Next to the performance of the AES, the perfor-

mance of SHA-1, the DSA, and the public key algorithms RSA, DSA and ECDSA is

presented. These measurements clearly show the performance gap between symmetric

and asymmetric techniques.

5.2. Efficiency of one-time signature schemes

All the one-time signature and Public-key authentication schemes evaluated in this chap-

ter are based on a general OWF f . In order to be able to provide algebraic expressions

for the cost (= power requirement) of these schemes we assume that:

• the input size of f is a multiple of l bits; we will refer to a group of l bits as one

“block”;

• the output size of f is 1 block;

• the cost of f for an input size of t blocks is t BF (for Block Function), i.e., the

cost of f grows linearly with respect to the input size.
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Table 2. Power consumptions of SHA-1, AES, RSA, DSA and ECDSA on a 32-bit Intel StrongARM SA1100

@ 206MHz [46].

Operation |key| Power consumption

|hash|
SHA-1 160 0.76 μJ/Byte

AES key scheduling 128 7.83 μJ

AES encryption 128 1.21 μJ/Byte

Verification Signing

RSA 1024 15.97 mJ 546.5 mJ

DSA 1024 338.02 mJ 313.6 mJ

ECDSA-F2131 163 196.2 mJ 134.2 mJ

Efficient instances of the OWF f can be built from fast block ciphers or crypto-

graphic hash functions. We assume that f maps n× 80 bits to 80 bits, i.e., l = 80. Since

collision resistance is not required from f we believe that this parameter is sufficient.

We further assume that a cryptographic hash function H is applied to all messages

before they are fed to the LDM or LDW signature scheme. The output size of this hash

is |H| = s = 160 bits. We assume that this is the same hash function that is used in the

HORS scheme. As this hash function has to be applied for all three schemes, the cost of

this operation is not taken into account for the efficiency evaluation.

In order to compare the efficiency of the one-time signature schemes with elliptic

curve based signature schemes, we use the measurements from [46] that are presented in

Table 2 on p. 17. Assuming one invocation of the function f requires one invocation of

the AES block encryption algorithm, then the cost of an ECDSA verification (signature)

is equal to the cost of 104 (7 · 103) invocations of f .

Another important cost factor (certainly for one-time signature schemes) is the com-
munication cost. A rigorous performance analysis of the popular Mica2 and Mica2dot

motes is presented in [29]. The authors show that the effective throughput available to

applications on a Mica2 mote is only 4.6 kbits/s (a fraction of the nominal bandwidth of

19.2 kbits/s). In order to achieve this, the radio module of the mote requires 48 mW in

receive mode and 54 mW in transmit mode. Thus, the mote uses 10.4 μJ/bit in receive

mode and 11.7 μJ/bit in transmit mode. This results in the following assumptions we

will use for the numeric evaluation:

• The size of the output of the hash function H is 160 bits (|H| = s = 160),

• 1 block = 80 bits,

• 1 BF = 16 × 1.21 μJ = 19.36 μJ,

• the transmission cost of 1 block = 936 μJ,

• the receiving cost of 1 block = 832 μJ.

5.2.1. Efficiency of the LDM

Looking at Alg. 4, we see that the key setup requires s + log2(s)� BF. The public

and private key size is s + log2(s)� blocks. Signature generation is “free”. Assuming

a uniform distribution of the possible messages in the message space, on average the

message and padded redundancy 〈m,w〉 will contain 50% zeros and 50% ones. This

means that the average signature size is 1
2 (s + log2(s)�) blocks and that verification

requires 1
2 (s + log2(s)�) BF on average.
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Note that the secret key sk = {x0, . . . , xm/t} can be generated with a good pseudo-

random generator using a single seed sk . The entropy of the output of the pseudo-random

generator is at most |sk |, therefore we propose to use a seed with size 2|xi|, i.e., 2 blocks.
This means that storing the secret key only requires a fraction of the total size of the

private key. Obviously this is not true for the public key.

As a practical example, the total cost of signing a message, transmitting this message

to the verifier and verifying the message is 148 mJ for the communications and 1.6 mJ
for the computations, totalling about 150 mJ.

5.2.2. Efficiency of the LDW

Looking at Alg. 5, we see that the key setup requires 2(s/g)(2g − 1) BF. The public and

private key size is s/g + 1 blocks. The costs of signature generation and verification are

both (s/g)(2g−1) BF, independent of the message. The signature size is s/g+1 blocks.
Notice that the computational cost grows exponentially with the group size g, while

the communication cost only drops linearly with g. This indicates that performance gain,

if any, will only be possible for small values of g. Table 3 shows the total cost of a

signature for different values of g. This cost includes signature generation, one signature

verification and one transmission from sender to receiver. The minimum cost occurs for

g = 4, i.e., signing 4 bits with a single public/private key value pair. Using the LDW

with g = 4 offers a 37% performance gain compared to the LDM.

Table 3. Cost of the LDW for different group sizes g (mJ).

group size g 1 2 3 4 5 6

communications 285 143 96 72 58 49

computations 6.20 9.29 14.46 23.23 38.41 65.05

total 291 153 111 96 97 114

5.2.3. Efficiency of the HORS scheme

We assume that the system-wide parameter k is fixed, and is not included in the pub-

lic/secret key. The cost of HORS can be summarized as follows:

• The key setup requires t evaluations of f , resulting in a total computational cost

of t BF. The public and private key size is t blocks.
• Signing requires no additional operations besides applying the hash function to

the message. The signature size is k blocks.
• Verifying requires a maximum of k BF if the signature is valid (if the signature is

invalid the verification process can be stopped earlier and the cost will be less).

For HORS-20 the total cost for signing a message, transmitting the signature to the

verifier and verifying the message is 452.6 mJ for the communications and 387 μJ for

the computations, totalling about 453 mJ. For HORS-18, this becomes 905.2 mJ for the

communications and 348 μJ for the computations, totalling about 906 mJ. Note that the

total cost is dominated by the transmission cost which is 3 orders of magnitude larger

than the computation cost.
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5.3. Efficiency of one-time signature schemes with Public-key authentication

5.3.1. Efficiency of Merkle tree authentication

In order to evaluate the cost of Merkle trees we first describe the different processes

involved.

• The algorithm precalc generates the leaf pre-images and requires precost BF.

• The algorithm leafcalc generates the leaves and requires leafcost BF. Note that

this includes generation of the leaf pre-images.

• Root generation is the process of computing the root node of the tree. This root

node will serve as the public key of the signature scheme.

• Authentication path generation or Merkle tree traversal is the task of generating

the authentication paths for successive leaves.

Next to these steps we also consider the signing and verifying processes:

• Signing a message consists of (1) regenerating the private key, (2) computing the

signature, and (3) generating the authentication path.

• Verifying a signature consists of (1) verifying the authenticity of the received pub-

lic key (i.e., a leaf pre-image), and (2) verifying the signature.

Authentication path generation and verification cost The fractal Merkle tree traversal

algorithm presented in [35] by Jakobsson et al. allows a time-space trade-off. Briefly

explained, the algorithm splits the original tree into subtrees of height h ≤ H . These

subtrees are constructed in such a way that the root of one tree is at the same time a

leaf of a tree above it, i.e., they are stacked on top of each other. Assuming h|H , let

L = H/h be the number of subtree levels. Exactly one such subtree for each level is

kept in memory and all these stacked subtrees together contain the authentication path

for the leaf that is being authenticated at the moment. For each output of an authenti-

cation path a second new subtree for each level is being constructed. The construction

is programmed in such a way that the new subtree will be finished just in time to be

used to create the authentication path; at this moment the old subtree is discarded and the

construction of a fresh subtree is initiated. Fractal tree traversal requires a maximum of

2(L−1) evaluations of f per round, and a maximum space of 2L2h+1 +HL/2 memory

units (each unit being the size of the output of f , i.e., 1 block). Note that according to

our definition of f , one evaluation here requires 2 BF. Taking into account the cost of

generating the leaves (leafcost BF per leaf), the computational cost of fractal tree traver-

sal becomes (L−1)(2+ leafcost) BF per round. The required space is minimized using

h = log2(H) = log2(log2(N)). The authentication path generation cost then becomes

log2(N)
log2(log2(N))

(2 + leafcost) BF per path. (4)

The root of the tree is computed at the initialisation phase of the fractal Merkle

tree traversal algorithm. This root generation process requires the computation of the N
leaves and all nodes in the tree. By cleverly scheduling the order in which these nodes

are computed, the memory requirements can be limited to log2(N)+1 blocks. The total

root generation cost is
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N(2 + leafcost) − 2 BF. (5)

Upon receipt of a leaf pre-image and the corresponding authentication path, the

recipients have to compute nodes of the tree until they arrive at the root. The total cost of

this verification process is

2 log2(N) + (leafcost − precost) BF per path. (6)

5.3.2. Energy cost factors when using Merkle tree authentication

We consider the following energy consumption cost factors:

1. Key setup cost. The signer generates the necessary private keys and computes the

root of the Merkle tree. The cost of this process is given by Eq. (5). A copy of the

resulting root value is transferred to the verifiers over an authenticated channel.

2. Cost of signing a message. The signer has to regenerate the private/public key

pair, compute the signature, and generate the authentication path for this particu-

lar public key.

3. Cost of verifying a signature. The verifier has to check the validity of the signature

and of the public key (i.e., verifying the authentication path).

4. Signature size. A signature consists of the public key that was used, the signature

itself, and the authentication path to authenticate the public key.

Due to space limitations, we refer to [27] for a detailed analysis and algebraic ex-

pressions of these four cost factors for every one-time signature scheme we mentioned.

We refer to Sect. 5.5 for a numeric evaluation and comparison of the different energy

costs of the different schemes.

5.4. Efficiency of one-way chain authentication

One-way chains may seem more efficient than Merkle trees, as no authentication paths

need to be computed, exchanged and verified. On the other hand, the use of one-way

chains requires rather strict synchronization between the signer and the verifiers, limiting

the applications of this authentication mechanism.

The different processes involved are:

• One-way chain generation (key setup) is the process of generating all the hash

chains. The output of this process is the root secret key skN and the first public

key pk1 to be used by the verifiers.

• Active private key regeneration is the process of computing the currently active

private key.

• Signing a message consists of (1) regenerating the active private key and (2) gen-

erating the signature.

• Verifying a signature consists of verifying the received signature values by walk-

ing down the chains until known values are reached (see Sect. 3.4.2).

5.4.1. One-way chain generation and verification

A private key consists of t+γ random values. For the LDM and HORS scheme γ = 0 and

for the LDW γ = 1. These values are generated using a single seed value sk , requiring
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t + γ BF. From this root private key, the signer computes the chains. Assuming we wish

to sign S messages with a single set of one-way chains and assuming that a single private

key can be used r times, the required length N of the chains is S/r. The total cost of the

one-way chain generation process is

(t + γ) + N(tα + γβ) BF. (7)

When using one-way chains, the cost of regenerating the first private key is much

higher than the cost of regenerating the last private key. This is because the signer always

starts from the root private key and works his way down the chains until he reaches the

active private key. Therefore, we compute the average cost of the private key regeneration

process. In total, N private keys can be verified with a single set of one-way chains. The

cost of computing these N private keys consists of computing the root private key and

walking down the chains until the active key is reached. The total cost of this process is

N(t + γ) +
N(N − 1)

2
(tα + γβ) BF.

Assuming the signer keeps the active private key in memory until the r signatures are

generated, the average cost of private key regeneration per signature is

t + γ

r
+

N − 1
2r

(tα + γβ) BF. (8)

The cost of signing a message is the cost of generating the active private key and

using this key to generate the signature. This last cost depends on the signature scheme

that is used.

Assume that the verifiers obtained an authenticated copy of the first public key pk1.

Upon reception of a signature, the verifier has to walk down the chains until he reaches a

known authenticated value. Once the verifier has checked the authenticity of the received

signature, he only keeps the most recently used values for each chain (see Sect. 3.4.2).

This way he will have to compute every value in each chain exactly once, except for the

root private key and possibly some other values close to this root private key. The total

signature verification cost is at most N(tα + γβ) BF or

(tα + γβ)/r BF (9)

per signature.

5.4.2. Energy cost factors when using one-way chains

We consider the following energy consumption cost factors:

1. Key setup cost. The signer generates the root private key and the first public key.

A copy of this public key is transferred to the verifiers over an authenticated

channel.

2. Cost of signing a message. The signer regenerates the active private key and

computes the signature.
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3. Cost of verifying a signature. The verifier verifies the signature against the public

key values he has in memory. Once the the signature has been verified, he updates

the public key values.

4. Signature size. Only the signature itself has be transferred (public keys nor au-

thentications paths have to be transmitted).

Again we refer to [27] for a detailed analysis and algebraic expressions, and to

Sect. 5.5 for a numeric evaluation and comparison of the different energy costs of the

different schemes.

5.5. Comparison

In order to compare the efficiency of the different one-time signature schemes, including

the cost of communications, we will use assumptions presented in Sect. 5.2 which are

based on the measurements shown in Table 2. This table also allows us to compare the

one-time signature schemes with ECDSA. We have evaluated the energy cost per sig-
nature when we sign S messages with a single set of one-way chains or Merkle tree.

The results in Fig. 1 up to Fig. 5 do not include the cost of bootstrapping the system.

We assume that the verifiers have already obtained an authenticated copy of the public

key material that they need. Figure 6 shows an example scenario with 10 verifiers, and

includes the cost of bootstrapping the system.

Figure 1 shows how the energy cost per signature generation varies with the number

of signatures. For Merkle based schemes, this cost includes the root generation process

(Eq. (5)) next to the cost of generating a signature and the authentication path. The cost

of the root generation process is divided over all S signatures. Because of the efficient

authentication path generation algorithm, the cost per signature only grows very slowly

with the number of signatures (∼ log2(S)/ log2(log2(S))). For schemes based on one-

way chains, the signing cost includes the overhead of computing the first public key (i.e.,

the last values of the chains, Eq. (7)) next to the cost of generating the signature. In

contrast to Merkle based schemes, the cost per signature grows linearly with respect to

S. This is because of the inefficient private key generation process (Eq. (8)). The ECDSA

does not suffer from any overhead and therefore the energy cost per signature is constant.

The first column in Table 4 shows the signing cost of the different schemes after the

distances between the cost curves have stabilized (at S = 250). Note that the one-time

cost curves continue rising, thus at some point the ECDSA will be the most efficient

option. Obviously this operation point should never be used. For one-way chain based

schemes the relative distance never stabilizes.

Figure 2 shows the cost per signature verification as a function of the number of sig-

natures S. The verification cost for Merkle based schemes grows with log2(S) because

of the leaf verification process (Eq. (6)). However, this cost is negligible compared to

the constant cost of verifying a signature, resulting in a near-constant verification cost.

One-way chain based schemes have a constant verification cost. The ECDSA verification

cost is also constant. The second column in Table 4 shows the verification cost of the

different schemes at S = 250.

Comparing Fig 1 with Fig. 2 we see that the verification cost is lower than the signa-

ture generation cost for all one-time signature schemes. For one-way chain base schemes

this difference grows rapidly (∼ S), while for Merkle based schemes the difference re-

mains near-constant.
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With respect to communications or signature size (Fig. 3) we see that ECDSA is

most efficient as the signature size is only 320 bits and there is no overhead. The fact

that we need to include the public key and the authentication path in a signature, makes

Merkle based schemes less efficient than one-way chain based schemes. The HORS

schemes have small signature sizes but relatively large public key sizes. Therefore, they

are more efficient than both the LDM and the LDW when using one-way chains, but less

efficient than the LDM when using Merkle trees. The third column in Table 4 shows the

communications cost in bits/signature of the different schemes at S = 250.

Figures 4 and 5 show the total cost, computations and communications, for the

signer and the verifier. For the signer, i.e., the transmitter, the communication cost is

11.7 mJ/kbit, while for the verifier it is 10.4 mJ/kbit. As the communication cost is

near constant, we obtain shifted versions (with a different shift for every scheme) of Fig 1

and Fig. 2 respectively. For the signer, we see that the communications cost dominates

for the Merkle based schemes. For the one-way chain based schemes the computational

cost rapidly grows and starts dominating. For the verifier, the communications cost al-

ways dominates. For the ECDSA, the computational cost is much larger than the cost of

communications.

Figure 6 shows the total cost per signature for an example scenario. In this scenario

a single signer transmits signatures to 10 verifiers using a single broadcast message. The

one-time schemes are bootstrapped using an ECDSA signature on the root of the Merkle

tree or on the first public key of the one-way chains. The cost of this bootstrapping

process is divided over the S signatures. Because of the initialization and bootstrapping

costs, the cost of the different schemes first decreases with the number of signatures.

Depending on the scheme, this decrease levels out at around 50–75 signatures. Beyond

this threshold the cost per signature keeps increasing. The rate of increase depends on

the signing cost of the particular scheme. The most efficient solution for this particular

setting is HORS-18 using one-way chains with about 75 signatures per one-way chain.

The last column in Table 4 shows the cost of the different schemes for S = 75 signatures

per Merkle tree or one-way chain. Using multiple instances of HORS-18 (including the

bootstrapping cost) will yield a five-fold increase in efficiency compared to using plain

ECDSA. Figure 5 shows that ECDSA is less efficient than HORS-18 for the verifier. This

means that the efficiency difference between ECDSA and HORS-18 will grow further in

the case of more verifiers.

Summarizing we see that (1) one-way chains are most efficient for signature verifi-

cation, (2) ECDSA and Merkle trees are most efficient for signature generation, and (3)

ECDSA is the best candidate with respect to communications costs. If we take the av-

erage costs of all one-time signature schemes in Table 4, we obtain 92.8 mJ/signature
for signature generation, 10.4 mJ/signature for verification and 8.9 mJ/signature for

communications.2 This shows that signature generation is about ten times more demand-

ing than verification or communications.

5.6. An example for a hardware assisted approach for PKC: low-cost and low-power
ECC processor

In this section we also roughly estimate PKC performance for the case of ECC processor

that performs the point multiplication. This operation is the foundation of all required

2At a rounded 10 mJ/kbit.
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Figure 1. Signing efficiency of one-time signature schemes.
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Figure 2. Verification efficiency of one-time signature schemes.

protocols as shown above. We discuss design criteria that should lead to a feasible ECC

solution for sensor network applications. We do not give details about architectures as

hardware implementations are discussed in another chapter.

The main operation in any elliptic curve-based primitive is the scalar multiplication.

The hierarchical structure for operations required for implementations of ECC is as fol-

lows. Point multiplication is at the top level. At the next (lower) level are the point group

operations (addition and doubling). The lowest level consists of finite field operations

such as addition, subtraction, multiplication and inversion required to perform the group

operations. The levels of ECC hierarchy usually map to typical architectures for low-
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Figure 3. Communication efficiency of one-time signature schemes. The energy cost (mJ/signature) is a rough

approximation at 10 mJ/kbit.
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Figure 4. Energy consumption of signer (communications and computations).

cost applications in the following way: point multiplication is the building block for all

ECC-based protocols and it is realized as a control unit, memory (RAM and ROM) and

an arithmetic unit. In ROM the ECC parameters and the constants can be stored. On the

other hand, RAM contains all input/output and intermediate variables [18]. Mainly all

proposals for hardware implementations of ECC for light weight cryptography deal with

ECC over binary fields.

We address each of those levels separately and for on all levels we discuss some
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Figure 6. Overall energy consumption of one-time signature schemes. This setting assumes one signer and ten

verifiers.

algorithmic and architectural choices leading to a feasible solution. One important issue

is flexibility. Namely, ECC allows a great choice of fields, curves and other parameters

and algorithms. However, it is necessary to limit the flexibility in order to minimize the

area and maximize the performance. In this way for binary fields one choice for the field

and irreducible polynomial results in the smallest possible arithmetic unit for the given

security level. This is, of course dictated by the field size. Another examples leading to

optimization in the area and performance are use of special curves (e.g. Koblitz curves),

specific algorithms for point multiplication (such as windowing methods), special pro-
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Table 4. Efficiency of one-time signature schemes.

Signing Verification Comms Total

# signatures 250 250 250 75

[mJ] [mJ] [bit] [mJ]

LDM with Merkle 42.3 5.19 20,797 2,509.2

LDW with Merkle 138.9 25.09 7,197 1,226.7

HORS-20 with Merkle 64.5 5.65 22,717 2,756.6

HORS-18 with Merkle 123.7 10.53 42,957 5,202.0

LDM with OWC ↑ 3.25 6,720 986.1

LDW with OWC ↑ 23.23 3,280 1,540.6

HORS-20 with OWC ↑ 4.96 1,600 488.1

HORS-18 with OWC ↑ 5.61 1,440 408.3
ECDSA 134.2 196.20 320 2,133.2

The entries are cost per signature.

Algorithm 9 Algorithm for point multiplication

Require: an integer k > 0 and a point P (x, y)
Ensure: Q = kP

k ← kl−1, ..., k1, k0

X1 ← x, Z1 ← 1, X2 ← x4 + b, Z2 ← x2.

for i from l − 2 downto 0 do
If ki = 1 then

x(P1) ← x(P1 + P2), x(P2) ← x(2P2)
Else

x(P2) ← x(P2 + P1), x(P1) ← x(2P1)
end for
Return x(P1)

jective coordinates, irreducible polynomial (e.g. trinomial or pentanomial). Here we dis-

cuss some special choices such as Montgomery ladder for scalar multiplication, projec-

tive coordinates of Lopez and Dahab etc. We also deal here only with the field F2163 ,

which is recommended by many standards and it provides the same level of security as

RSA of 1024 bits (or higher [15,16]). We stress again, that fixing arithmetic as well as

parameters results in a compact PKC solution for pervasive security.

5.6.1. Minimizing memory requirements

For the point multiplication a good choice is the method of Montgomery (Algorithm 9)

[11] that maintains the relationship P2 − P1 as invariant. It uses a representation where

computations are performed on the x-coordinate only in affine coordinates (or on the X
and Z coordinates in projective representation). That fact allows one to save registers

which is one of the main criteria for obtaining a compact solution.

The formulas for point addition/doubling that are suitable for Algorithm 9 are given

in the work of Lopez and Dahab [12]. The original formulas in [12] require 2 intermediate

variables but it is possible to eliminate one more intermediate register [14]. The formulae

for point operations in that case are shown in Algorithm 10. The performance remains

intact as one variable can be eliminated by simply reordering the field operations.
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Algorithm 10 EC point operations that minimize the number of registers

Require: Xi, Zi, for i = 1, 2,

x4 = x(P2 − P1)
Ensure: X(P1 + P2) = X2,

Z(P1 + P2) = Z2

1: X2 ← X2 · Z1

2: Z2 ← X1 · Z2

3: T ← X2 · Z2

4: Z2 ← Z2 + X2

5: Z2 ← Z2
2

6: X2 ← x4 · Z2

7: X2 ← X2 + T

Require: c ∈ F2n , b = c2, X1, Z1

Ensure: X(2P1) = X1,

Z(2P1) = Z1,

1: T ← c
2: X1 ← X2

1

3: Z1 ← Z2
1

4: T ← T · Z1

5: Z1 ← X1 · Z1

6: T ← T 2

7: X1 ← X2
1

8: X1 ← X1 + T

Algorithm 10 requires only one intermediate variable T , which results in 5 regis-

ters in total. Namely, the required registers are for the storage of the following vari-

ables: X1, X2, Z1, Z2 and T . Also, the algorithm shows the operations and registers

required if the key-bit ki = 0. Another case is completely symmetric and it can be per-

formed accordingly. More precisely, if the addition operation is viewed as a function

f(X2, Z2, X1, Z1) = (X2, Z2) for ki = 0 due to the symmetry for the case ki = 1
we get f(X1, Z1, X2, Z2) = (X1, Z1) and the correct result is always stored in the first

two input variables. This is possible due to the property of scalar multiplication based on

Algorithm 9. When Algorithm 9 deploys Algorithm 10 we get the following number of

operations in F2n :

#registers = 5
#multiplications = 11�log2k� + 2
#additions = 6�log2k� + 1

5.6.2. Reduction of control logic

The point multiplication and point addition/doubling can be implemented as Finite State

Machines (FSMs). The optimization in the number of register requires frequent checking

of the value of a key-bit ki. Namely, due to necessary savings in memory the same

registers can be used for both point operations and since ki ∈ {0, 1} in the both cases

one has to choose which variable to write/read in available memory locations. This fact

enlarges the size of the control logic block but memory requirements are minimized as

discussed above.

5.6.3. Simplifying arithmetic unit

From the formulae for point operations as given in Algorithm 10 it is evident that one

needs to implement only multiplications and additions. Squaring can be considered as

a special case of multiplication in order to minimize the area and inversion is avoided

by use of projective coordinates. We assume that one inversion that is necessary for

conversion of projective to affine coordinates can be computed at the base station’s side.

Note also that, if necessary, the one inversion that is required can be calculated by use of

multiplications i.e. by means of Fermat’s theorem [10].
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Here we consider polynomial bases, where the elements of F2n are polynomials

of degree at most n − 1 over F2, and arithmetic is carried out modulo an irreducible

polynomial f(x) of degree n over F2. In this case the basis elements have the form

1, ω, ω2, . . . , ωn−1 where ω is a root in F2n of the irreducible polynomial f(x) of degree

n over F2. According to this representation an element of F2n is a polynomial of length

n and can be written as: a(x) =
∑n−1

i=0 aix
i = an−1x

n−1 +an−2x
n−2 + . . .+a1x+a0,

where ai ∈ F2.

So-called classical modular multiplication is typically based on the following equa-

tion:

a(x) · b(x) = (an−1x
n−1 + · · · + a1x + a0) · b(x) mod f(x)

= (· · · (an−1b(x)x + an−2b(x))x + · · ·
+a1b(x))x + a0b(x) mod f(x)

(10)

which illustrates the Horner scheme for multiplication. This scheme is the basis of the

Most Significant Bit-First (MSB) multiplier [13].

The modular addition operation in binary fields is simply the XOR operation which

can be performed in one clock cycle. By reusing the logic for multiplication, it is possible

to implement modular addition by adding only some more control logic to the existing

multiplier [17].

More details about the architecture following the principles above are given in [14].

5.6.4. Performance Estimates and Discussion

In this section we list some numbers for the latency and power consumption for ECC

algorithms with the choices for arithmetic as described above [14]. The architecture we

refer to has a possibility to deploy the multiplier with various digit-sizes d [17]. For

the point multiplication we used Algorithm 1 and for point operations Algorithm 2. The

numbers for power assume the operating frequency of 500 kHz for the field F2163 . With

this frequency the power stays below 30 μW which is assumed to be acceptable for

sensor networks applications.

The results for the total number of cycles of one point multiplication for fields F2131

and F2163 are given in Table 5. To calculate the time for one point multiplication we need

Table 5. The number of cycles required for one point multiplication for ECC [14].

Field size d=1 d=2 d=3 d=4

131 191 750 98 800 68 770 53 040

139 215 694 112 470 76 038 59 340

151 254 250 109 200 74 880 57 720

163 295 974 151 632 103 518 80 352

an operating frequency. However, the frequency that can be used is strictly influenced by

the total power. We assumed an operating frequency of 500 kHz as suggested in [2] in

order to estimate the actual timing. We get 106 ms for the best case of ECC over F2131

(d = 4) and 160.70 ms for the best case of ECC over F2163 (d = 4).

The current generation of sensor networks is powered by batteries, so ultra-low

power circuitry is a must for these applications. For low-power consumption it is neces-
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sary to minimize the switching or dynamic power, the circuit size (for the current CMOS

technology) and the operating frequency. This can be achieved by architectural decisions,

which we discussed above. However, besides switching power, energy efficiency is even

more crucial as sensor nodes are still battery operated. More precisely, the metric that is

typically used and that should be minimized accordingly is energy per processed bit E.

This value can be calculated as:

E =
P

throughput

[
J

bit

]
.

The results for the total power consumption and for energy per bit are given in Fig-

ure 7 and Figure 8 respectively for the field F2163 . We can observe that both contribu-

tions to the total power i.e. static and dynamic are close to each other. We also notice

that the energy per bit improves as d increases. This can be explained due to a decrease

in number of cycles, which is more dominant than an increase in power consumption for

higher d.
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Figure 7. The power consumed for various digit sizes

for ECC over F2163 .

0

10

20

30

40

50

60

70

80

90

100

1 2 3 4

Digit Size

E
ne

rg
y 

pe
r 

P
ro

ce
ss

ed
 b

it 
[n

J/
bi

t]

Figure 8. Results for energy per encrypted bit for all

digit sizes.

The point multiplication is the most consuming operation in ECC-based protocols

so we do not need to take other operations into account. Since each protocol consists

of a certain number of point multiplication (usually one or two) we can estimate costs

per ECC-protocol. As an example we estimate the energy per message for ECDSA (see

Table 6). In this way we can also roughly estimate the energy costs per protocol.
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Table 6. Energy per message for ECDSA for the field F2163 .

Protocol d=1 d=2 d=3 d=4

ECDSA-sign 14.822 μJ 7.837 μJ 5.509 μJ 4.393 μJ

ECDSA-verify 26.643 μJ 15.674 μJ 11.018 μJ 8.785 μJ

Published results for area, power and latency for PKC are compared in Table 7. The

performances given for ECC are for one point multiplication.

Table 7. Comparison with other related work.

Ref. PKC Area [gates] Techn. [μm] f [kHz] Perf. [ms] P [μW ]

[7] ECC over F2131 11 969.93 0.35 13 560 18 -

[1] ECC over Fp100 18 720 0.13 500 410.45 < 400

[2] NTRU 2 850 0.13 500 58.45 < 21

[6] ECC over F2191 , Fp192 23 000 0.35 68 500 9.89 n.a.

[14] F2131 8104 0.13 500 106 < 30
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Abstract. This chapter presents a comparative survey of recent key man-

agement (key distribution, discovery, establishment and update) solu-

tions for wireless sensor networks. We consider both distributed and

hierarchical sensor network architectures where unicast, multicast and

broadcast types of communication take place. Probabilistic, determinis-

tic and hybrid key management solutions are presented, and we deter-

mine a set of metrics to quantify their security properties and resource

usage such as processing, storage and communication overheads. We

provide a taxonomy of solutions, and identify trade-offs in these schemes

to conclude that there is no one-size-fits-all solution.

Keywords. Wireless sensor networks, key pre-distribution, shared-key

discovery, key establishment, key update, dedicated pair-wise key,

reusable pair-wise key, group-wise key, network-wise key, key-pool,

key-chain, symmetric balanced incomplete block design, generalized

quadrangle, key matrix, master key, polynomial key share.

1. Introduction

Sensors are inexpensive, low-power devices with limited resources. They are small
in size, and have wireless communication capabilities within short distances. A
sensor node typically contains a power unit, a sensing unit, a processing unit,
a storage unit and a wireless transmitter / receiver. A wireless sensor network
(WSN) is composed of large number of sensor nodes which have limited power,
computation, storage and communication capabilities. Sensor nodes are deployed
in controlled (e.g., home, office, warehouse and forest) or in uncontrolled envi-
ronments (e.g., hostile or disaster areas and toxic regions). If the environment is
known and controlled, then the deployment might be achieved manually to estab-
lish an infrastructure. However, manual deployments become infeasible or even

1This work has been done during the Ph.D. study of Seyit Ahmet Çamtepe at Computer

Science Department of Rensselaer Polytechnic Institute under the supervision of Assoc. Prof.
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impossible as the number of nodes increases. If the environment is uncontrolled,
or the WSN is very large, the deployment has to be performed by randomly scat-
tering sensor nodes to the target area. It may be possible to provide denser sensor
deployments at certain spots, but exact positions of the sensor nodes can not be
controlled. Thus, network topology can not be known precisely a priori to the
deployment. Although the topology information can be obtained by using mo-
bile sensor nodes and self-deployment protocols as proposed in [1] and [2], these
solutions are not feasible for a large scale WSN.

Key management problem in a wireless sensor networks (WSN) can be de-
composed into four phases. The first is the key distribution or pre-distribution
phase where secret keys are distributed to sensor nodes for use with the security
mechanisms (i.e., confidentiality, authentication and integrity). In a large scale
WSN, it may be infeasible, or even impossible in uncontrolled environments, to
visit large number of sensor nodes and change their security configuration. Thus,
keys and keying materials may be pre-distributed to sensor nodes in a central
location a priori to the deployment. This phase is also named as key setup. The
second is the shared-key discovery phase, which starts after the sensor network
deployment, each sensor node discovers its neighbors and a common key with
each of them. The third is the key establishment phase where each pair of neigh-
boring nodes, which do not have common keys, establish one or more keys. Key
establishment between two nodes can be achieved by using pre-distributed keying
materials and by exchanging messages directly over their insecure wireless link
or over one or more secure paths on which each link is secured with a secret key.
Sensor nodes have a limited life time, and they are subject to variety of attacks
including node capture. New sensor nodes may be deployed and security materi-
als on existing ones may need to be updated. Thus, the fourth is the key update
phase where the secret keys which are used to secure the links between neighbor-
ing nodes are updated. We classify and evaluate key management solutions by
considering following properties:

1. Underlying network architecture. In distributed WSN, there is no resource
rich member, and sensor nodes have equivalent capabilities. In hierarchical
WSN, there are one or more resource rich central stations, and there is a
hierarchy among the sensor nodes based on their capabilities.

2. Communication style. A secure unicast communication between a pair
of neighboring nodes requires a pair-wise key shared between them. A
reusable pair-wise key is used to secure the unicast communication be-
tween more than one pairs of neighboring nodes. Disadvantage is that more
than one links are compromised when a reusable pair-wise key is compro-
mised. For improved security, a dedicated pair-wise key may be assigned to
each pair of neighboring nodes. A secure multicast communication within
a group of sensor nodes requires a group-wise key, and a secure broadcast
communication within a WSN requires a network-wise key.

3. Key pre-distribution method. Keys and keying materials are distributed to
sensor nodes based on a probabilistic, deterministic or hybrid algorithm.

4. Key discovery and establishment method. A set of solutions pre-distribute
a list of keys, called a key-chain, to each sensor node, and a pair or a
group of sensor nodes can secure their communication if they have a key
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in common. Other solutions pre-distribute keying materials (i.e., one-way
hash functions, pseudo-random number generators, partial key matrices
and polynomial shares). A pair or a group of sensor nodes can use these
materials to securely generate a common key.

Terms and Notations

Table 1 lists abbreviations in use. Following terms are used throughout this chap-
ter:

• Credentials are keys and keying materials,
• Group-wise key is used to secure multicast communication among a group

of sensor nodes over single or multi-hop wireless links,
• Key-chain is a list of keys or keying materials which are stored on a sensor

node,
• Key graph is an undirected graph which has a node for each sensor node,

and there is an edge in between two nodes if the corresponding sensor nodes
share a key to secure their communication,

• Keying materials are any kind of public or private information and cryp-
tographic algorithms which are used to generate keys,

• Key-pool is the list of all keys or keying materials which are used in the
WSN,

• Key reinforcement is establishing a fresh session key between two sensor
nodes by using existing link or path-key,

• Link-key is used to secure communication over a direct wireless link,
• Network-wise key is used to secure broadcast messages,
• Pair-wise key is used to secure unicast communication between a pair of

sensor nodes over single or multi-hop wireless links,
• Path-key is used to secure communication over multi-hop wireless links,

through one or more sensor nodes,
• Physical graph is an undirected graph which has an edge in between two

nodes if the corresponding sensor nodes are within each others radio range,
• Secure graph is an undirected graph which has an edge in between two

nodes if the corresponding sensor nodes have an edge in between in both
key and physical graphs.

Organization

The organization is as follows: in Section 2 network models, security vulnerabilities
and requirements are discussed, in Sections 3 and 4 key management solutions for
distributed and hierarchical WSN are presented respectively, and in Section 5 a
taxonomy and a comparison of key management solutions in WSN are presented.
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Abbreviations

KDC Key Distribution Center N WSN size

WSN Wireless Sensor Network KP Key-Pool

HWSN Hierarchical WSN KC Key-Chain

DWSN Distributed WSN K Key

MAC Message Authentication Code BS Base Station

PRF Pseudo Random Function S Sensor node

ENC Encryption RN Random Nonce

DAG Directed Acyclic Graph P Polynomial

Table 1. Abbreviations. Functions MAC and ENC accept a key and a message as the parameter.

Function PRF accepts a seed to generate a random number or a key in which case part of the

seed must be kept secret.

2. Network Models and Security Issues

2.1. Network Models

WSN communication usually occurs in ad hoc manner, and shows similarities to
wireless ad hoc networks. Likewise, WSNs are dynamic in the sense that radio
range and network connectivity changes by time; sensor nodes die and new nodes
may be added to the network. However, WSNs are more constrained, denser, and
may suffer from (or take advantage of) redundant information. In general, WSNs
are organized in hierarchical or distributed structures as shown in Figure 1.

In a Hierarchical WSN (HWSN), there is a hierarchy among the nodes based
on their capabilities: base stations, cluster heads and sensor nodes. Base sta-
tions are many orders of magnitude more powerful than sensor nodes and cluster
heads. A base station is typically a gateway to another network, a powerful data
processing-storage center, or an access point for human interface. Base stations
collect sensor readings, perform costly operations on behalf of sensor nodes and
manage the network. In some key management solutions, base stations are as-
sumed to be trusted and are used as key distribution centers. Sensor nodes are
deployed around one or more hop neighborhood of the base stations. They form
a dense network where a cluster of sensors located within a specific area may
provide similar or close readings. Nodes with better resources, cluster heads, may
be used to collect and merge local traffic, and to send it to base stations. Trans-
mission power of a base station is usually sufficient to reach all sensor nodes,
but sensor nodes depend on ad hoc communication to reach base stations. Thus,
data flow in such networks may be: (i) pair-wise (unicast) among pairs of sensor
nodes and from sensor nodes to base stations, (ii) group-wise (multicast) within
a cluster of sensor nodes, and (iii) network-wise (broadcast) from base stations
to sensor nodes.

In a Distributed WSN (DWSN), there is no fixed infrastructure, and network
topology is unknown a priori to deployment. Sensor nodes are randomly scattered
over a target area. Once they are deployed, each sensor node scans its radio
coverage area to locate its neighbors. Data flow in DWSN is similar to data flow
in HWSN with a difference that network-wise (broadcast) messages can be sent
by every sensor nodes.

S.A. Çamtepe and B. Yener / Key Management in Wireless Sensor Networks 113



Figure 1. Network Models: Hierarchical and Distributed Wireless Sensor Networks.

2.2. Security Issues

Vulnerabilities

Adversaries want to manipulate (eavesdrop, modify, insert, delete and jam) ap-
plication data. Wireless nature of communication, lack of infrastructure and un-
controlled environments improve capabilities of adversaries in a WSN. Station-
ary adversaries equipped with powerful computers and communication devices
may access whole WSN from a remote location. They can gain mobility by using
powerful laptops, batteries and antennas, and move around or within the WSN.
They can plant their own sensor nodes, base stations or cluster heads; replace,
compromise or physically damage existing ones. Wireless communication helps
adversaries to perform variety of passive, active and stealth type of attacks [3].
In passive mode, adversaries silently listen to radio channels to capture data and
security credentials (i.e., keys or cryptographic tools to derive them). In active
attacks, adversaries may actively intercept key management traffic, capture, read
or modify the contents of sensor nodes. They can use wireless devices with var-
ious capabilities to play man-in-the-middle or to hijack a session. They can in-
sert, modify, replay, delete or jam the traffic [4]. In stealth attacks, an adversary
manipulate a set of nodes, and the routing information trough them, to perform
various attacks such as disconnecting network and hijacking traffic.

Base stations are usually trust centers and store information such as security
credentials, sensor readings and routing tables. Thus, compromise of one or more
of them can render the entire network useless. Similarly, cluster heads are the
places where the sensor readings are aggregated. They are also accepted as the
trusted components and sensor nodes rely on routing information from them.

Content of data flowing in a WSN can be classified into five categories: (i)
sensor readings, (ii) mobile code, (iii) key management, (iv) routing information
and (v) location information. Adversaries may improve their capabilities by ac-
cessing mobile codes, routing and location information. An adversary can insert
a malicious mobile code which might spread to whole WSN, and use the location
information to locate critical nodes to attack.
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Requirements

Security requirements in WSNs are similar to those of ad-hoc networks [5], [6]
due to similarities between MANET and WSN:

• Availability. It is ensuring that the service offered by whole WSN, by any
part of it, or by a single sensor node is available whenever required.

• Authentication. It is ensuring that sensor nodes, cluster heads and base
stations are authenticated before granting a limited resource or revealing
information. Authentication ensures a receiver that data, mobile code or
control data such as route updates, location information and key manage-
ment messages originate from the correct source.

• Authorization. It ensures that only authorized nodes are involved in a spe-
cific activity (e.g., only a base station can broadcast a route update mes-
sage).

• Integrity and freshness. It is ensuring that a message or an entity under
consideration is not altered in transit and recent.

• Confidentiality. It provides privacy for wireless communication channels so
that eavesdropping is prevented. Application data, mobile codes, control
messages such as route updates, location information and key management
traffic should be kept confidential.

• Non-repudiation. It prevents malicious nodes to hide their activities.

In addition to these, WSNs have two more requirements: (1)Survivability
which means a WSN should provide a minimum level of service in the presence of
power losses, failures or attacks, and (2) Degradation of security services which
is the ability to change security level as resource availability changes.

Challenges

Wireless sensor networks inherit security problems from wireless networks and in-
troduce far more challenges towards design of efficient key management solutions.
The challenges described below should be kept in mind while evaluating the key
management solutions presented in this chapter.

• Wireless nature of communication. Communication media is the air where
everybody has access to. An adversary can perform variety of active and
passive attacks on the key management traffic due to broadcast nature of
the communication.

• Resource limitation on sensor nodes. Storage, processing, communication
and battery life limitations on a sensor node prevent use of costly key man-
agement solutions. (i.e., Mica2Dot has a 7.3MHz Atmel ATMEGA128L
low-power micro-controller which runs TinyOS, 128KB of read-only pro-
gram memory, 4KB of RAM, a 433MHz Chipcon CC1000 radio which pro-
vides a 19.2 Kbps data rate with an approximate indoor range of 100 me-
ters). Energy is the biggest concern because sensor nodes operate on bat-
teries and it may not be possible to visit large number of nodes to re-
place their batteries. The biggest energy consuming operation for a sensor
node is the communication. Thus, key management solutions with large
communication overhead are not feasible.
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• Very large and dense WSN. Most of the proposed sensor applications re-
quire hundreds to thousands of nodes densely deployed on a target appli-
cation area.

• Unknown and dynamic network topology. There is no fixed infrastructure
in a distributed WSN. Although there are resource rich members such as
base stations in a hierarchical WSN, still large amount of sensor nodes are
randomly scattered over a target area. Thus, post-deployment topology is
unknown a priori to the deployment. Moreover, due to energy constraints
and environmental or adversarial causes, sensor nodes may die and the new
ones may be added. Hence, topology is dynamic and changes by time.

• High risk of physical attacks. Unattended sensors might be operating under
adversarial conditions in uncontrolled hostile environments. Nodes can be
physically damaged, captured and compromised. New malicious nodes can
be planted. Thus, any critical information stored on a sensor node is subject
to compromise.

Security of a WSN depends on existence of efficient key management solu-
tions. Manual solutions which require visit to each sensor node are definitely ineffi-
cient. Use of a single network-wide shared-key is not a good idea either. Although
the single key solution looks resource friendly, compromise of the key can jeopar-
dize the security of the whole WSN. There are ongoing works [7,8,9] to customize
the public key cryptography and the elliptic key cryptography for low-power de-
vices, but such approaches are still considered as costly due to high communica-
tion, storage and processing requirements. Thus, sensor nodes have to adapt their
environments, and establish a secure WSN by: (1) using pre-distributed keys or
keying materials, (2) exchanging information with their immediate neighbors, or
(3) exchanging information with computationally robust nodes.

Evaluation Metrics

In this chapter, a comparative survey and taxonomy of key management solutions
are provided. It may not be always possible to give strict quantitative comparisons
due to distinct assumptions made by these solutions; however, following metrics
can be used to evaluate and compare the key management solutions.

• Scalability. Ability of a key management solution to handle an increase
in the WSN size. More scalable solutions require less additional resources
(i.e., storage, processing and communication) as the WSN size increases.
A scalable key management solution must be flexible against substantial
increase in the size of the network even after deployment.

• Key Connectivity (probability of key-share). Probability that a pair or a
group of sensor nodes can generate or find a common secret key to secure
their communication. A key management solution should provide sufficient
key connectivity for a WSN to perform its intended functionality.

• Resilience. Resistance of the WSN against node capture. Keys which are
stored on a sensor node or exchanged over radio links should not reveal any
information about the security of any other links. Resilience is inversely
related to the fraction of communication which is compromised when an
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Problem Approach Mechanism Papers

Dedicated Probabilistic Pre-distribution [10]

Pair-wise Deterministic Pre-distribution [11], [12], [13], [14], [15]

Key Generation [16], [17], [18], [11], [19], [12], [20], [21]

Hybrid Key Generation [22], [23], [24]

Reusable Probabilistic Pre-distribution [25], [10], [26], [27], [28], [29], [30], [31]

Pair-wise Deterministic Pre-distribution [32], [33], [34]

Hybrid Pre-distribution [32]

Group-wise Deterministic Key Generation [17], [34]

Table 2. Classification of papers on dedicated pair-wise, reusable pair-wise and group-wise key

management solutions in Distributed WSN.

adversary captures or replicates a sensor node. Higher resilience means
lower number of compromised links.

• Storage complexity. Amount of memory units required to store security
credentials.

• Processing complexity. Amount of processing cycles required by each sensor
node to generate or find a common secret key.

• Communication complexity. Amount and size of messages exchanged be-
tween a pair or a group of sensor nodes to generate or find a common secret
key.

In general, scalability, key connectivity, resilience and resource usage are con-
flicting requirements; therefore, trade-offs among these requirements must be care-
fully observed.

3. Key Management in Distributed Wireless Sensor Networks

In a distributed WSN, sensor nodes use dedicated pair-wise, reusable pair-wise
and group-wise keys to secure their communication, or use keying materials to gen-
erate these keys. A part of key management solutions, called key pre-distribution
schemes, assign a list of keys, called a key-chain, to each sensor node a priori to
the deployment. Others, called key generation schemes, assign keying materials
(i.e., PRF, HASH, key matrix, polynomial share and master key) to each node by
using which a pair or a group of nodes can generate keys to secure their commu-
nication. Solutions to distribute keys and keying materials can be classified as: (i)
probabilistic, (ii) deterministic, and (iii) hybrid. In probabilistic solutions, keys
and keying materials are randomly selected from a pool. In deterministic solu-
tions, deterministic processes are used: (1) to design the pool, and (2) to decide
which keys and keying materials to assign to each sensor node so that the key con-
nectivity is increased. Finally, hybrid solutions use probabilistic approaches along
with deterministic algorithms to improve the scalability and key resilience. Table
2 classifies the papers which provide pair-wise and group-wise key management
solutions in DWSN.
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3.1. Dedicated Pair-wise Key Management

The trivial solution is to use a dedicated pair-wise key for each link in the WSN.
Node Si (1 ≤ i ≤ N) stores a dedicated pair-wise key for each one of N − 1
other sensor nodes in the WSN. Thus, each sensor Si stores a key-chain KCi =
{Ki,j |i �= j and 1 ≤ j ≤ N} of size |KCi| = N − 1 out of N(N − 1)/2 keys.
However, not all N − 1 keys are required to be stored in nodes’ key-chain to have
a connected key graph. Although such an exhaustive solution creates unnecessary
storage burden on a sensor node, this solution has perfect key resilience because
compromise of a sensor node does not reveal any information about any other
links in the WSN.

Probabilistic Key Pre-distribution

Random pair-wise key scheme [10] reduces the storage overhead by relaxing key
connectivity, but it still provides perfect key resilience. It is based on Erdos and
Renyi’s work. Each sensor node stores a random set of Np dedicated pair-wise
keys to achieve probability p that two nodes share a key. At key setup phase, each
node ID is matched with Np other randomly selected node IDs with probability
p. A dedicated pair-wise key is generated for each ID pairs, and is stored in both
nodes’ key-chain along with the ID of other party. Each sensor uses 2Np units of
memory to store a key-chain with Np keys and Np key IDs. During shared-key
discovery phase, each node broadcasts its ID so that neighboring nodes can tell
if they share a pair-wise key. If a pair of neighboring nodes do not share a key,
they can establish one through a secure path during key establishment phase.

Deterministic Key Pre-distribution

Matrix key distribution scheme [15] generates an m × m key matrix for a WSN
of size N = m2. During key pre-distribution phase, each sensor node is assigned
a position (i, j), and receives all the keys in ith column and all the keys in jth

row of the key matrix as the key-chain (total of 2m keys). During shared-key
discovery phase, any pair of sensor nodes SA and SB exchange their position
information (i, j) and (u, v) respectively to locate common dedicated pair-wise
keys Ki,v and Ku,j . Solution requires each sensor node to store 2

√
N keys and

a position information. It has a low key resilience because an adversary needs to
capture

√
N nodes to recover whole key matrix.

Closest (location-based) pair-wise keys pre-distribution scheme [11] is an al-
ternative to Random pair-wise key scheme [10]. It distributes keys and keying
materials to sensor nodes based on the deployment knowledge to improve the key
connectivity. Sensor nodes are deployed in a two dimensional area, and each sen-
sor has an expected location. The idea is to have each sensor to share pair-wise
keys with its c closest neighbors. In key setup phase, for each sensor node SA, a
unique master key KA and c closest neighbors SB1 , . . . , SBc

are selected. For each
pair (SA, SBi

), a pair-wise key KA,Bi
= PRF (KBi

|IDA) is generated. Node SA

stores all pair-wise keys, whereas node SBi
only stores the key KBi

and the PRF.
Thus, each sensor uses 2c + 1 units of memory to store c + 1 keys and c key IDs.
Solution preserves a good key connectivity if deployment error is low. A sensor
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either searches for a pair-wise key or generates it with a PRF function. Similar
to Random pair-wise key scheme [10], this solution has perfect resilience.

ID based one-way function scheme (IOS) [12] distributes dedicated pair-wise
keys according to connected r-regular graphs which have edge decomposition into
star-like subgraphs. Each sensor node SA receives a secret key KA. Moreover,
if the node SA is in the star-like graph centered around a node SB , then SA

also receives Hash(KB |IDA). In this case, during shared-key discovery phase, SA

sends its ID to SB and SB can generate the key Hash(KB |IDA). In this solution,
any pair of neighboring nodes either share a key or can generate one through two-
hop secure paths in key establishment phase. In an r-regular graph, each sensor
node can be the center of one and leaf of r/2 star-like subgraphs. Thus, each
sensor uses r +1 units of memory to store r/2+1 keys and r/2 key IDs. Solution
has perfect key resilience. Multiple IOS [12] is proposed to improve scalability of
ID based one-way function scheme (IOS). Every node in the graph corresponds
to 	 nodes SA = SA1 , . . . , SA�

. Thus, sensor nodes SAi
store a common master

key KA and a secret Hash(KB |IDAi). Every node SBj in the class of node SB ,
can use common master key KB to generate the secret Hash(KB |IDAi) for node
SAi

. Multiple IOS decreases memory usage by a factor of 	. It relaxes the key
resilience, because compromise of a master key means compromise of the links of
	 sensor nodes.

Expander graph based key distribution scheme [13] is a dedicated pair-wise
key pre-distribution scheme based on ramanujan expander graphs which are best
known explicit expanders. An expander is a regular multi-graph in which any
subset of vertices has large number of neighbors (i.e. expands to a larger set).
Solution takes advantages of the expansion property to provide better key connec-
tivity than random pair-wise key scheme [10]. Basically, a ramanujan expander
Xs,t, which is an (s + 1)-regular graph with N = t + 1 nodes, is generated. Two
sensor nodes are assigned a unique pair-wise key if the corresponding vertices
have an edge in Xs,t. It is possible to generate any key-chain size s + 1 for any
network size t + 1 required that s and t are primes congruent to 1 (mod 4).

Peer intermediaries for key establishment (PIKE) [14] is a dedicated pair-
wise key pre-distribution scheme where one or more sensor nodes are used as
trusted intermediaries. In key setup phase, each node is associated with a point
(x, y) in a

√
N ×√

N two dimensional grid for a WSN of size N . A node at point
(x, y) shares a dedicated pair-wise key for each node at point (i, y) and (x, j) for
0 ≤ i, j ≤ √

N − 1. If a pair of nodes SA and SB do not share a key, solution
guarantees that there are exactly two nodes with which they both share a key.
Geographically closest one of these two nodes is used as a trusted intermediary
to establish a pair-wise key in between SA and SB . Each sensor uses 4(

√
N − 1)

units of memory to store 2(
√

N − 1) pair-wise keys and 2(
√

N − 1) key IDs.

Deterministic Key Generation

Basic idea is that each sensor node is pre-distributed a small amount of private
and public information as keying materials by using which any pair of sensor
nodes can generate a dedicated pair-wise key. A trivial solution, broadcast session
key negotiation protocol (BROSK) [18], is based on a single master key Km which
is pre-distributed to all sensor nodes. During key establishment phase, a pair of
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sensor nodes (Si, Sj) exchanges random nonce values (RNi, RNj). They use mas-
ter key Km to generate the dedicated pair-wise key Ki,j = PRF (Km|RNi|RNj).
Each sensor stores the same master key, and it is possible to derive all pair-wise
keys once the master key is compromised; therefore the scheme has very low key
resilience.

Lightweight key management system [19] proposes a solution with slightly
better resilience where more than one master keys are employed. It assumes a
WSN where groups of sensor nodes are deployed in successive generations of size
θ. Each sensor node stores an authentication key bk1 and a key generation key bk2.
During key establishment phase, if two sensor nodes SA and SB are from the same
generation, they authenticate each other by using the authentication key bk1,
exchange random nonce values RNA and RNB , and generate the dedicated pair-
wise key KA,B = PRF (bk2|RNA|RNB). A sensor node SA, of an old generation
i, stores a random nonce RNA and a secret SA,j for each new generation j. Secret
SA,j is used to authenticate sensor nodes from new generation j: a node SB of
new generation j can generate the secret SA,j = PRF (gkj |RNA) where secret
gkj is only known to nodes of generation j. Once authenticated, both parties use
SA,j as the key generation key to generate the dedicated pair-wise key KA,B . If
there are g of such generations, each sensor needs at most 2g +1 units of memory
initially to store g+2 keys and g−1 random nonce. Resilience of the scheme is still
low because an adversary only needs to compromise the secrets bk1, bk2 and gkj

of generation j to compromise all the links of nodes in generation j. Furthermore,
an adversary may log the messages flowing in the network to process them when
the required credentials are compromised completely.

Blom’s scheme [16] uses a public (λ+1)×N matrix G and a private (λ+1)×
(λ + 1) symmetric matrix D which are both generated over GF(q). All possible
link keys in a network of size N are represented as an N × N symmetric key
matrix K = (D × G)T × G. Solution is λ-secure, meaning that keys are secure if
no more than λ nodes are compromised. In key setup phase, sensor node Si stores
columni of size λ+1 from matrix G as public information, and rowi of size λ+1
from matrix (D.G)T as private information. During key establishment phase, a
pair of sensor nodes (Si, Sj), first exchange their public information then generate
dedicated pair-wise key Kij = Kji as described in Figure 2. The scheme requires
costly multiplication of two vectors of size λ + 1 where the elements are as large
as the corresponding cryptographic key size. Each sensor node broadcasts one
message, and receives one message from each node within its radio range where
messages carry a vector of size λ + 1.

Scalability of Blom’s scheme is improved in multiple space Blom’s scheme
(MBS) [12]. This scheme assumes that underlying physical network graph is a
complete bipartite graph, and divides nodes into two sets U and V to form bi-
partite key graph in which case not every pair of nodes share a key and private
matrix D is not necessarily symmetric. In key setup phase, Su and Sv store public
information columnu and columnv from public matrix G respectively. Private
information columnT

u × D is assigned to each node Su ∈ U , and D × columnv is
assigned to each node Sv ∈ V . During shared-key discovery phase, each pair of
neighboring nodes Su and Sv exchange their public information, and They gen-
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Figure 2. Blom’s scheme. Sensor node Si stores columni from matrix G as public information,

and rowi from matrix (D.G)T as private information. Nodes Si and Sj exchange their public

column vectors and generate Kij = rowi × columnj and Kji = rowj × columni respectively

where Kij = Kji

erate the dedicated pair-wise key Ku,v = Kv,u = columnT
u ×D × columnv in key

establishment phase.
Larger networks are supported in deterministic multiple space Blom’s scheme

(DMBS) [12] where 	 copies of strongly regular graph R (regular of degree r)
are used. Each vertex of R can be considered as a class of 	 nodes (i.e., Su =
Su1 , . . . , Su�

). An arbitrary direction is assigned to each edge in R, and each
edge e has a random private matrix De which is not necessarily symmetric. In
key setup phase, each sensor node Sui receives its public column information
columnu from public matrix G. For a directed edge (Sui , Svj ) ∈ R, source node
Sui

receives private information columnT
u ×Duv, and destination node Svj

receives
private information Duv × columnv. Thus, each node stores r vectors of size (λ+
1). During shared-key discovery phase, neighboring nodes Sui

and Svj
exchange

their public information. They generate the dedicated pair-wise key Kui,vj =
Kvj ,ui

= columnT
u ×Duv × columnv in key establishment phase. DMBS increases

scalability with the cost of decreased key resilience because capture of one sensor
node compromises credentials of 	 − 1 others.

Polynomial based key pre-distribution scheme [17] distributes a polynomial
share (a partially evaluated polynomial) to each sensor node by using which ev-
ery pair of nodes can generate a dedicated pair-wise key. Symmetric polynomial
P (x, y) (i.e., P (x, y) = P (y, x)) of degree λ is used. λ + 1 coefficients of the poly-
nomial come from GF (q) for sufficiently large prime q. In key setup phase, sensor
node Si receives its polynomial share fi(y) = P (i, y). During key establishment
phase, Si (a.k.a. Sj) can generate the dedicated pair-wise key Ki,j = P (i, j) for
node Sj (a.k.a. Si) by evaluating its polynomial share fi(y) (a.k.a. fj(y)) at point
j (a.k.a. i). Every pair of sensor nodes can establish a key. The solution is λ-secure
meaning that coalition of less than λ + 1 sensor nodes knows nothing about keys
of others.

Location-based pair-wise keys scheme using bivariate polynomials [11] consid-
ers deployment knowledge during key setup phase. Deployment area is divided
into R rows and C columns, total of R×C cells. The scheme is based on polyno-
mial based key pre-distribution scheme [17]. For each cell at cth column and rth

row, a unique polynomial fc,r(x, y) is generated. Each sensor node stores poly-
nomial share of its home cell and four immediate neighboring cells, total of five
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polynomials. During key establishment phase, two sensor nodes simply exchange
their cell coordinates to agree on a polynomial share.

Deterministic pair-wise key distribution scheme [20] uses polynomial pool idea
along with symmetric design technique as in combinatorial design based pair-wise
key pre-distribution scheme [32] to distribute a chain of polynomial-sets to each
sensor node so that any pair of sensor nodes can find a common polynomial-set
to generate a dedicated pair-wise key. Each polynomial-set contains polynomial
shares due to polynomial based key pre-distribution scheme [17] where the number
of polynomial shares is determined by the size of the dedicated pair-wise key in
bits. Hypercube multivariate scheme (HMS) [21] uses an n-dimensional hypercube
in the multidimensional space where a multivariate polynomial is assigned to each
point on the hypercube. Each sensor node is assigned to a unique coordinate on
the hypercube and receives n polynomial shares. Any pair of sensor nodes which
are at a Hamming distance of one can establish a dedicated pair-wise key.

Hybrid Key Generation

In hybrid solutions, keys and keying materials are distributed to sensor nodes
based on both probabilistic and deterministic techniques. Probabilistic part gen-
erally helps to improve the scalability and key resilience while deterministic part
improves the key connectivity.

Multiple space key pre-distribution scheme [22] improves the resilience of
Blom’s scheme [16]. It uses a public matrix G and a set of ω private symmetric
matrices D. These matrices form ω spaces (Di, G) for i = 1, . . . , ω (i.e., ith space
uses private symmetric matrix Di and public matrix G). In key setup phase, for
each sensor node, a set of τ spaces are randomly selected among these ω spaces.
Thus, each sensor node stores τ private row information and a public column in-
formation. In shared-key discovery phase, each pair of nodes agree on a common
space for which they have to exchange an extra message which includes τ space
IDs. Once agreed upon a space, during key establishment phase, a dedicated pair-
wise key is generated as in Blom’s scheme [16]. It is possible that a pair of nodes
do not share a common space, in that case they have to establish a pair-wise key
through one or more secure paths connecting them.

Polynomial pool-based key pre-distribution scheme [23] considers the fact that
not all pairs of sensor nodes have to establish a key. It combines polynomial
based key pre-distribution scheme [17] with the pool idea in [25,10] to improve
the resilience and scalability. In key setup phase, a pool F of λ-degree symmetric
polynomials (i.e., P (x, y) = P (y, x)) over finite field GF(q) is generated. For
each sensor node Si, a subset Fi ⊆ F of polynomials is picked and polynomial
shares fi(y) = P (x = i, y) for each P (x, y) ∈ Fi are generated. Each sensor node
also stores the list of sensor ID’s with which it shares a polynomial. During key
establishment phase, if a pair of neighboring nodes Si and Sj have a polynomial
share in common, they can generate a dedicated pair-wise key Ki,j = fi(j) =
fj(i).

In grid-based key pre-distribution scheme [23], for a network size of N , m×m
grid (for m = √N�) with a set of 2×m column and row symmetric polynomials
{fr

i (x, y), fc
j (x, y)} (i, j = 0, . . . , m − 1) are generated. Each row i of the grid

is associated with a polynomial fr
i (x, y) and each column j is associated with a
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polynomial f c
j (x, y). Each sensor is randomly assigned to a coordinate (i, j) on

the grid, and receives polynomials {fr
i (x = j, y), f c

j (x = i, y), } along with ID =
(i, j). In shared-key discovery phase, each pair of neighboring nodes exchange
their IDs. In key establishment phase, if their row addresses overlap, (i.e., (i,j)
and (i,j’)), then the dedicated pair-wise key is generated as fr

i (j, j′), or if their
column addresses overlap (i.e., (i,j) and (i’,j)), then the dedicated pair-wise key
is generated as fc

j (i, i′).
Grid-group deployment scheme [24] divides deployment area into cells over

which groups of sensor nodes are uniformly distributed. Polynomial pool-based key
pre-distribution [23] and multiple space key pre-distribution [22] schemes are used
to establish dedicated pair-wise keys within each cell. Moreover, each sensor node
selects exactly one sensor node from each neighboring cell, and shares a dedicated
pair-wise key with it for the inter-cell communication.

3.2. Reusable Pair-wise Key Management

The trivial solution is to deploy a single master key to all sensors. It has very low
resilience since an adversary can capture a node and compromise the master key.
The solutions in this category mostly use probabilistic, deterministic or hybrid
approaches to pre-distribute a key-chain to each sensor node. The keys are named
as reusable pair-wise keys because it is possible for a key to appear in more than
two key-chains meaning that a key may be used to secure more than one links in
the WSN.

Probabilistic Key Pre-distribution

The original solution is basic probabilistic key pre-distribution scheme [25] by Es-
chenauer et al. It relies on probabilistic key sharing among the nodes of a random
graph. In key setup phase, a large key-pool of KP reusable pair-wise keys and
their identities are generated. For each sensor node, k keys are randomly drawn
from the key-pool KP without replacement. These k keys and their identities
form the key-chain for the sensor node. Thus, probability of key share among
two sensor nodes becomes p = ((KP−k)!)2

((KP−2k)!KP !) . In shared-key discovery phase, two
neighboring sensor nodes exchange and compare the list of identities of keys in
their key-chains. It is possible to protect the key identities by using a method
similar to Merkle Puzzle [35], but this method substantially increases process-
ing and communication overhead. Common keys are used to secure the link. If a
pair of neighboring nodes do not share a key, they can establish one through one
or more secure paths connecting them during key establishment phase. Unlike
schemes that uses dedicated pair-wise keys, it may be possible in this solution
that same key is used to secure more than one links. Probability that a link is
compromised when a sensor node is captured is k/KP . Resilience of the solution
can be improved by using larger key pools at a cost of decreased probability of
key share.

Cluster key grouping scheme [29] builds upon basic probabilistic scheme and
divides key-chains into C clusters where each cluster has a start key ID. Remain-
ing key IDs within a cluster are implicitly known from its start key ID. Thus,
only start key IDs for clusters are exchanged during shared-key discovery phase
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which means that messages carry key ID list of size c instead of k. Pair-wise key
establishment protocol [27] further reduces communication overhead of shared key
discovery phase. Each sensor node gets a unique ID. Key IDs for keys in the key-
chain of a sensor node SA are generated by PRF (IDA). Thus, sensor nodes only
exchange their IDs during shared-key discovery phase. Transmission range ad-
justment scheme [30] proposes sensor nodes to increase their transmission ranges
during shared-key discovery phase. Nodes return to their original optimal trans-
mission range once common keys are discovered. Motivation of this scheme is to
decrease communication burden in key establishment phase.

Q-composite random key pre-distribution scheme [10] is an extension to basic
probabilistic scheme where a pair of neighboring sensor nodes should have more
than q common keys to secure their link. The key KA,B between sensor nodes SA

and SB is set as the hash of all common keys KA,B = Hash(K1||K2||K3|| . . . ||Kq).
This scheme improves the resilience because probability that a link is compro-
mised, when a sensor node is captured, decreases from k/KP to (k

q )/(KP
q ). But,

this improvement comes at a cost of decreased key sharing probability.
Key pre-distribution by using deployment knowledge scheme [28] is based on

the idea that distant sensor nodes do not need to have common keys in their key-
chains. Sensor nodes are divided into t×n groups Gi,j , and each group is deployed
at a resident point (xi, yj) for 1 ≤ i ≤ t and 1 ≤ j ≤ n where the points are
arranged as a two dimensional grid. The resident point of a node m ∈ Gi,j follows
the probability distribution function f i,j

m (x, y|m ∈ Gi,j) = f(x−xi, y− yj) where
f(x, y) is a two dimensional Gaussian distribution. In key setup phase, a key-pool
KP is divided into t × n subsets KPi,j where |KPi,j | = ωi,j . KPi,j is used as
the key-pool for the nodes in group Gi,j located at coordinate (xi, yj). Given ωi,j

and overlapping factors α and β, a key-pool KP is divided into subsets KPi,j

where (i) two horizontally and vertically neighboring groups have α×ωi,j keys in
common, (ii) two diagonally neighboring groups have β × ωi,j keys in common,
and (iii) non-neighboring groups do not share a key. Finally, basic probabilistic
key pre-distribution scheme is applied within each group Gi,j with the key-pool
KPi,j . Problem in this scheme is the difficulty to decide on parameters ωi,j , α

and β to provide a good key connectivity.
Random key pre-distribution scheme using probability density function [31] is

another solution which uses deployment knowledge. The solution assumes that
sensor nodes are deployed through air; thus, their resident points may vary widely
due to the air resistance. This unevenness in deployment is modeled by using
two dimensional normal distribution. Application area is considered as a two
dimensional grid of size

√|KP | × √|KP |. |KP | keys are logically mapped to
|KP | locations on the grid. Each sensor node receives a set of keys according to
its expected residence locations on the grid which are estimated by using the node
deployment Probability Density Function (PDF). For a sensor node S, a resident
point (x, y) is selected according to the PDF. A point (w, z) within the circle of
radius r centered at (x, y) is selected. Node S receives the key assigned to the
grid location which includes the point (w, z). Another resident point (x′, y′) is
selected and the process is repeated until node S receives K distinct keys.
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Deterministic Key Pre-distribution

Key sharing probability can be increased by designing the key-chains. Combina-
torial design based key pre-distribution scheme [32] is based on the block design
techniques, namely symmetric design and generalized quadrangles, from combi-
natorial design theory. Symmetric design (or symmetric BIBD) with parameters
(n2 + n + 1, n + 1, 1) separates a set of objects into blocks where every pair of
blocks have exactly one object in common. Each object is mapped to a reusable
pair-wise key and each block to a key-chain. Thus, symmetric design based key
pre-distribution scheme generates N = n2 +n+1 key-chains, and uses a key-pool
of n2 + n + 1 reusable pair-wise keys. In key setup phase, n2 + n + 1 key-chains
are generated where a key-chain contains n + 1 keys and every pair of key-chains
have exactly one key in common. Every key appears in exactly n + 1 key-chains
meaning that the same key might be used to secure more than one links. For
example, (7, 3, 1) design uses a key-pool of 7 reusable pair-wise keys and generates
7 key-chains where each key-chain has 3 keys and every pair of key-chains have
one key in common. Key-chains for this design are {K1,K2, K3}, {K1,K4,K5},
{K1,K6,K7}, {K2,K4,K6}, {K2,K5,K7}, {K3,K4,K7} and {K3,K5,K6}. Dur-
ing shared-key discovery phase, every pair of nodes can find exactly one key in
common. Thus, probability of key sharing among a pair of sensor nodes is 1.
Probability that a link is compromised when a sensor node is captured is approx-
imately 1/n. Disadvantage of this solution is that, parameter n has to be a prime
power; therefore, not all network sizes can be supported for a fixed key-chain size.

More scalable solutions can be provided by using generalized quadrangles
(GQ) design with the property that not all pairs of neighboring nodes need to
share a key directly. In generalized quadrangles based key pre-distribution scheme
[32], a pair of key-chains may not have a key in common, but GQ guarantees that
there are other key-chains which share exactly one key with both. Proposed GQ
designs, GQ(n, n), GQ(n, n2) and GQ(n2, n3), support network sizes of orders
O(n3), O(n5) and O(n4) in key-chain size respectively [32]. Although GQ is more
scalable than symmetric design, parameter n still needs to be a prime power. Very
similar approaches based on combinatorial design theory are proposed in [33].

Hybrid Key Pre-distribution

Hybrid symmetric and hybrid generalized quadrangle (GQ) designs [32] use prob-
abilistic approaches along with the deterministic designs to support arbitrary net-
work sizes. An hybrid design first generates core symmetric or GQ design then
randomly selects remaining key-chains from subsets of the complementary sym-
metric or GQ design blocks as summarized in Figure 3. Given the key-pool KP
and M < N key-chains KCi generated due to the symmetric or the GQ design,
complementary design has M key sets KCi = KP \ KCi. Remaining N − M
key-chains are randomly selected among the |KC|-subsets of the complementary
design key sets KCi. Hybrid design improves the scalability and the resilience,
but sacrifices the key sharing probability of the core symmetric or GQ design.

Key Update Mechanisms

There are several key update proposals to refresh pair-wise keys for improved
key resilience. After the sensor deployment, each pair of neighboring sensor nodes
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Figure 3. Hybrid design with a symmetric (or GQ) core of size M and a probabilistic extension

of size N−M . Key-chains KC′
i of probabilistic extension are randomly selected among k-subsets

of KCi = KP\KCi which are complements of core symmetric (or GQ) design key-chains KCi.

establish one or more dedicated or reusable pair-wise keys during shared-key dis-
covery and key establishment phases. A reusable pair-wise key might be known
to more than one pairs of sensor nodes, and it is subject to compromise if one
of these nodes is captured. If a pair of neighboring nodes establish a dedicated
pair-wise key, any malicious nodes involved in key establishment phase may leak
the key or information that can be used to reproduce it. It is also possible that in-
formation about the pair-wise keys are compromised during the WSN operations.
Thus, keys should be updated when: (i) key establishment phase is completed
and a pair-wise key is established between each pair of neighboring sensor nodes,
(ii) life time for the keys expires, (ii) the number of sensor nodes added or deleted
goes beyond a threshold value, (iii) nodes are compromised, and (iv) malicious
nodes are detected.

In probabilistic key pre-distribution scheme [25], special sensor nodes with
large communication range, called controller nodes, can revoke the compromised
or expired key-chains. Each sensor node Si shares a dedicated pair-wise key Kcj

i

with jth controller node. When a key-chain needs to be revoked, the controller
node broadcasts a list of key IDs signed with the signature key Ke. Each sensor
node Si receives Ke encrypted with Kcj

i from the controller node. On receiving
the signature key, each sensor node can authenticate the list and revoke matching
keys in its key-chain. If revoked keys are used in securing wireless links, then
shared-key discovery and key establishment phases are restarted for those links.

In multi-path key reinforcement scheme [10] between sensor nodes SA and SB ,
node SA generates j random key updates rki and sends them through j disjoint
secure paths. SB can generate a new key Kr

A,B = KA,B ⊕ rk1 ⊕ . . . ⊕ rkj upon
receiving all key updates. This approach requires nodes SA and SB to send and
receive j more messages each of which carries a key update. Moreover, each node
on the j disjoint path has to send and receive an extra message. Recursive key
establishment protocol (RKEP) [36] is an extension to multi-path key reinforce-
ment scheme. It provides a recursive key establishment protocol which does not
require a pair of nodes to find j node-disjoint paths explicitly.

Pair-wise key establishment protocol [27] uses threshold secret sharing for key
update. SA generates a secret key Kr

A,B , j − 1 random shares sk1, . . . , skj−1, and
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skj = Kr
A,B ⊕ sk1 ⊕ . . . ⊕ skj−1. SA sends the shares through j disjoint secure

paths. SB can recover Kr
A,B upon receiving all the shares.

In Co-operative pair-wise key establishment protocol [26], SA first chooses
a set C = {c1, c2, . . . , cm} of co-operative nodes for the key update between
nodes SA and SB . A co-operative node provides a hash HMAC(Kc1,B , IDA).
Updated key is then Kr

A,B = KA,B ⊕ (⊕
c∈C HMAC(Kc,B , IDA)

)
where KA,B

and Kc,B are the pair-wise keys which are established during shared-key discovery
or key establishment phase. Node SA shares set C with node SB ; therefore, SB

can generate the same key. This approach requires nodes SA and SB to send
and receive c more messages. Moreover, each cooperative nodes has to send and
receive two extra messages. In addition to increased communication cost, each
cooperative node has to execute HMAC function twice for SA and SB . The key
update solutions in general increase processing and communication overhead, but
provide good resilience in the sense that a compromised sensor node does not
directly affect security of any other links in the WSN. But, it may be possible for
an adversary to recover the key updates from the recorded messages when initial
pair-wise keys are compromised.

3.3. Group-wise Key Management

Straightforward approach is to use existing pair-wise keys to establish group-
wise keys. For example, Lightweight key management system [19] proposes to
distribute group-wise keys through the links which are secured with pair-wise keys.
Yet another approach is to pre-distribute polynomial shares to sensor nodes by
using which group members can generate a common group key. Polynomial based
key pre-distribution scheme [17] proposes two models. The first model is a non-
interactive model where users compute a common key without any interaction. A
random symmetric polynomial P (x1, . . . , xt) in t variables of degree λ is selected
initially where the coefficients come from GF (q) for prime q which is large enough
to accommodate the key length of the underlying cryptosystem. Each user Si

receives share Pi(x2, . . . , xt) = P (i, x2, . . . , xt). Users Sj1 , . . . , Sjt
can generate the

group-wise key Kj1,...,jt
by evaluating their polynomial shares, i.e. each user Sji

can evaluate Pji
(j1, . . . , ji−1, ji+1, . . . , jt) and obtain the group-wise key Kj1,...,jt

independently. In the second, interactive model, polynomial P (x, y) of degree
(λ + t − 2) is selected initially. Each user Si receives the share Pi(y) = P (i, y).
Users Sj1 , . . . , Sjt

can calculate the conference key Kj1,...,jt
as follows: (i) Sjt

selects a random key K, (ii) Sjt
calculates Kjt,j�

= Pjt
(j�) = P (jt, j�) for each

	 = 1, . . . , t−1, (iii) Sjt
sends χ� = Kjt,j�

⊕K to each Sj�
for (	 = 1, . . . , t−1), and

(iv) each Sj�
generates Kj�,jt

= Pj�
(jt), and derives the secret K = χ� ⊕ Kj�,jt

.
Sensor node Sjt

performs t− 1 polynomial evaluations, and sends t− 1 messages
which carry a single χ value to establish a group-wise key.

Hashed random preloaded subsets (HARPS) scheme [34] pre-distributes a key-
chain, a one-way hash function HASH and a public-key-generation function F ()
to each sensor node so that a group of sensor nodes can generate a pair-wise or a
group-wise key by simply exchanging their node IDs. During key pre-distribution
phase, P root keys M1, . . . , MP are generated. Each root key can be used along
with the HASH to generate L derived keys Kj

i = HASHj(Mi) (for 1 ≤ i ≤ P
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Problem Approach Mechanism Papers

Pair-wise Deterministic Key Generation [37], [38,39], [40], [41], [42]

Group-wise Deterministic Key Generation [43], [44], [45], [46], [41], [47], [48], [49]

Network-wise Deterministic Key Generation [50], [51], [52], [53], [54,55], [38,39]

[56], [41]

Table 3. Classification of solutions on pair-wise, group-wise and network-wise key management

solutions in Hierarchical WSN.

and 1 ≤ j ≤ L). Thus, key-pool has P × L keys. Each sensor node SA receives a
key-chain of {Ka1

A1
, . . . , Kak

Ak
} where {(A1, a1), . . . , (Ak, ak)} = F (SA). After the

deployment, a group of sensor nodes exchange their node IDs. Each sensor can
use F () and the received node IDs to generate key IDs stored in the key-chains of
others. Once one or more keys with the same subscript (generated from the same
root key Mi) are located (i.e., nodes SA, SB and SC find out that keys Kai

Ai
, K

bj

Bj

and Kcl

Cl
have the same subscripts Ai = Bj = Cl), each node can independently

use function HASH to generate the key with highest superscript (a derived key)
(i.e., let ai > bj ai > cl, node SB can obtain Kai

Ai
= Kai

Bj
= HASHai−bj (Kbj

Bj
)

and node SC can obtain Kai

Ai
= Kai

Cl
= HASHai−cl(Kcl

Cl
)). If P = k then any

pair or group of nodes can generate a pair-wise or group-wise key.

4. Key Management in Hierarchical Wireless Sensor Networks

A Hierarchical WSN (HWSN) includes one or more computationally robust base
stations. Sensor nodes are deployed in one or two-hop neighborhood around base
stations or resource rich sensor nodes (called cluster heads) as illustrated in Figure
1. Base stations are usually assumed to be trusted and used as the key distribution
centers. In a HWSN, pair-wise, group-wise and network-wise keys are required to
secure unicast, multicast and broadcast types of communications among sensor
nodes, cluster heads and base stations. Table 3 classifies the papers which provide
solutions to pair-wise, group-wise and network-wise key management problems in
HWSN. Based on this classification, the solutions are described in Sections 4.1,
4.2 and 4.3.

4.1. Pair-wise Key Management

In a Hierarchical WSN, base station to sensor node, or sensor node to base sta-
tion unicast communications are secured by using dedicated pair-wise keys. A
straightforward approach is to pre-distribute a dedicated pair-wise key to each
sensor node so that each base station shares a dedicated pair-wise key with each
sensor node deployed within its close vicinity. Very similar solutions are proposed
in perimeter protection scenario [37], base station authentication protocols [38,39],
and localized encryption and authentication protocol (LEAP) [41]. A base station
can intermediate establishment of a dedicated pair-wise key between any pair of
surrounding sensor nodes since it shares a dedicated pair-wise key with each of
them. A very similar approach is used in ESA [40].
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Localized encryption and authentication protocol (LEAP) [41] proposes to
use a network-wise master key to establish a dedicated pair-wise key between
each pair of neighboring sensor nodes. Each sensor node Su is deployed with a
network-wide master key KI , a one-way hash function HASH() and a unique ID.
Node Su generates the secret key Ku = HASHKI

(IDu). In shared-key discovery
phase between neighboring nodes Su and Sv, node Su broadcasts (IDu, RNu)
and node Sv responds with (IDv,MACKv (RNu|IDv)). During key establish-
ment phase, node Su generates the secret key Kv = HASHKI

(IDv), and both
nodes Su and Sv generate the dedicated pair-wise key Ku,v = HASHKv (IDu).
A multi-hop dedicated pair-wise key may be required to secure a communication
between a sensor node Su and its cluster head Sc which are connected through
other sensor nodes. In LEAP, node Su generates a secret Ku,c and divides it into
shares Ku,c = sk1 ⊕ sk2 ⊕ . . . skm. Node Su then finds m intermediate nodes
Svi

(1 ≤ i ≤ m) and sends each share through a separate intermediate node.
Basically, node Su sends the message ENCKu,vi

(ski),HASHski
(0) to node Svi

,
and Svi

sends the message ENCKvi,c
(ski),HASHski

(0) to the cluster head Sc.
Solution has high communication overhead because Su sends m messages through
m intermediate sensor nodes to increase the key resilience. However, security of
the system depends on the master key KI which can be compromised when a
sensor node is captured. It is possible to compromise all pair-wise keys generated
by LEAP algorithm once the master key KI is compromised.

Low-energy key management protocol [42] assumes a HWSN with a trusted
base station, cluster heads and sensor nodes deployed around cluster heads. In
key pre-distribution phase, each sensor node Si is assigned to a cluster head CHi

and shares two dedicated pair-wise keys with the base station and CHi. Each
cluster head shares pair-wise keys with the base station and other cluster heads.
After the deployment, if a sensor node Si is deployed around a cluster head CHj

with which it does not share a key, CHj contacts CHi to receive the pair-wise
key for sensor node Si. If the deployment error is too high meaning that all sensor
nodes deployed into wrong clusters, then communication overhead of the scheme
is very high. Compromise of a cluster head compromises all the communication
with the cluster.

4.2. Group-wise Key Management

A set of solutions propose to use costly asymmetric cryptography based key man-
agement solution. Burmester-Desmedt [43] and IKA2 [44] use a Diffie-Hellman
based group key transport protocol. These two algorithms are improved by ID-
STAR [46]. ID-STAR uses Identity based cryptography [57,58] where sensor nodes’
public keys can be derived from their identities.

In a HWSN where each base station shares a dedicated pair-wise key with each
sensor node deployed within its close vicinity, the base station can intermediate
group-wise key establishment. Localized encryption and authentication protocol
(LEAP) [41] proposes a group-wise key generation scheme which follows LEAP
pair-wise key establishment phase. Assume that sensor node Su wants to establish
a group-wise key with all its neighbors Sv1 , Sv2 , . . . , Svm

. Node Su generates a
unique group-wise key Kg

u and sends ENCKu,vi
(Kg

u) to each of its neighbors Svi .
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Security of the scheme depends on security of the pair-wise keys which in turn
has very low resilience.

Hierarchical key generation and distribution protocol [47] proposes a multi-
level security solution because sensor data varies in importance level. Each sensor
node is assigned to an access class. Access classes are ordered in a hierarchy
where root is the highest access class and leaves are the lowest. Protocol assumes
a HWSN with a base station and clusters of sensor nodes where each cluster is
assigned to an access class. A random number D0 is assigned to the root access
class, one-way hash of it Di

0 = HASH(2iD0) is assigned to its ith children. This
process recursively continues and assigns a number to each access classes. Each
node representing an access class in the hierarchy receives one number which
is called as its residual set. Note that, given the residual set of a higher class,
it is possible to generate the residual set of a lower class. A hierarchical key
corresponding to an access class is its residual set. After the deployment, base
station generates the access class hierarchy and the hierarchical keys. Base station
uses PKI to distribute hierarchical key of the highest access class clusters. An
higher access class cluster generates and distributes a hierarchical key for a lower
access class cluster. Resilience of the solution is low since sensor nodes in root
access class have more powerful keys than the others, i.e. they can generate the
keys of the lower access class.

Group key distribution via local collaboration [45] is based on the key sharing
scheme due to Shamir [59]. Proposed scheme assumes that each sensor node can
identify the compromised sensors within its vicinity and report them to the base
station. Once the base station knows the list of compromised nodes, a group-
wise key can be established by using local collaboration among the sensor nodes.
During key setup phase, for each sensor node Si, two polynomials h(x) and l(x)
in Fq are randomly selected. Sensor node Si receives h(i) and l(i). Group-wise
key establishment is initiated by the base station. Base station sends a broadcast
message which includes a set R of compromised node IDs and a polynomial w(x) =
g(x)f(x) + h(x) where g(x) = (x − r1)(x − r2) . . . (x − rw) for r1, r2, . . . , rw ∈ R.
On receiving the broadcast message, each sensor node Si obtains its personal
key f(i) as f(i) = w(i)−h(i)

g(i) . A compromised node Sr can receive the broadcast
message but it can not generate f(r) since g(r) = 0. Finally, each sensor receives
concealed personal key s(j) = f(j) + l(j) from its t neighbors. Thus, each sensor
can apply key sharing scheme due to Shamir [59] to obtain the group-wise key
s(0). Group-wise key can be updated by the base station when new nodes are
added or nodes are compromised. Proposed scheme provides good resilience but
has high storage, communication and processing overhead.

Logical key distribution architecture [48] is proposed as a solution to the mul-
ticast key management problem which is also used in [49] as a group-wise key
management scheme for HWSN. In this approach, keys are organized in a hier-
archical tree structure. Each sensor node corresponds to a key on a leaf. In key
pre-distribution phase, each node receives the key on the corresponding leaf and
all the keys on the path from the leaf to the root. Figure 4 provides a sample
key hierarchy for eight nodes. The key at the root can be used as the group-
wise key. Advantage of this architecture is its efficiency for node insertion and
deletion. When a node is deleted, all the keys stored in its key-chain should be
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Figure 4. Logical key distribution architecture for eight sensor nodes. Each sensor node is as-

signed to a leaf and stores all keys on the path from the leaf to the root.

updated in the key tree. Assume that node S8 is compromised in Figure 4. The
keys {KA,KC ,KG} must be updated and K8 must be deleted. Each updated key
is encrypted with its children and sent to the nodes on corresponding leaves (e.g.,
KG is encrypted with K7 and is sent to node S7, KC is encrypted with KF and
is sent to nodes S5 and S6). Solution requires each node to store log N + 1 keys
for a network size N . Deletion of a node requires 2 log N messages broadcasted
by the cluster head.

4.3. Network-wise Key Management

Network-wise keys are used to secure base station to sensor node broadcast traffic
in HWSN. A straightforward but insecure approach is to pre-distribute a single
network-wise key to all sensor nodes. Multi-tiered security solution [51] proposes
to protect data items to a degree consistent with their value. In key setup phase,
each sensor node receives a list of m master keys, a PRF and a seed. The PRF
is used with the seed to obtain an index within the list of master keys. Selected
master key is named as active master key. RC6 is used as encryption algorithm.
Three security levels are defined. In level one, a strong encryption algorithm and
active master key is used to secure mobile codes. In level two, sensor nodes are
divided into cells. A common location security key is generated within each cell,
and it is used to secure location information. Finally in level three, MD5 hash of
the active master key is used to secure application data. Problem is that public
credentials (i.e., master key list, PRF and seed) are subject to compromise.

Timed Efficient Stream Loss-tolerant Authentication (TESLA) [50] is a mul-
ticast stream authentication protocol. TESLA uses delayed key disclosure mech-
anism where the key used to authenticate ith message is disclosed along with
(i + 1)th message. SPINS [52] uses μ − TESLA which is an adoption of TESLA
for HWSNs and provides authentication for data broadcasts. μ − TESLA re-
quires base station and sensor nodes be loosely time synchronized. Basically, base
station (BS) randomly selects the last key Kn of a chain, and applies one-way
public hash function HASH to generate the rest of the chain K0, K1, ..., Kn−1 as
Ki = HASH(Ki+1). Given Ki, every sensor node can generate the sequence K0,
K1, ..., Ki−1. However, given Ki, no one can generate Ki+1. At ith time slot, BS
sends authenticated message MACKi(Message). Sensor nodes store the message
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until BS discloses the verification key in (i + d)th time slot where d is the delay
disclosure. Sensor nodes can verify disclosed verification key Ki by using the pre-
vious key Ki−1 as Ki−1 = HASH(Ki). In μ−TESLA, nodes are required to store
a message until the authentication key is disclosed. This operation may create
storage problems, and encourages DoS types of attacks. An adversary may jam
key disclosure messages to saturate storages of sensor nodes. μ−TESLA requires
sensor nodes to bootstrap from the BS; that is, they receive the first key of the
chain, called key-chain commitment, secured with pair-wise keys. Bootstrapping
procedure requires unicast communication, causes high volume of packets flowing
in WSN, and creates scalability problems.

μ − TESLA is used in [38,39] to authenticate message broadcasts from BS,
in [53] to authenticate route update broadcasts, and in LEAP [41] to update pre-
deployed network-wise keys in the case of a node compromise. TESLA Certificate
[56] uses a base station as certificate authority (CA). In this scheme, CA gener-
ates certificate Cert(IDA, ti+d, ...,MACKi

(...)) for sensor node SA at time ti. It
discloses the key Ki at time ti+d when the certificate expires.

Bootstrapping of the key-chain commitments in μ−TESLA causes high vol-
ume of packets flowing in WSN, and creates scalability problems. μ − TESLA
extensions [54,55] proposes five approaches based on two or more level key-chains
to address scalability issues. In predetermined key-chain commitment, commit-
ment is pre-distributed to sensors before the deployment. In this solution, key-
chain must cover lifetime of sensor nodes to prevent bootstrapping requirements.
This can be achieved by using either long chains or large time intervals. A new
coming node has to generate whole key-chain from the beginning to authenti-
cate recently disclosed key. Thus, long key-chain means excessive processing for
sensor nodes which are deployed at a later time. Large time interval means in-
creased number of messages to store because sensor nodes have to store incoming
messages until the authentication key is disclosed. Two-level key chains scheme
addresses these problems as illustrated in Figure 5. There is a high-level key-
chain with long enough time interval to cover the life time of sensor nodes, and
multiple low-level key-chains with short enough intervals. High-level key-chain is
used to distribute and authenticate randomly generated commitments of low-level
key-chains. In this scheme, sensor nodes are initialized with the commitment of
high-level chain, time intervals of high-level and low-level key chains and one-way
functions of high and low-level chains. However, low-level keys are not chained
together. Thus, loss of a low-level key disclosure can only be recovered with a
key which is disclosed later within the same interval. Moreover, loss of a low-level
key commitment may also mean loss of entire interval. An adversary may take
advantage of this, and may jam disclosure of low-level key commitments. Fault
tolerant two-level key-chains scheme is proposed to address these issues. In this
scheme, the commitments of low-level key chains are not randomly generated, but
obtained from high-level keys by using another one-way hash function. Low-level
key commitments are periodically broadcasted; however, an adversary may still
recover the commitment period, and can jam disclosure of low-level key com-
mitments. Fault tolerant two-level key-chains with random commitments scheme
uses a random process to broadcast the low-level commitments. Finally, multi-
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Figure 5. μ−TESLA extensions: (a) two-level key chains scheme and (b) fault tolerant two-level
key chains scheme. Downward arrows show broadcast of the low-level key commitments for each

interval: (a) commitments are broadcasted at the beginning of the interval, (b) commitments

are broadcasted periodically throughout the interval.

level chains scheme is proposed to provide smaller time intervals and shorter key
chains.

5. Summary and Discussions

Figure 6 provides taxonomy of papers on key distribution problems in DWSN and
HWSN. In this figure, graphs are DAGs (directed acyclic graphs) where nodes
represent papers. Directed edges show predecessor-successor relations among the
papers. There is an edge from a paper to another one if latter provides improve-
ment for the solutions proposed by former. Nodes (papers) are ordered over a hor-
izontal time axis according to their publication dates. Vertical axis groups papers
under three problems: (i) pair-wise, (ii) group-wise, and (iii) network-wise key
management problems. Each problem is represented with a specific node, named
as origin node, which has only outgoing edges. The style of an edge (dotted,
dashed, solid) in between two nodes represents the problem in which an improve-
ment is provided. A paper may provide more than one solutions to more than
one problems; therefore, corresponding node may be reachable from more than
one origin nodes, and there may be more than one edges with different styles in
between two nodes.

Detailed evaluation for the solutions is given in Table 4. Solutions are grouped,
as in Sections 3 and 4, based on the keying problem and style. Details about
the solutions are provided for six metrics: (S)-scalability, (K)-key connectiv-
ity, (R)-resilience, (M)-storage complexity, (P)-processing complexity, and (C)-
communication complexity. Scalability ”S” is ability to support larger networks.
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Larger networks can be supported if there is enough storage for the required se-
curity credentials which is related to storage complexity of the solution. Scala-
bility of the similar (same keying problem and keying style) solutions are com-
pared with each other. Basically, each solution is assigned a scalability rank where
higher rank means higher scalability. There can be more than one solution sharing
the same rank which means that corresponding solutions have roughly the same
scalability. Resilience ”R” of each solution is given as either one of the following
ways: (i) probability that a link is compromised when an adversary captures a
node, (ii) number of nodes whose security credentials are compromised when an
adversary captures a node, or (iii) number of sensor nodes required to be captured
to compromise whole WSN. Third one is represented as n-secure meaning that it
is enough to capture n+1 nodes to compromise whole WSN. As first two values
increase, network becomes less secure; therefore, resilience decreases. Key connec-
tivity ”K” considers probability that two (or more) sensor nodes store the same
key or keying material to be able to establish pair-wise, group-wise or network-
wise keys. Efficiency of the solutions is measured with their storage, processing
and communication overheads. Storage complexity ”M” is amount of memory
units required to store security credentials. We consider key, key ID, node ID,
node locations, etc. as one memory unit. Processing complexity ”P” is number
of unit functions executed. Unit functions can be: (i) Search for one or more key
in a key-chain, (ii) functions such as PRF, Hash, MAC, XOR and ENC, (ii) Vec-
Mul(size) which multiplies two vectors of given sizes, and (iii) PolyEval which
evaluates a polynomial at a given point. Communication is the most energy con-
suming operation performed by a sensor node. Communication complexity ”C”
is measured as number and size of packets sent and received by a sensor node.

Based on the results shown in Tables 4, we conclude that there are significant
tradeoffs and, there is no one-size-fits-all solution for key distribution problems
in WSNs.
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Table 4.: Evaluation of the solutions. Solutions are grouped, as in Sections 3 and 4, based on the keying problem and solution
style. Citation of the paper which provides the corresponding solution is listed in Ref column. Details of the solutions are
provided for six metrics: (S)-scalability, (K)-key connectivity, (R)-resilience, (M)-storage overhead, (P)-processing overhead,
and (C)-communication overhead. Numerical values in scalability column are the ranks of the solutions within each section
where higher ranks mean higher scalability. Resilience column can take three different classes of values : (i) a number or an
equation which represents probability that a link is compromised when an adversary captures a node, (ii) a number or an
equation with keyword nodes which represents number of sensor nodes whose security credentials are compromised when
an adversary captures a node, and (iii) a number or an equation with keyword secure which represents number of sensor
nodes required to compromise security of whole WSN. Processing overhead is provided in terms of unit functions such as
Srch (Search), Hash, MAC, PRF, HMAC, VecMul(size), PolyEval(count), etc. Communication overhead includes number
and size of messages sent and received where a× b, c×d means a number of messages of size b units are sent and c number of
messages of size d units are received. Parameters used for each solution are described in detail in Sections 3 and 4. Summary
of parameters are: (d) degree of a node, (p) probability that two nodes are connected due to Erdos and Renyi’s work, (c)
number of cooperative nodes, (ac) number of access classes, (r) regularity of a connected key distribution graph, (	) number
of nodes in a node class, (θ) number of nodes in a generation, (g) number of generations, (j) number of paths, (ω) number of
spaces, (τ) number of spaces assigned to a node, (k) key-chain size |KP |, (m) number of keys in master key list of a node,
(u) number of commitment disclosure, (v) number of high level commitment disclosure, (w) number of low level commitment
disclosure, and (L) number of derived keys.

Solution Ref (S) (K) (R) (M) (P) (C)
Dedicated pair-wise key management solutions in DWSN (Section 3.1)
All pair-wise - 1 1 0 2(N-1) Srch 1x1,dx1
Random pair-wise [10] 2 Np/(N-1) 0 2Np Srch 1x1,dx1
Matrix key [15] 1 1

√
N -secure 2

√
N Srch 1x2,dx2

Closest pair-wise [11] 3 c/(N-1) 0 2c+1 Srch or 1xPRF 1x1,dx1
IOS [12] 3 r/(N-1) 0 r+1 Srch or 1xHash 1x1,dx1
Multiple IOS [12] 4 r	/(N-1) 	 nodes r/	+1 Srch or 1xHash 1x1,dx1
Expander graph [13] 2 r/(N-1) 0 r+1 Srch 1x1,dx1
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Table 4 – Continued

PIKE [14] 2 2(
√

N−1)
(N−1) 0 2(

√
N -1) Srch 1x1,dx1

BROSK [18] 1 1 1 1 1xPRF 1x1,dx1
Lightweight key management [19] 1 1 θ nodes 1+2g Srch or 1xPRF 1x2,dx2
Blom’s scheme [16] 2 1 λ-secure 2(λ+1) VecMul(λ+1) 1x(λ+1),dx(λ+1)
MBS [12] 3 r/(N-1) λ-secure 2(λ+1) VecMul(λ+1) 1x(λ+1),dx(λ+1)
DMBS [12] 4 r	/(N-1) 	 nodes (r/	+1)(λ+1) VecMul(λ+1) 1x(λ+1),dx(λ+1)
Polynomial based [17] 3 1 λ-secure λ+1 PolyEval(1) 1x1,dx1
Location-based pair-wise [11] 1 1 λ-secure 5(λ+1) PolyEval(1) 1x2,dx2
Deterministic poly. pool [20] 2 1 λ-secure k(λ+1) PolyEval(1) 1xk,dxk
Multiple space [22] 1 ((ω−τ)!)2

((ω−2τ)!ω!) λ-secure 2τ(λ+1) VecMul(λ+1) 1xτ+1x(λ+1),
dxτ+dx(λ+1)

Polynomial pool [23] 2 2(
√

N−1)
(N−1) λ-secure 2(λ+1) PolyEval(1) 1x2,dx2

Grid-group deployment [24] 2 1 λ-secure 2(λ+1) PolyEval(1) 1x2,dx2
Reusable pair-wise key management solutions in DWSN (Section 3.2)
Basic probabilistic [25] 2 ((KP−k)!)2

((KP−2k)!KP !) k/KP 2k Srch 1xk,dxk

Cluster key grouping [29] 2 ((KP−k)!)2

((KP−2k)!KP !) k/KP 2k Srch 1xC,dxC

Pair-wise key establishment [27] 3 ((KP−k)!)2

((KP−2k)!KP !) k/KP k Srch+1xPRF 1x1,dx1
Q-composite random [10] 1 see [10] (k

q )/(KP
q ) 2k Srch 1xk,dxk

Using deployment knowledge [28] 2 see [28] k/KP 2k Srch 1xk,dxk
Using sensor pdf [31] 2 ((KP−k)!)2

((KP−2k)!KP !) k/KP 2k Srch 1xk,dxk
Combinatorial - Symmetric [32] 1 1 1/n 2(n+1) Srch 1xn,dxn
Combinatorial - GQ(n, n2) [32] 2 1/n2 1/n3 2(n+1) Srch 1xn,dxn
Combinatorial - Hybrid [32] 3 see P 1/n3 2(n+1) Srch 1xn,dxn
Key update mechanisms
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Table 4 – Continued

Multi-path key reinforcement [10] 2 ((KP−k)!)2

((KP−2k)!KP !) 0 2k j XOR+Srch 1xk+jx1,dxk+jx1

Pair-wise with threshold [27] 2 ((KP−k)!)2

((KP−2k)!KP !) 0 2k j XOR+Srch 1xk+jx1,dxk+jx1

Co-operative pair-wise [26] 2 ((KP−k)!)2

((KP−2k)!KP !) 0 2k c XOR+Srch 1xk+cx1,dxk+cx1
Group-wise key management solutions in DWSN (Section 3.3)
Polynomial - non-interactive [17] 1 1 λ-secure λ+1 PolyEval(1) 1x1,(t-1)x1
Polynomial - interactive [17] 1 1 λ-secure λ+1 PolyEval(t-1) tx1,(t-1)x1

+ 1xXOR
HARPS [34] 1 1 L-secure 2k Srch and Hash 1x1,dx1
Pair-wise key management solutions in HWSN (Section 4.1)
LEAP pair-wise [41] 1 1 1 2 1xMAC 2x2,2x1
Low-energy [42] 1 1 0 2 1xENC 2x4,2x4
Group-wise key management solutions in HWSN (Section 4.2)
LEAP group-wise [41] 1 1 1 1 mxENC 0,mx1
Hierarchical key [47] 1 1 1 1 acxHash 0,mx1
Local collaboration [45] 1 1 0 4 PolyEval(2)+ [59] dx1,dx1+1x2t
Network-wise key management solutions in HWSN (Section 4.3)
Multi-tiered [51] 1 1 1 m 1xPRF+1XHash 0,0
micro-TESLA [52] 1 1 0 high 1xMAC+1XHash 0,ux1
TESLA Certificate [56] 1 1 0 high 2xMAC 0,3ux1
μ-TESLA extensions [54] 2 1 0 low 1xMAC+1XHash 0,vwx1

[55]
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WSN Link-layer Security Frameworks

Ioannis KRONTIRIS 1, Tassos DIMITRIOU, Hamed SOROUSH and

Mastooreh SALAJEGHEH

Athens Information Technology, Greece

Abstract. In this chapter we elaborate on the need for security frameworks at the

link-layer and describe what services they provide to the upper layers. We review

the proposed frameworks in the bibliography and discuss about their pros and cons.

Then we present in more detail the design and implementation of one of them, the

L3Sec framework, in order to show what issues arise in such a process and how

they can be solved. Some of these features include providing acceptable resistance

against node capture attacks and replay attacks, as well as the run-time composi-

tion of security services in a completely transparent way. The framework is able

to satisfy its requirements based on an an efficient scalable post-distribution key

management scheme, which we also present.

Keywords. Frameworks, Security Services, Link-layer security

Introduction

The different directions of ongoing research in WSNs are based on security challenges

that address several classes of attacks and how sensor networks can defend against them.

Another, more general approach to address security in WSNs can be on a per-layer basis,

instead of a per-attack basis. Under this perspective, security protocols can be designed

to provide security in a particular layer and cooperate with security protocols in other

layers to compose a complete defence for the nodes and the network.

This layer based classification of security protocols can help towards a more clear

understanding of WSN security and better protocol design. However, in practical sensor

networks, such as those using the TinyOS platform, there does not exist a clear formal

way for demarcating between the various layers. Nevertheless, one could break the net-

work stack in TinyOS into four major layers: the physical layer, the link/MAC layer (in

the remainder of this chapter we will refer to this simply as the link layer), the routing

layer, and the application layer.

On this basis we could range security protocols in a corresponding layered taxon-

omy, as shown in Figure 1 [1]. Protocols in higher layers use security services provided

by lower layers or depend on their reliable functionality. There are also other security

issues like intrusion detection that cannot be classified in this layered approach as they

are more general problems that spam different layers. Currently, research on security

solutions for WSNs has focused mainly in the following three categories:

1Corresponding Author: Ioannis Krontiris, Athens Information Technology, 19.5 Km Markopoulo Avenue,

19002 Peania, Greece; E-mail: ikro@ait.edu.gr.
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Figure 1. Sensor networks security map based on a layered approach.

1. Key management: A lot of work has been done [2] in establishing cryptographic

keys between nodes to enable encryption and authentication. These protocols can

be classified as link layer protocols.

2. Authentication and Secure Routing: Several protocols [3] have been proposed to

protect information from being revealed to an unauthorized party and guarantee

its integral delivery to the base station. These protocols clearly belong to the

routing layer.

3. Secure services: Certain progress has been made in providing specialized secure

services, like secure localization [4], secure aggregation [5] and secure time syn-

chronization [6]. These services are closer to the application layer.

Historically speaking, research in WSN security first focused on key management, as

it is the most basic requirement for providing further security services. Another area that

attracted a lot of research work was secure routing, but the solutions given either targeted

a specific routing protocol or confronted only a narrow class of attacks. Also a lot of effort

has been made to provide specialized secure services, but as network and application

protocols continued to flourish, security researchers realized that more general solutions

were needed to address the diversity of these protocols. As a result, attention gradually

turned to lower layers of the protocol stack, notably the link layer.

What makes link-layer security important is that end-to-end security mechanisms

are not possible in sensor networks, so more transparent mechanisms provided by the

link layer are needed. Protocols used in conventional networks for end-to-end security,

such as SSH [7], SSL[8], or IPSec[9], even though they are feasible in constrained em-

bedded devices [10], they are considered inappropriate since they don’t allow in-network

processing and data aggregation which play an important role in energy-efficient data

retrieval. These operations require the intermediate nodes to access and possibly modify

the contents of packets, which would not be possible if an end-to-end security scheme

was used.

In sensor networks it is also important to allow intermediate nodes to check message

integrity and authenticity, or else the network would be prone to several denial of service

attacks. Using an end-to-end security mechanism, packets would have to be routed all

the way to the base station before these checks could be performed, since the interme-

diate nodes do not have the keys to verify their authenticity and integrity. On the other

I. Krontiris et al. / WSN Link-Layer Security Frameworks 143



hand, using a transparent security mechanism at the link layer, malicious packets can be

identified and rejected at the first hop.

However, since the usual traffic pattern in WSN is many-to-one, pre-loading one-to-

one keys between two sensors and refreshing the keys are practically impossible tasks.

Public key cryptography is also considered to be computationally expensive for WSN

and therefore, light-weight, yet reasonably secure key management schemes are crucial

in order to bring about acceptable security services in WSN. In addition to this, any WSN

security protocol has to be flexible and scalable enough to easily allow nodes to join or

leave the network.

In the rest of this chapter we first emphasize on the main issues involved in designing

link-layer security protocols. In Section 2, we review some of the proposed protocols in

the bibliography by describing in some detail their design and implementation. Then, in

Section 3 we describe a flexible and scalable post-distribution key management module

which provides basic cryptographic services and explain how this module can be easily

merged with other components and used to secure different operations at different layers.

Finally, we describe a security framework based on this module and present several of

its implementation details under TinyOS [11], a popular component-based event-driven

operating system for WSN.

1. Providing Security at the Link Layer

In this section we describe what features a link layer security protocol provides to other

protocols in higher layers. Different protocols that we are going to review in Section

3 use different approaches to provide these features, but here we describe the common

directions that they all follow and what issues exist for them to solve.

1.1. Data Confidentiality

Data confidentiality is one of the most basic security primitives and it is used in almost

every security protocol. The standard approach for providing confidentiality is to encrypt

the data with a secret key that only intended receivers possess. However, even though

there are studies [12,13,14,15] indicating that protocols using optimized software im-

plementations of public-key cryptography may be viable on small wireless devices, cur-

rently most of the security protocols use symmetric key encryption methods for their

power consumption efficiency.

Symmetric encryption schemes to be used in sensor networks can be chosen from

stream ciphers (RC4), block ciphers (DES, AES, RC5, and Skipjack) or hashing tech-

niques (SHA-1, MD5). A comparison [16] of encryption overhead amongst schemes

from the above groups implemented in embedded architectures showed that RC4 out-

performs RC5 on encryption and that hashing techniques require almost an order of a

magnitude higher overhead. However, block ciphers are the most widely used schemes

in sensor networks because they offer code size optimization, i.e. they can be used both

for encryption and authentication. Sensor nodes need to implement a block cipher in any

case, in order to provide message authentication, so using it for encryption also, con-

serves code space. This is why, as we will see, all the protocols reviewed in the remaining

sections use a block cipher.
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1.2. Data Authentication

Data authentication allows the receiver to verify that the data was actually sent by the

claimed sender and not injected in the network by an adversary. It is most often achieved

using a message authentication code, or MAC. When the sender and the receiver share

a secret key, the sender can compute a MAC of the data to be sent and embed it in the

packet. If a packet with a correct MAC arrives, the receiver knows that it must have been

sent by the sender and has not been modified in transit.

The most common MAC scheme is CBC-MAC which uses some underlying block

cipher to encrypt the base data and then takes the last encrypted block as the MAC value.

CBC-MAC is secure for fixed-length messages, given that the underlying block cipher

is also secure [17]. However, by itself, it is not secure for variable-length messages. In

this case, the messages must be padded to a multiple of the cipher block size. One way

to handle this is through the method known as ciphertext stealing, which for the case of

sensor networks means that the nodes will need to spend energy for transmitting extra

bits. To avoid this problem, some protocols in sensor networks use other block cipher

modes, like OCB and CTR, in which the size of the ciphertext is exactly the size of the

plaintext and not a multiple of the block size.

1.3. Semantic Security

Semantic Security ensures that an eavesdropper can gain no information about the plain-

text, even after observing multiple encryptions of the same plaintext. One common

method of achieving this, using a block cipher, is to use a random value or a counter as

an Initial Vector (IV) in the encryption function, so that sending the same message will

never result in the same ciphertext. However, these IVs would have to be transmitted

with the packet, which would consume bandwidth and increase power consumption.

One method used by some protocols is the use of a shared counter between the

sender and the receiver which is used as the IV for the block cipher. If both sides incre-

ment this counter for each message, the counter does not need to be sent with the mes-

sage. However, this creates synchronization problems between the nodes, which leads to

the need of spending additional energy for re-synchronization.

Another issue here is that when using a counter in the IV it will eventually reset

itself and the same value will have to be used again, which means the IV will be the same

unless the key has been changed in the mean time. If the counter is to be transmitted

with the packet, the counter cannot be a lot of bytes which means it will wrap around

sooner. On the other hand, if the shared counters approach is used then the counters are

not transmitted and thus they can be longer offering better security.

1.4. Run-time Composition of Security Services

Some link-layer security protocols provide the possibility to choose which of the security

features described above will be actually offered. Since each one comes with an extra

cost, it might not always be desirable to apply all the options in all cases. So, for example

one may want to offer authentication only, but no encryption or replay attack protection.

That depends of the risk analysis and the desirable security level for the sensor network.

A security framework should implement all of them but it can also offer a mechanism to

the user for including or excluding security features.
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Figure 2. Relationship between components in TinySec.

2. Existing Link-Layer Security Protocols

In this section we review some of the proposed link-layer security frameworks for sensor

networks. To facilitate their evaluation we first introduce some requirements based on

the discussion in Section 1. Then, during the review of each protocol we will elaborate

on whether and how it satisfies these requirements.

• Flexibility: Various security services should be supported but not imposed to the

application level communications. This means that the run-time composition of

security services (see Section 1.4) should be provided.

• Scalability: Adding or deleting nodes should have minimum overhead in terms

of energy consumption and memory usage as well as having no effect on the

functionality of the security scheme.

• Transparency: The provision of security services should be transparent to other

components or services.

• Lightweightness: The constrained resources of sensor nodes especially limited

memory and computational power should be taken into account.

• Node Capture Resistance: The effects of node capture attacks should be con-

strained as much as possible. If a node is compromised it should not allow the

attacker to disclose the communication in the whole network.

• Simplicity: The integration of this scheme with other services or components

should have a minimal overhead.

2.1. TinySec

TinySec [18] is a link-layer security architecture for wireless sensor networks that is part

of the official TinyOS release. It generates secure packets by encrypting data packets us-

ing a group key shared among sensor nodes and calculating a MAC for the whole packet

including the header. It provides two modes of operation for communication namely, au-

thenticated encryption and authentication only. Authentication only is the default mode

of operation, where the payload in the TinyOS packet is not encrypted; each packet is

simply enhanced with a MAC. In the authenticated encryption mode the payload is en-

crypted before the MAC is computed on the packet. The key distribution mechanism

was left out and must be implemented as a separate part of the software. The TinySec

architecture is shown in Figure 2.

I. Krontiris et al. / WSN Link-Layer Security Frameworks146



Dest
(2)

AM
(1)

Len
(1)

Grp
(1)

Data
(0...29)

CRC
(2)

Dest
(2)

AM
(1)

Len
(1)

Data
(0...29)

MAC
(4)

Dest
(2)

AM
(1)

Len
(1)

Data
(0...29)

MAC
(4)

Src
(2)

Cntr
(2)

(a) TinyOS packet format

(b) TinySec-Auth packet format

(c) TinySec-AE packet format

Authenticated

Encrypted

Authenticated

Figure 3. TinySec packet format in the TinySec-Auth and TinySec-AE modes.

2.1.1. Encryption and Authentication

TinySec uses a block cipher algorithm for its encryption scheme that is also used for

the message authentication code (MAC) resulting in greater code efficiency. In particular

the authors chose the Skipjack block cipher in cipher block chaining (CBC) mode for

encrypting TinyOS packets. However, instead of a random IV, they used a counter, which

is pre-encrypted. They also used the cipher stealing technique to ensure the ciphertext is

the same length as the underlying plaintext. For the authentication of packets, TinySec

uses the same block cipher encryption in CBC-MAC mode to generate a 4 byte Message

Authentication Code (MAC) for each message. To provide additional security, it XORs

the encryption of the message length with the first plaintext block.

2.1.2. TinySec packet format

Figure 3 shows the packet formats for the two modes of TinySec, authenticated en-

cryption (TinySec-AE) and authentication only (TinySec-Auth). As observed, the header

fields do not get encrypted, to allow motes quickly determine whether they should re-

ject the packet. The destination address and the AM type are used by the motes for this

purpose.

To detect transmission errors, TinyOS motes compute a 16-bit cycle redundancy

check (CRC) over the packet. At the receiver the CRC is re-computed and verified with

the CRC field in the packet. If they are equal, the receiver accepts the packet and re-

jects it otherwise. However, CRCs provide no security against malicious modifications

or forgery of packets. TinySec replaces the CRC and the GroupID fields with a 3-byte

MAC. The MAC protects the payload as well as the header fields. So, since the MAC can

detect any changes in the packet, it can also detect transmission errors, therefore CRC is

no longer needed.
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In the TinySec-AE mode, the data field (payload) is encrypted by the block cipher in

CBC mode. Then the MAC is computed over the encrypted data and the packet header. In

order to reduce overhead, TinySec uses an 8 byte IV, which is composed of all the header

fields in Figure 3(c). In this case the overhead is only 4 bytes, i.e. the source address and

a 16-bit counter. This raises an issue on the security level due to the repetition of the IV

value. Since the counter is 16 bits, a node can send 216 packets before IV reuse occurs.

However, when this happens, only the length (in blocks) of the longest shared prefix of

the two repeated messages will be revealed, since CBC mode is used.

2.1.3. TinySec limitations

TinySec by default relies on a single key manually programmed into the sensor nodes

before deployment. This network-wide shared key provides only a baseline level of se-

curity. It cannot protect against node capture attacks. If an adversary compromises a sin-

gle node or learns the secret key, she can gain access on the information anywhere in

the network, as well as inject her own packets. This is probably the weakest point in

TinySec, as node capture has been proved to be a fairly easy process [19]. As we will

see in later sections, more recent link-layer security protocols have used stronger keying

mechanisms to deal with node capture attacks.

Another limitation of TinySec is that messages of less than 8 bytes are not addressed

efficiently. This is because TinySec uses a k-byte block cipher to encrypt the message.

For longer messages CBC mode is chosen that encrypts the message block by block.

But it is not so unusual for a message (i.e. the payload of the TinyOS packet) to be less

than 8 bytes, in which case TinySec will cause a ciphertext expansion, because ciphertext

stealing requires at least one block of ciphertext. This kind of ciphertext expansion would

cause extra communication power cost when sending data with variable length.

2.2. SenSec

SenSec is a link layer security platform similar to TinySec but with a slightly different

packet type and a more resilient keying mechanism. The provision of security services is

transparent so that the applications running on the sensors are not aware of the operations

on encryption and authentication taking place at the link layer.

While TinySec offers the option between authentication-only and authentication

with encryption (AE), SenSec has only one default mode: authentication with encryp-

tion. SenSec uses an 8 byte initial vector (IV) and a block cipher in cipher block chaining

(CBC) mode to encrypt the data field of the packet, just like TinySec in AE mode. Their

difference, however, comes from the IV format. The fixed portions of both IVs are the

destination address, the AM type and the length fields. These fields take 4 bytes totally.

TinySec fills the other portions of its IV with a 2 byte source address and a 2 byte counter.

While this is a reasonable solution so that IV is not repeated often, it requires the nodes

to maintain a counter that increases both storage and computation cost. In order to avoid

the cost of using a counter mode, SenSec employs a random number mode to generate a

three byte random number and fills the IV field with that number along with the one byte

group ID.

Instead of generating random numbers with a new algorithm, SenSec employs the

existing block cipher module that uses as the main security primitive in its architecture.

For simplicity, the first random number is generated by encrypting the first packet header
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with 3 byte random number field set to 0. Then, the three least significant bytes of the

ciphertext are used to fill the random number field in the packet. For the next packets, the

3 byte random number field is determined from the 3 least significant bytes of the MAC,

which is computed and stored during the previous packet formatting.

There have been slight enhancements in the cryptographic primitives used in SenSec

to improve the security of the platform and further reduce the energy consumption. While

80-bit key Skipjack block cipher is used as the encryption primitive in TinySec, SenSec

uses a variant of Skipjack called Skipjack-X which is more resilient against exhaustive

key search attacks. It has been shown that SkipjackX is as secure as Skipjack with re-

spect to the various attacks such as the differential cryptanalysis and linear cryptanalysis.

Furthermore, it proves stronger against brute force attacks which are the most practical

attacks against many block ciphers with small key sizes.

The computation cost of the encryption and MAC is also reduced in SenSec. While

TinySec requires two block cipher operations for each message block in a two-pass

authentication-encryption scheme, SenSec uses a one-pass authentication-encryption

scheme called XCBC. This scheme is secure as long as the total amount of packets being

encrypted and authenticated with the same key is much less than 232. Also, similar to

TinySec, SenSec uses 32 bit MACs in order to reduce the packet size.

The default XCBC mode in SenSec, carries out the encryption and authentication for

every packet. The reason that SenSec designers have chosen XCBC as their default mode

is that it causes the encryption to be done without additional cost, while the encryption

in TinySec needs separate CBC-mode operations.

2.2.1. SenSec Packet Format

SenSec’s packet format is built upon the current TinyOS packet format and improves

slightly upon the TinySec packet format. Figure 4 illustrates the packet format used in

SenSec. Compared with TinySec, the unchanged fields in SenSec are the destination

field, the active message type and the length field. Unlike TinySec, SenSec keeps the

Group ID field, which is also contained in the original TinyOS packet format.

2.2.2. SenSec’s Keying Mechanism

In a wireless sensor network, different packets are exchanged between different entities

(e.g. sensor to base station, sensor to gateway, etc.). These packets might have different

security requirements. For example sensor readings forwarded to the base station need

confidentiality and authentication, while routing packets need authentication only. A sin-

gle keying mechanism such as TinySec’s cannot satisfy all these requirements and there-

fore, designers of SenSec use a many-keying mechanism to protect the whole network

from various attacks on one hand, and on the other hand to support effective sensor func-

tions like in-network processing. SenSec employs three level of keys, namely global key
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(GK), cluster key (CK) and sensor key (SK) to map the sensor deployment. All of the

keys are generated and pre-loaded before deployment.

SenSec’s keying mechanism provides some partial resilience against node capture

attacks compared to TinySec: if a sensor node is compromised, an adversary can only

disclose the group communication of that node through the cluster key, CK. She can also

broadcast messages to the network using the global key, GK. But still its node capture

resilience is better than that provided by TinySec, which uses only one network-wide

shared key.

2.3. SNEP

SNEP (Sensor Network Encryption Protocol) is a building block of SPINS [20] that

provides data confidentiality, two-party data authentication, integrity, freshness, seman-

tic security and replay protection. SNEP uses symmetric cryptography with one crypto-

graphic function (RC5) for all of the encryption, decryption, MAC, pseudo random num-

ber generation and hash function operations. In order to prevent any potential interaction

between the cryptographic primitives that might introduce a weakness, SNEP derives

independent keys for its encryption and MAC operations.

SNEP employs the CBC-MAC scheme to construct message authentication codes.

For the underlying block cipher it uses RC5. SNEP also offers semantic security by

randomization. In order to avoid the extra overhead of sending the randomized data with

the packet, it introduces a shared counter between the sender and the receiver which is

used as an initialization vector (IV) for the block cipher in counter mode (CTR). Since

the counter state is kept at each end point it is not required to be transmitted over the

radio channel. The counter value is long enough that it never repeats within the lifetime

of the node. This counter value in the MAC also prevents replaying old messages as

any messages with the old counter values would be discarded by the device. However,

since the counter value is not being sent with the packet, there might be synchronization

problems caused by dropped packets. So a re-synchronization protocol may be needed

to overcome this problem.

2.4. MiniSec

MiniSec has two different operating modes for unicast and broadcast communication be-

tween sensor nodes, called MiniSex-U and MiniSec-B respectively. Both schemes em-

ploy the OCB-encryption scheme for both encryption and authentication. They also pro-

vide semantic security by the use of a counter as a nonce. In the case of the unicast mode

two synchronized counters are kept at the sender and at the receiver, while in the broad-

cast mode the authors propose the use of a Bloom-filter2 based mechanism that precludes

per-sender state.

2.4.1. MiniSec-U

In unicast mode, MiniSec requires each pair of nodes in the network to share two keys:

KAB and KBA for A → B and B → A communication, respectively. A 32-bit counter

2A Bloom filter is a space-efficient probabilistic data structure that is used to test whether an element is a

member of a set. False positives are possible, but false negatives are not.
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that is increased for each new message is assigned to each key to guarantee semantic

security. Counter CAB is used for key KAB and counter CBA for key KBA. Only the

last x bits of the counter value are included in each packet to save the energy of trans-

mitting more bits. Both sender and receiver keep track of the counters which have to be

synchronized on both sides. The receiver can accept only messages with a counter value

greater than this in the previous messages. However the counters can be desynchronized

and a counter resynchronization protocol is needed.

Unless it is known before deployment which pairs of nodes are going to use unicast

communication, each node in the network should maintain a counter for each possible

sender (i.e. its neighbors), resulting in high memory overhead and making counter resyn-

chronization very expensive. These problems also dictate the use of a different mecha-

nism for the broadcast case.

2.4.2. MiniSec-B

Two mechanisms are used in MiniSec-B to provide semantic security and replay protec-

tion. The first one requires time synchronization among the nodes and divides time in

epochs E1, E2, E3, . . .. The number of the current epoch is used as the nonce for OCB-

encryption. When a node receives a packet, it attempts decryption twice; one with the

current epoch number and one with the immediately previous epoch number. The epoch

length is defined in a way that compensates for time synchronization errors and network

latency.

The second mechanism defends against replay attacks within the current epoch.

Each sender nodes keeps a counter which is incremented for each new message. At the

end of each epoch the counter is reset, which means it can be shorter than the counter in

MiniSec-U (the authors found that it was sufficient to use an 8-bit counter). The receiver

keeps two alternating Bloom filters, one for the current epoch and one for the previous

epoch. Each time it receives a packet it queries the corresponding Bloom filter and if the

query returns true, the packet is considered to be a replay. The problem, however, is that

the Bloom filters may cause false positives, causing a legitimate packet to be rejected as

a replayed packet.

2.4.3. MiniSec packet format

Figure 5 shows the packet formats for MiniSec-U and MiniSec-B compared to the

TinyOS packet format for the CC2420 radio (compliant with IEEE 802.15.4). Like

in TinySec, the Group ID has been removed from the header, since access control is

achieved through the use of different cryptographic keys. The 2-byte CRC is replaced

by a 4-byte MIC (Message Integrity Code). The difference between MiniSec-U and

MiniSec-B is that for the unicast mode, only x = 3 bits of the counter are sent in the

packet header, while for the broadcast mode the whole counter has to be sent.

2.5. SecureSense

SecureSense [21] provides dynamic security service composition using the TinySec in-

frastructure. It introduces a new 1-byte field in its packet format called SCID as an indi-

cator of the services provided by the message. The values of the bits in this field deter-

mine the combination of services provided, like confidentiality, integrity, semantic secu-

rity and replay protection.
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Figure 5. MiniSec packet format in the unicast and broadcast modes.

SCID has replaced the TinyOS active message type (AM) field in order not to in-

crease the packet length and consequently, the packet transmission time. However, the

removal of active message type field introduces several major problems for upper layer

services as it directly affects the Active Message Model of TinyOS. According to this

model, each packet on the network specifies a handler ID that will be invoked on re-

cipient nodes. When a message is received, the receive event associated with this ID is

signalled. This mechanism allows different network protocols to operate concurrently

without conflict. Removing the AM ID, therefore, significantly affects implementation

of such protocols under TinyOS and introduces new complexities.

2.6. ZigBee

Security services provided for ZigBee include methods for key establishment, key trans-

port, frame protection, and device management[22]. To secure messages transmitted over

a single hop, ZigBee uses MAC layer security, provided by the IEEE 802.15.4 standard,

while for multi-hop messages it relies on higher layer security (i.e. the network layer).

The ZigBee specifications provide different means to achieve the following security

requirements:

• Authentication: Network level authentication is achieved by using a common net-

work key. Authentication of messages exchanged between two nodes is achieved

by using unique link keys shared by these nodes. This prevents insider and out-

sider attacks but requires high memory usage.

• Encryption: ZigBee uses 128-bit AES encryption. Encryption protection is pos-

sible at network level or link level. As some applications may not need any en-

cryption, encryption can be turned off without impacting freshness, integrity, or

authentication.
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• Freshness: ZigBee nodes maintain incoming and outgoing freshness counters to

maintain data freshness. These counters are reset every time a new key is cre-

ated. Devices that communicate once per second will not overflow their freshness

counters for 136 years.

• Message Integrity: ZigBee specifications provide options of providing 0, 32, 64 or

128 bit data integrity for the transmitted messages. The default is 64 bit integrity.

Encryption at the MAC layer is done using AES in Counter (CTR) mode and in-

tegrity is done using AES in Cipher Block Chaining (CBC- MAC) mode [16]. A com-

bination of encryption and integrity is done using a mixture of CTR and CBC- MAC

modes called the CCM mode. Encryption at the network layer is also done using AES.

However, in this case the security suites are all based on the CCM* mode of operation.

The CCM* mode of operation is a minor modification of the CCM mode used by the

MAC layer. It includes all of the capabilities of CCM and additionally offers encryption-

only and integrity-only capabilities. These extra capabilities simplify the network layer

security by eliminating the need for CTR and CBC-MAC modes.

3. Building Transparent Security Services

In the previous section we reviewed some of the most known link-layered security frame-

works for sensor networks. In the remaining sections we move to describing in more

details the issues involved in designing such a framework. In particular, we are going

to emphasize in the design and implementation of the following two main mechanisms

necessary to achieve the various security requirements:

• Key management techniques that look into the different ways to establish and

distribute cryptographic keys among the different nodes in the sensor network,

and

• Mechanisms used to encrypt the important data (to provide data confidentiality)

and to calculate the MAC (to provide data authenticity and data integrity) using

the established cryptographic keys.

So, first we begin by describing a key management scheme that will provide the

necessary keys for our security framework (called L3Sec, for Lightweight Link Layer

Security, first presented in [23]), and then in Section 3.2 we complete it by showing how

it provides secure services to the higher levels.

3.1. Key Management Module

In the bibliography there are three major approaches for key management in WSN:

• Deterministic pre-assignment. Examples of this approach are SPINS[20] and

LEAP[24] in which unique symmetric keys shared by the nodes with the base

station are assigned before the network is deployed. Using this approach, cryp-

tographically strong keys can be generated, however, this involves a significant

pre-deployment overhead and is not scalable.

• Random pre-distribution. Schemes like those in [25], [26] and [27] and PIKE[28]

refer to probabilistically establishing pair-wise keys between neighboring nodes
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in the network. Usually in this approach a random subset of keys from a key pool

is pre-assigned to every node; two nodes establish a pair-wise key based on the

subset of the shared keys between them. This framework is quite flexible; the

choice of protocol parameters determines the trade-off between scalability and

resiliency to node capture. However, most of the key pre-distribution schemes

rely on sensor nodes to broadcast a large number of pre-loaded key IDs to find

pair-wise keys between neighboring nodes, thus leading to a huge communication

overhead. In addition, to guarantee network connectivity, each node has to store

several hundreds keys or key spaces, which may greatly decrease the memory

availability.

• Deterministic post-deployment derivation. In this approach, nodes use some glob-

ally shared secret and pseudo-random number generators to derive the keys at run-

time. LEAP[24] use this approach in order to establish pair-wise and group keys.

A node erases the global secret after the completion of the initial key establish-

ment phase to provide resilience against possible node compromises. However,

most of the techniques based on this approach make it infeasible for even non

compromised nodes to generate new keys at a future time making these protocols

inefficient for dynamic sensor network topologies.

The key management scheme that we describe in this section follows the post-

deployment approach with support for newly added nodes. It addresses flexibility and

scalability issues and is resistant to node capture attacks. This module forms the core of

the L3Sec framework described in the next section, but it can also be used as a stand

alone component or it can be easily integrated into other security protocols providing the

related services to them.

A comparison of the above-mentioned key management schemes as well as the one

presented here is given in Table 1. PW stands for pair-wise keys, G stands for a global

key common among all nodes, NB is the node-base key common between each one

of the nodes and the base station, and BC is the broadcast key of each node common

between the node and its neighbors.

Table 1. Comparison of key establishment protocols in WSN

Protocol SPINS LEAP PIKE L3Sec

Preloading Overhead yes yes yes no

Capture Resistance no partially partially yes

Scalability no no yes yes

Preloaded keys NB NB,G PW G

Key Types PW,NB PW,NB,G PW PW,NB,BC

3.1.1. The Key Establishment Protocol

Before the sensor nodes start establishing the keys, they need to run a neighbor discovery
phase. This is achieved in two steps by a pair of handshake messages. In the first step,

node i broadcasts a specific type of message containing its ID so that every other node

in i’s communication range (like j for example) can receive it. We refer to this message

as a ping message. Every node receiving the ping message answers back to the sender

(i) with a pong message containing its ID (steps 1 and 2 in Table 2). Node i can then
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add j to its own neighbor list. After a sufficient amount of time (see Table 3 and more

explanations in Section 3.1.2), i will discover all of its neighbors and this phase will be

finished.

Next, we need to provide cryptographic keys in order to secure both one-to-one and

one-to-many communication in a wireless sensor network. For this purpose the protocol

establishes three different kinds of keys in each sensor node:

1. Pair-wise (PW) key that is established between two neighbors to protect their

one-to-one communications.

2. Broadcast (BC) key that is established in order to secure the broadcast messages

sent by a node to its neighbors.

3. Node-Base (NB) key that is established in order to secure the communication be-

tween a node and the base station (note that this communication is not necessar-

ily direct). A message encrypted by this key, can only be decrypted by the base

station.

Each node i computes its own node-base key and its pair-wise keys with its neigh-

bors as well as their broadcast keys as follows:

NBi = F (i||baseStationAddress||K)

PWi,j = F (min(i, j)||max(i, j)||K)

BCi = F (i||K)

where “||" is the concatenation operator and F is a secure pseudo-random function usu-

ally implemented by a hash function such as SHA-1 or MD5. K is a global master key

that is distributed to all nodes before deployment of the network. As we will explain later,

K will eventually be deleted from the memory of the nodes in order to make the scheme

more secure against node capture attacks.

Table 2. Steps of Key Establishment Protocol

Step Message

1 i → j : {i}
2 j → i : {j}
3 i → j : {i, PWij , NA}NBj

4 i → j : {i, BCi, NB}NBj

5 j → i : {j, NA, NB}PWij

6 i Deletes master key K and node-base key of j

When these calculations are over, node i has a complete table of all the needed keys.

However, it needs to announce its pair-wise and broadcast keys to its neighbors in order

to communicate with them. In other words, a neighbor node j has to update its key table

with the keys corresponding to node i. Thus, node i has to send a message M containing

these keys to node j. Obviously, M should not be sent in plain. Therefore, node i should

calculate an appropriate key in order to send an encrypted version of M to node j. A

proper key, as we will see, is the node-base key of node j which can be derived by i as

follows:
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NBj = F (j||baseStationAddress||K)

Having this key, node i can encrypt and send to j the key it shares with it (PWi,j)

as well as its own broadcast key (BCi). The related messages are the following (Steps 3

and 4 in Table 2):

i → j : {i, PWi,j , NA}NBj

i → j : {i, BCi, NB}NBj

where NA and NB are two nonces to guarantee the freshness of these messages3.

After sending these two messages, node i will delete the node-base key of node j
from its memory. Therefore the only non-base station node that can decrypt these mes-

sages is node j (note that we assume the base station is secure). Node i will also delete

the master key K from its memory.

Upon receiving the keys, node j will answer back to node i by sending a message

containing the nonces NA and NB . This message is encrypted with the pair-wise key of

i and j (Step 5 in Table 2). At this point, key establishment is complete.

Notice how this message exchange enforces the scalability aspect of the protocol:

related keys can be established when a new node is added to a previously deployed net-

work. Any new node that joins the network (such as i) can initiate the key establishment

phase by broadcasting a ping message. Following that, related keys are calculated by the

new node. Then the broadcast key of this added node, as well as its pair-wise keys with

each of its neighbors are sent to related neighbors, encrypted with their node-base keys.

Using the node-base keys for this purpose is quite an appropriate choice in order

to make the protocol scalable and secure. This is because the already available network

nodes have already deleted the master key K from their memory and consequently can-

not use it to either calculate the keys or decrypt any message encrypted with it. It is not

a good idea to use the broadcast key of previously joined neighbor nodes (like j) since

other neighbors of j have that key available and can decrypt messages encrypted with it;

a fact that results in providing a looser security scheme.

The deletion of master key K and the temporarily calculated node-base key of j
(NBj) by i makes the protocol resilient to node capture attacks. It reduces the negative

consequences of capturing a node as the attacker will gain access only to that neighbor-

hood and not the entire network. Since the needed time for key establishment is negligi-

ble, we can assume that the adversary does not have enough time to find the master key

K before it is deleted from the memory of the nodes (see also LEAP[24] for a similar

assumption).

Moreover, newly joined nodes must come with the master key K in order to cal-

culate the cryptographic keys. Therefore, an adversary cannot introduce new nodes to

the network, since she doesn’t know K. In addition to that, it is important to note that

if one of the above mentioned messages in key establishment protocol is not delivered,

3The reason that message M is broken into two consecutive messages is only a practical nuance. The overall

size of M – combination of the two mentioned messages – which would be 32 bytes (node ID is 2 bytes and the

pair-wise key, the broadcast key and the nonce are 10 bytes each) is larger than the maximum allowed message

size in TinyOS which is 29 bytes. Hence, we were forced to break M into two different messages. However, if

keys are 8 bytes long then these two messages can be merged to one.
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Figure 6. Key establishment module architecture.

the receiving node will not get stuck. If node i does not receive the last message of the

protocol (Step 5 in Table 2), it will not add any entry for node j in its key table.

3.1.2. Implementation and Performance

We implemented the key management module described above in TinyOS in order to

study its time and memory overhead and energy consumption. Figure 6 depicts the com-

ponents of the key establishment module and how they are wired together.

As a stand alone library, this module implements an interface KeyInterface which

contains three commands and three events. Command init(k) initializes the key estab-

lishment module. When all of the keys are established among current nodes, the user will

be notified by an initDone() event. Other commands provide security services such as

encryption, decryption and MAC computation. The higher level application can use these

services to design and implement its own security scheme. The complete solution dis-

cussed in Section 3.2 provides even more transparent security services embedded in im-

plemented interfaces, Send() and Receive(). The MD5 module is used as pseudo-random

function that is needed to establish the different type of keys.

The memory overhead of the key management module for each node can be calcu-

lated as follows:

Overhead M = [(|BC| + |PW |) ∗ d] + |NB|,
where |BC|, |PW | and |NB| are the size of broadcast key, pair-wise key and node-base

key respectively and d stands for the maximum number of neighbors each node may

have4. The default size of all types of keys in the key establishment module is 10 bytes,

which provides strong security (280 bit key space) for sensor network applications. As a

result, in a very dense network where d = 50, we will have M ≈ 1KB. Although this

value of d is far more than enough to keep the network connected, this memory overhead

is well within the memory capabilities of motes (MICA2 motes have 4KB of RAM).

During the key establishment phase, prior to deletion of the master key, an adversary

has a chance to find it and use it to derive all the other keys. However, this time is so

4In our current implementation of neighbor discovery phase, a node willing to discover its neighbors, broad-

casts a ping message and waits for t milliseconds to receive pong messages from the potential neighbors. Yet it

discards pong messages if they arrive after t milliseconds or if the number of discovered neighbors is already

d. Values of d and t are decided during deployment time and play important roles in network connectivity.
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Table 3. Required time and energy before the global key deletion

Phase Neighbor discovery Key computation Key Sending

Time 1000ms 10ms 10ms

Energy 1592640nJ 157nJ 38049000nJ

small that the probability that the attacker will capture a mote and retrieve the key is con-

siderably small. Table 3 shows the related duration (calculated with Tossim) that it takes

to delete the master key from memory of a newly added mote during its initialization

phase5.

Table 3 also presents the estimated amount of energy consumption for each phase

of the key establishment for the same network (d = 50). This estimation was calculated

by multiplying the total amount of communications by an average communications cost

of 18 μJ/bit (see PIKE[28] for a similar assumption). As a result, the estimated energy

consumption of the key management scheme presented here is approximately 0.4J (note

that as presented in Table 3 the energy needed for key computation is quite smaller than

the needed energy for communication) comparing to PIKE-2D that is more than 8J
or PIKE-3D[28] which is around 6J . This high energy efficiency of the L3Sec’s key

establishment scheme comes with a comparable cost in terms of memory overhead; it

uses about 1000 bytes of memory to establish and manage the keys while PIKE-2D and

PIKE-3D need around 600 bytes and 500 bytes respectively.

In the L3Sec’s key establishment scheme the effect of having a node captured is

reduced to its neighborhood, i.e. the captured node’s pairwise keys with its neighbors,

its broadcast key and its node-base key are the only keys that can be retrieved by the ad-

versary. This is a small fraction of the established keys and communication still remains

secure in the rest of the network.

3.2. A Link-layer Security Framework

Having built a key management scheme to use as the base, we now present the L3Sec

link-layer security framework, first proposed in [23] and compare it with other similar

protocols that we reviewed in Section 2. The main goal of this framework is to be trans-

parent and easy to use. More specifically, it features the following properties:

• The process of key establishment as well as related computations regarding the

provision of security services such as confidentiality and authentication is com-

pletely hidden from the protocols in the upper layers.

• It is flexible so that the developers can adapt it to the security needs of their

applications. This is an important requirement, especially in resource constrained

systems such as sensor networks. As different messages being exchanged in the

network require different security services, a security platform has to be flexible

enough to address all the security needs of different types of communications

while not imposing extra overhead due to redundancies.

Additional to these features, the security framework satisfies the properties that we

described in Section 1, namely data confidentiality, data authentication, semantic security

5The higher the value of t, the higher the time prior to the deletion of master key. The current value of

t = 1000ms as appears in Table 3 is quite appropriate for a very dense network where d = 50 and all of the

nodes are supposed to be able to discover all of their potential neighbors.
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and freshness. Next we describe what approaches have been taken for each of these

properties.

3.2.1. Data Confidentiality

In order to protect the messages being exchanged among the nodes from eavesdropping

by unauthorized parties, appropriate encryption mechanisms are provided. The default

cipher that is used in the implementation of this framework for this purpose is SkipJack,

however, the platform is not bound to use any specific cipher and related settings can be

changed easily by the platform user (the other currently available cipher in the imple-

mentation is RC5).

3.2.2. Data Authentication

Proper message authentication codes (MAC) are used to allow nodes detect any modifi-

cations in received messages. The MAC generation is performed by applying a pseudo-

random function (implemented by a hash function) to the concatenation of the message

and the related established key. The default hash function that is used in the implementa-

tion of L3Sec is MD5. However, related settings can be easily changed to replace it with

any other hash function, such as SHA-1.

Since the already established keys (e.g. pair-wise keys established among the neigh-

bors) are used to generate the message authentication codes, network nodes are able to

verify the authenticity of the received messages. Using this service, unauthorized nodes

will not be able to send legitimate messages into the network. Thus, an access control

service is also provided using generated MACs.

3.2.3. Freshness and Semantic Security

Common defences to protect a network from message replay attacks is to either times-

tamp the messages using some network time synchronization protocol or include a mono-

tonically increasing counter in related messages in order to be able to detect replayed old

messages and reject them.

Providing time synchronization in WSN is usually quite complicated. Moreover, do-

ing it in a secure manner is even more demanding and has to rely on a security platform

like the one we describe here. As a result, in the implementation of L3Sec the increasing

counter approach is used to guarantee the freshness of the messages. However, the mem-

ory cost of having every recipient maintaining a table of the last received counter value

of all of the other nodes is quite high. This is the reason why TinySec, as pointed out by

the authors of its paper, does not provide acceptable security against replay attacks.

As a matter of fact, a complete provision of such a service in link layer is not prac-

tically feasible. This is because information about the network’s topology and commu-

nication patterns seem to be mandatory to provide protection against replay attacks, yet

this information is not available in the link layer. However, having neighbor information

available at the end of the neighbor discovery phase, L3Sec lets each sensor maintain

only the last counter value for its neighbors and not for all nodes. Thus, as a message is

being routed to a specific destination, the counter value is updated on each hop.

The amount of memory needed to keep the neighbors’ counter value is quite small

(for example, if each counter requires 4 bytes, the total amount of memory needed to

keep the counter values in a very dense network where each node has 20 neighbors will

be 80 bytes).
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Figure 7. L3Sec packet format for full security service.

3.2.4. Run-time Composition of Security Services

An approach similar to the one used in SenSec is not appropriate to be used in a general

security framework for WSN, since it provides the highest possible degree of security for

all of the exchanged messages. A more flexible scheme is provided in L3Sec by using

the most significant three bits of the data length field in the packet format as an indicator

of the security service(s) to be used. These three bits are never used by TinyOS, as the

maximum data length in TinyOS is chosen to be 29 bytes (see also TinySec for a similar

approach). Consequently, the provision of this feature comes with no overhead.

Being motivated by TinySec, L3Sec provides run-time composition of security ser-

vices without removing the AM ID or adding extra fields to support integration of ser-

vices. Each one of the higher three bits of data field of the packet stands for a security

service (from higher order bit to the lower: Replay Attack Protection, Access Control

and Integrity, Confidentiality) and setting any bit means that the related service is pro-

vided for that packet. Thus the desired services for different packets can be composed at

runtime.

3.2.5. Protection against Node Capture Attacks

L3Sec is the first link-layer security framework providing acceptable resistance against

node capture attacks. This feature minimizes the effects of compromising a node to the

neighborhood of that node, keeping the rest of the network in a secure state. No assump-

tion about tamper resistance is made. While tamper resistance might be an effective solu-

tion for node capture attacks, it is considered noticeably expensive for the sensor nodes,

which are intended to have low cost.

3.3. Packet Format

We conclude the description of L3Sec by showing how the TinyOS packets should be

modified to support the properties that we mentioned above. Figure 7 shows the fields

included in the packet format in the full security mode.

The Source field of the packet is used to find the appropriate established pair-wise

or broadcast key needed for the security services. Note that TinySec does not use the

Source field when it is set to authentication only (TinySec-Auth) mode. This is because

it assumes that if the attached MAC of a received message is valid then it comes from

an authorized source (note that in TinySec the MAC is derived using a specific global
key shared among all valid nodes, a bad security practice as we explained in Section

1). However, this assumption is not necessary in L3Sec, which uses established keys in

order to resist against node capture attacks. As a result, we must include the Source field

in the packet format.
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Table 4. Operational modes and related settings.

Mode SetBits Omitted Fields Omitted Operations

“RAC” 111 - -

“RA” 110 - Encryption

“RC” 101 MAC MAC

“R” 100 MAC MAC & Encryption

“AC” 011 - Counter Saving

“A” 010 Counter Counter Saving& Encryption

“C” 001 MAC Counter Saving & MAC

“-” 000 All Security Fields All Security Operations

In other related service modes, such as replay attack protection mode, the packet

format contains a counter (Counter). Together with the Source field, this 2 bytes long

counter can be used to avoid IV reuse in CBC encryption mode. In L3Sec, similar to

TinySec, the IV includes the destination address, the active message (AM) type, the data

length, the source address and the counter. The Source||Counter format guarantees that

each node can send 216 messages with the same AM type and the same destination, but

with different IV values. As mentioned, another application of the counter value is its

role in providing resistance against replay attacks.

Finally, the most significant three bits of the data length field indicate the different

major security modes that are provided. These include

1. Authentication, Access Control and Integrity (A). In this mode the Counter field

is not required, but obviously the MAC field is needed.

2. Confidentiality (C). In this mode the Source and Counter fields are used in the

packet format, however receiver nodes do not save the related counter values.

3. Replay Attack Protection (R). Source and Counter fields are also necessary in

this mode, but the counter value of each neighbor is kept.

As we mentioned earlier, these modes can be combined in any variation setting the

corresponding bits. Table 4 shows in more detail the different modes, provided services

and the corresponding bit values.

Conclusion

Reviewing the proposed link-layer security frameworks for sensor networks we saw that

all of them succeed in providing data confidentiality, data authentication and semantic

security following some common approaches. However, what is missing is the provision

of some features that would make them more secure and practical to use. These features

include the resilience to node capture attack and scalability, both of which require that

the framework is tied to an appropriate key management protocol. Another important

feature is flexibility, which allows different types of security services for different types

of communications among nodes. We presented a security framework, namely L3Sec,

which incorporates these features while at the same time it remains energy efficient and

easy to use. Looking into this framework we described how the underlying key manage-

ment scheme should be used and how the TinyOS packet structure should be changed

for such a scheme to provide a complete range of security services and satisfy the afore-

mentioned requirements.
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Abstract. In many sensor applications, the data collected from individual nodes

is aggregated at a base station or host computer. To reduce energy consumption,

many systems also perform in-network aggregation of sensor data at intermediate

nodes enroute to the base station. Most existing aggregation algorithms and sys-

tems do not include any provisions for security, and consequently these systems

are vulnerable to a wide variety of attacks. In particular, compromised nodes can

be used to inject false data that leads to incorrect aggregates being computed at the

base station. We discuss the security vulnerabilities of data aggregation systems,

and present a survey of robust and secure aggregation protocols that are resilient to

false data injection attacks.

Keywords. Sensor networks, aggregation, security

1. Introduction

Sensor networks are increasingly deployed for applications such as wildlife habitat mon-

itoring, forest fire prevention, and military surveillance [19,21,25]. In these applications,

the data collected by sensor nodes from their physical environment needs to be assem-

bled at a host computer or data sink for further analysis. Typically, an aggregate (or sum-

marized) value is computed at the data sink by applying the corresponding aggregate

function, e.g., MAX, COUNT, AVERAGE or MEDIAN to the collected data.

In large sensor networks, computing aggregates in-network, i.e., combining partial

results at intermediate nodes during message routing, significantly reduces the amount

of communication and hence the energy consumed. An approach used by several data

acquisition systems [16,31] for sensor networks is to construct a spanning tree rooted

at the data sink, and then perform in-network aggregation along the tree. Partial results

propagate level-by-level up the tree, with each node awaiting messages from all its chil-

dren before sending a new partial result to its parent. Researchers have designed sev-

eral energy-efficient algorithms [16,28] for computing aggregates using the tree-based

approach.

Tree-based aggregation approaches, however, are not robust to communication

losses which result from node and transmission failures and are relatively common in

sensor networks [16,34,35]. Because each communication failure loses an entire subtree

of readings, a large fraction of sensor readings are potentially unaccounted for at the data

sink, leading to a significant error in the aggregate computed. To address this problem,
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researchers have proposed novel algorithms that work in conjunction with multi-path

routing for computing aggregates in lossy networks [6,18,20]. In particular, a robust and

scalable aggregation framework called Synopsis Diffusion has been proposed for comput-

ing aggregates such as COUNT, SUM, UNIFORM SAMPLE and MOST FREQUENT
ITEMS [18,20].

Unfortunately, none of the above algorithms or systems include any provisions for

security; as a result, they are vulnerable to many attacks that can be launched by unau-

thorized or compromised nodes. To prevent unauthorized nodes from eavesdropping on

or participating in communications between legitimate nodes, we can augment the ag-

gregation and data collection systems with any one of several recently proposed authen-

tication and encryption protocols, e.g., [23,37]. However, securing aggregation systems

against attacks launched by compromised nodes is a much more challenging problem

since standard authentication mechanisms cannot prevent insider attacks launched by a

compromised node.

Compromised nodes can be used to launch a wide variety of insider attacks that dis-

rupt the operation of the sensor application and network [24,22]. In this chapter, how-

ever, we focus on an important class of insider attacks in which the adversary uses com-

promised nodes to inject malicious data into the network within the framework of a data

aggregation system. In particular, we discuss the vulnerabilities of existing data aggre-

gation approaches to such attacks, and present a survey of secure aggregation techniques

that are designed to be resilient to such attacks. We also discuss the closely related prob-

lem of false data injection in sensor networks in general, and describe an approach that

can be used to prevent this attack.

2. Security Challenges

Data acquisition systems for sensor networks can be classified into two broad categories

on the basis of the data collection methodology employed for the application:

Query-based systems In query-based systems, the base station (the data sink) broad-

casts a query to the network and the nodes respond with the relevant information.

Messages from individual nodes are potentially aggregated enroute to the base sta-

tion. Finally, the base station computes one or more aggregate values based on the

messages it has received.

In some applications, queries may be persistent in nature resulting in a continuous

stream of data being relayed to the data sink from the nodes in the network. For

such applications, the query broadcast by the base station specifies a period (re-

ferred to as an epoch); nodes in the network send their readings to the base station

after each epoch.

Event-based systems In event-based applications, such as perimeter surveillance and

biological hazard detection, nodes send a message to the base station station only

when the target event occurs in the area of interest. If multiple reports being relayed

correspond to the same event, they can be combined by an intermediate node on

the route to the base station.

Data acquisition systems can also be categorized based on how sensor data is aggre-

gated. In single-aggregator approaches, aggregation is performed only at the data sink.
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In contrast, hierarchical aggregation approaches make use of in-network aggregation.

Hierarchical aggregation schemes can be further classified into tree-based schemes and

ring-based schemes on the basis of the topology into which nodes are organized.

As discussed in the introduction, most existing data management and acquisition

systems for sensor networks are vulnerable to security attacks launched by malicious

parties. Sensor nodes are often deployed in unattended environments, so they are vulner-

able to physical tampering. Since current sensor nodes lack hardware support for tamper-

resistance, it is relatively easy for an adversary to compromise a node without being de-

tected. The adversary can obtain confidential information (e.g., cryptographic keys) from

the compromised sensor and reprogram it with malicious code. Moreover, the attacker

can replicate the compromised node and deploy the replicas at various strategic locations

in the network [22].

A compromised node can be used to launch a variety of security attacks. These at-

tacks include jamming at the physical or link layer as well as other resource consumption

attacks at higher layers of the network software. Compromised nodes can also be used

to disrupt routing protocols and topology maintenance protocols that are critical to the

operation of the network [14,11]. In this chapter, however, we focus on attacks that target

the data acquisition protocol used by the application. Specifically, we discuss attacks in

which the compromised nodes send malicious data in response to a query (or send false

event reports in event-based systems). By using a few compromised nodes to render sus-

pect the data collected at the sink, an adversary can effectively compromise the integrity

and trustworthiness of the entire sensor network.

In event-based systems, compromised nodes can be used to send false event reports

to the base station with goal of raising false alarms and depleting the energy resources

of the nodes in the network. We refer to this attack as the false data injection attack. In

Section 3, we discuss an approach for filtering the false data injected by malicious nodes.

Similarly, in query-based systems, compromised nodes can be used to inject false

data into the network with the goal of introducing a large error in the aggregate value

computed at the data sink. The aggregate computed by the sink is erroneous in the sense

that it differs from the true value that would have been computed if there were no false

data values included in the computation. Unlike event-based systems, however, in ag-

gregation systems the effectiveness of a false data injection attack depends on both the

aggregate being computed, e.g., MAX or MEDIAN, and whether sensor data is aggregated

enroute to the data sink or only at the data sink, and thus the techniques used for prevent-

ing this attack differ from the techniques used in event-based systems.

In an aggregation system, a compromised node M can corrupt the aggregate value

computed at the sink in four ways. First, M can simply drop aggregation messages that

it is supposed to relay towards the sink. This has the effect of omitting a large fraction

of sensor readings being aggregated. Second, M can alter a message that it is relaying

to the data sink. Third, M can falsify its own sensor reading with the goal of influencing

the aggregate value. Fourth, in systems that use in-network aggregation, M can falsify

the sub-aggregate which it is supposed to compute based on the messages received from

its child nodes.

The first attack in which a compromised node intentionally drops aggregation mes-

sages can substantially deviate the final estimate of the aggregate if tree-based aggrega-

tion algorithms are used. The deviation will be large if the compromised node is located

near the root of the aggregation hierarchy because a large fraction of sensor readings will
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be omitted from being aggregated. Countermeasures against this attack include the use

of multi-path routing and ring-based topologies [20] as well as the use of probabilistic

techniques in the formation of aggregation hierarchies [30].

To prevent the second attack in which a compromised node alters a message being

relayed to the sink, it is necessary for each message to include a message authentication

code (MAC) generated using a key shared exclusively between the originating node and

the sink. This MAC enables the sink to check the integrity of a message, and filter out

messages that have been altered. Hence, the effect of altering a message is no different

from dropping it, and countermeasures such as multi-path routing are needed to mitigate

the effect of this attack.

We refer to the third attack in which a sensor intentionally falsifies its own reading

as the falsified local value attack. This attack is similar to the behavior of nodes with

faulty sensors, and also to the false data injection attack in event-based systems. Poten-

tial countermeasures to this attack include approaches used for fault tolerance such as

majority voting and reputation-based frameworks [12,15]. In Section 4, we discuss how

aggregation schemes can be designed to be resilient to this attack.

The three attacks discussed above apply to both single-aggregator and hierarchical

aggregation systems, whereas the fourth attack applies only to hierarchical aggregation

systems. This attack in which a node falsifies the aggregate value it is relaying to its

parent(s) in the hierarchy is much more difficult to address. We refer to this attack as

the falsified sub-aggregate attack. In Section 5, we discuss two approaches that have

been proposed for resilient hierarchical aggregation that include countermeasures for this

attack.

3. Preventing False Data Injection

As discussed in Section 2, in a false data injection attack, an adversary injects false data

into the network with the goal of deceiving the base station or depleting the energy re-

sources of the relaying nodes. Several researchers [32,33,36] have proposed solutions to

prevent false data injection attacks in sensor networks. Below we briefly discuss the In-

terleaved Hop-by-Hop Authentication scheme proposed by Zhu et al [36] for preventing

false data injection attacks.

Interleaved Hop-by-hop Authentication Protocol

We illustrate the false data injection problem and the proposed solution using the scenario

depicted in Figure 1 where several sensors been deployed in a cluster for monitoring

an area of interest. Events reported by these sensors are relayed to the data collection

sink via a multi-hop path formed by several sensor nodes. For ease of exposition, in the

description below we will assume that a path between the cluster and the data sink has

been established and is stable.

Zhu et al’s authentication scheme has two objectives. First, the data sink should be

able to verify the authenticity of a report. Second, the nodes on the path from the area

of interest to the data sink should be able to filter out false data packets. The scheme is

able to meet these objectives as long as the number of compromised nodes is below a

threshold number, t.
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Figure 1. (a) A scenario in which sensor nodes have been deployed to monitor three areas of interest – the

road, the munitions plant, and the river. (b) A logical view of a sensor network in which nodes v1, v2, v3 and

CH have been deployed in a cluster to monitor an area of interest. The upper and lower association sets of

nodes u1, u2, u3, and u4 are shown for t = 3, where t is the number of compromised nodes that can be

tolerated.

Filtering out false data packets within the network (instead of at the sink) has two

benefits. First, it results in energy savings since false data packets are immediately

dropped instead of being relayed multiple hops to the sink. More importantly, when a

false data packet is detected, it reveals the presence of a compromised node. Even though

it may be not be possible to identify the compromised node, by detecting the false data

close to its origin, it is possible to narrow down the nodes that might be compromised to

a small set at a specific location in the network. This information can then be used while

taking steps to recover from or mitigate the potential disruptions due to the compromise.

Report Verification To verify the validity of a report, the scheme requires that each

report be endorsed by at least t + 1 different sensor nodes. To achieve this goal, the

sensors monitoring the area of interest are organized into a cluster. If several nodes detect

an event of interest, they report the event to the clusterhead, which in turn generates a

report for the sink if at least t + 1 nodes agree on the event. Note, however, that it is

possible that the clusterhead is compromised. Thus, the data sink cannot trust a report

simply because it was generated by the clusterhead. An authentication mechanism is

needed that allows the data sink to verify that the report was endorsed by t + 1 nodes.

Let the event being reported by the nodes in the cluster be E. A straightforward

approach to the problem is for each node endorsing the event to compute a Message

Authentication Code (MAC) on the event E using its individual key (i.e. key shared

exclusively with the data sink) and for the clusterhead to attach t + 1 such MACs to

the report it sends to the data sink. However, this approach would be very expensive in

terms of communication overhead and energy consumption. The solution to this issue

is to compress the t + 1 individual MACs into a single MAC using the bitwise XOR

operation[3]. The report created by the clusterhead then contains the event E, a list of ids

of the endorsing nodes, and the compressed MAC. The data sink can thus validate the

report by verifying the authenticity of the compressed MAC. (Bellare et al have shown

this compression scheme is secure [3].)
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Enroute Filtering Although this approach will allow the data sink to validate a report,

as discussed earlier, it is desirable that a false report be detected as early as possible on

the path from the clusterhead to the data sink. To achieve this goal, Zhu et al propose to

use interleaved hop-by-hop authentication.

The basic idea underlying this scheme is that every node en-route to the data sink

accepts a report received from an upstream node only if it has been verifiably endorsed

by at least t + 1 nodes. The scheme requires every node on the path from the cluster

generating the report to the data sink to have established security associations (i.e., es-

tablished pairwise shared keys) with t + 1 nodes that are immediately upstream from it.

A report is accepted by the node if it has been endorsed by these associated nodes. We

refer to the t + 1 upstream nodes associated with a node as its lower association set. A

node in turn is also in the lower association set of t + 1 downstream nodes on the path

to the sink. We refer to this set of nodes as the node’s upper association set. For nodes

that are less than t hops away from the clusterhead, the nodes in its lower association set

are designated by the clusterhead from among the nodes in the cluster that reported the

event E. (See Figure 1(b)).

To understand how interleaved hop-by-hop authentication works, let us con-

sider a message received by u4 from u3 containing a report of an event E. Let

XMACu4(u3, u2, u1, CH) refer to the compressed MAC created by XORing together

the four MACs computed over E using the pairwise keys shared by u4 with u3, u2, u1

and CH respectively. Then the message received by u4 should have the following t+1 =
4 compressed MACs attached to it – XMACu4(u3, u2, u1, CH), XMACu5(u3, u2, u1),
XMACu6(u3, u2), and XMACu7(u3). Note that XMACu7(u3) is simply the MAC

computed over E using the pairwise key shared between u7 and u3, and that

XMACu4(u3, u2, u1, CH) can be verified by u4 whereas the remaining three XMACs

are destined for nodes u5, u6, and u7 respectively. On receiving a message, if u4 is able

to verify this XMAC, it computes four MACs over E using the pairwise keys it shares

with nodes u5, u6, u7, and DS respectively, i.e., the nodes in its upper association set

U(u4). It then XORs these MACs with the XMACs destined for the nodes in its up-

per association set, i.e., it computes XMACu5(u4, u3, u2, u1), XMACu6(u4, u3, u2),
XMACu7(u4, u3), and XMACDS(u4). It then attaches these XMACs to the event re-

port E and forwards the message to the node u5, which will authenticate the message in

the same way as u4 before forwarding it to u6.

In this manner, at each hop the relaying node can verify if a report is endorsed by

t + 1 other nodes. As long as the number of compromised nodes does not exceed t, the

scheme can detect and filter out false data packets injected into the network within one

hop. The size of a message depends upon the number of XMACs attached to a message

which is equal to t+2, where one of the XMACs is the compressed MAC used by the sink

to verify the authenticity of a report and the remaining t + 1 XMACs correspond to the

XMACs created by the nodes in the receiving node’s lower association set as discussed

above. Each node has to compute 2(t + 1) MACs to verify and authenticate a message.

Given that the energy consumed in computing a MAC is roughly equivalent to that used

in transmitting one byte [36], this is a beneficial trade.
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4. Robust and Secure Single-Aggregator Systems

We now present a survey of secure aggregation techniques proposed for sensor networks.

In this section, we discuss approaches for single-aggregator systems in which only the

data sink performs the aggregation and there is no in-network aggregation.

In these systems, malicious nodes can attempt to corrupt the aggregate computed at

the sink via a falsified local value attack. This attack is similar to the false data injection

attack discussed in the previous section, and at first glance it might appear that techniques

such as interleaved authentication could also be used to prevent this attack. In event-

based systems, however, the nodes monitoring a geographical region simply need to

agree that an event of interest has occurred, and thus techniques such as majority voting

can be used to filter out malicious reports. In applications that use data aggregation, it is

much more difficult and expensive to verify the validity of a sensor reading reported by a

node using majority voting. Instead the techniques used to compute the aggregate at the

sink need to be designed to be resilient to malicious data.

4.1. Resilient Aggregation Functions

Wagner [29] addressed the following question: in a system with a single aggregator node,

which aggregation functions can be securely and meaningfully computed in the presence

of a few compromised nodes? Wagner observed that aggregation functions can be viewed

as statistical estimators. Based on this observation, he introduced a theoretical framework

for modeling the security of data aggregation.

Given a sequence of observations x1, . . . , xn from a known parameterized distribu-

tion p(X | θ), where θ is a hidden parameter, the goal of statistical estimation theory

is to estimate θ as accurately as possible. Let X1, · · · , Xn denote n random variables

that are distributed according to a known parameterized distribution p(X | θ), where the

hidden parameter θ’s distribution is not specified. A parameterized distribution p(X | θ)
is a family of distributions, one for each possible value of θ. For instance, N(θ, 1), the

Gaussian distribution with mean θ and variance 1, is a distribution with parameter θ.

An estimator is an algorithm f : Rn → R, where f(x1, . . . , xn) is intended as

an estimate of some real-valued function of θ. Let the random variable Θ be equal to

f(X1, . . . , Xn). Then,

root mean square (r.m.s.) error (at θ) : rms(f) = E[(Θ − θ)2| θ] 1
2

Note that rms(f) is a function of θ, the underlying parameter. Also, an unbiased estima-

tor is one for which E[Θ| θ] = θ for all θ.

To define a resilient aggregation function, Wagner first defines a k-node attack. A

k-node attack A changes k of the input values X1, . . . , Xn of an aggregation function. In

particular, the attack A is specified by a function τA : Rn → Rn with the property that

the vectors x and τA(x) never differ at more than k positions. We can define the r.m.s.

error associated with A by

rms∗(f, A) = E[(Θ∗ − θ)2|θ] 1
2 where Θ∗ = f(τA(X1, . . . , Xn)).

In the context of resilient aggregation, Θ∗ is a random variable that represents

the aggregate calculated at the base station in the presence of the k-node attack A,
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and rms∗(f, A) is a measure of the inaccuracy of the aggregate after the attack. If

rms∗(f, A) �rms(f ), then the attack has succeeded in noticeably affecting the estimate

of the aggregate. If rms∗(f, A) ≈ rms(f ), the attack has had little or no effect. Wagner

defined

rms∗(f, k) = max {rms∗(f, A) : A is a k node attack},

so that rms∗(f, k) denotes the r.m.s. error of the most powerful k-node attack possible.

Note that rms∗(f, 0) = rms(f). Roughly speaking, we can think of an aggregation

function f as being resilient if rms∗(f, k) grows slowly as a function of k. More for-

mally, an aggregation function f is (k, α)-resilient (with respect to a parameterized dis-

tribution p(X | θ)) if rms∗(f, k) ≤ α · rms(f) where α is a real number. The intuition is

that for small values of α, a (k, α)-resilient function is a function that can be computed

meaningfully and securely in the presence of up to k compromised or malicious nodes.

Wagner also introduces the concept of the breakdown point from robust statistics in

the context of resilient aggregation. The breakdown point is defined as

ε = sup{k

n
: rms∗(f, k) < ∞}

The breakdown point indicates the fraction ε of nodes that can be captured before security

breaks down. If an ε fraction of nodes are compromised, then the r.m.s. error becomes

unbounded, and the adversary attains complete control over the aggregation operation.

For instance, we can easily verify that Sum has breakdown point ε = 0, because any

single compromised node can skew the Sum by an arbitrary amount. Consequently, the

breakdown point is one measure of the security of an aggregation function against the

falsified local value attack. Wagner shows that the breakdown point for aggregates such

as MAXIMUM, MINIMUM and AVERAGE is also 0.

In contrast, COUNT can be shown to be a resilient aggregate. Assuming that the

inputs Xi follow a Bernoulli distribution with parameter θ (i.e. P [Xi = 1| θ] = θ
and P [Xi = 0| θ] = 1 − θ), it can be shown that COUNT is (k, α)-resilient for α =
1 + k.(nθ(1− θ))−

1
2 . Further, the value of α grows slowly with k when n is sufficiently

large.

The aggregate MEDIAN is a robust replacement for Average. Since the median rep-

resents the sensor reading at the midpoint of the sorted list of all the readings, a 1-node

attack can only deviate MEDIAN by one place in the sorted list. In general, after a k-node

attack, MEDIANwill be deviated by at most k places, and when n > 2k, MEDIANwill be

associated with an uncompromised node. Assuming that sensor readings follow a Normal

distribution, it can be proved that MEDIAN is (k, α)-resilient where α = (1+0.101k2)
1
2

for large n. Also, the breakdown point of MEDIAN is 1
2 .

4.1.1. Filtering Outliers

Wagner also recommended the use of outlier filtering techniques such as truncation and

trimming for achieving resilient aggregation. Outliers can be detected and filtered out in

a hop-by-hop fashion or at the base station after the the sensor readings reach the base

station.
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Truncation: One way to make an aggregation function robust to outliers is to place up-

per and lower bounds on the acceptable range of a sensor reading. If we know that valid

sensor readings are usually in the interval [l, u], then we can truncate every input to be

within this range. Given any base aggregation function f , we can construct a truncated

version by applying f to the truncated data values. The truncated aggregate is an im-

provement over the conventional aggregate, but it is not an entirely satisfactory solution.

A wide interval between the upper and lower bounds gives the attacker a great deal of

power, while a narrow interval reduces the utility of the aggregation function.

Trimming: Trimming is a better outlier filtering technique where we ignore the highest

ρ and lowest ρ fraction of the sensor readings, and compute the aggregate using the

remaining readings, where ρ is a security parameter. Intuitively, we might expect this

technique to be fairly robust to outliers, as long as no more than ρ fraction of the sensors

are compromised or faulty.

RANBAR: Buttyan et al [4] proposed a technique called RANBAR for filtering outliers.

RANBAR is based on the use of RANSAC [8], a well-known algorithm used to estimate

the parameters of a mathematical model from a set of observed data which contains

outliers. Buttyan shows that compared to other resilient aggregation functions such as

the trimmed average and the median, RANBAR results in smaller distortion, especially

when a large fraction of nodes are compromised.

4.2. SIA: Handling Malicious Aggregators

In the work described above, it is assumed that the aggregator is not compromised. Przy-

datek et al [26] relaxed this assumption in the design of their secure aggregation frame-

work named Secure Information Aggregation (SIA). SIA considers a sensor network

where a large number of sensors are deployed in an area distant from a home server (i.e.,

a user) and a base station is used as an intermediary between the home server and the

sensor nodes. After sensor nodes send their readings to the base station, the base sta-

tion performs the aggregation task and forwards the result to the home server. The base

station is the only aggregator node in the network.

The goal of SIA is to enable the user to verify that the answer given by the aggregator

in response to a query is a good approximation of the true value even when the aggregator

and some fraction of the sensor nodes are corrupted. In particular, SIA includes efficient

protocols for secure computation of the MEDIAN, AVERAGE, COUNT, MINIMUM and

MAXIMUM aggregates.

SIA is designed to prevent stealthy attacks, where the attacker’s goal is to make the

user accept false aggregation results without being detected. In particular, SIA aims to

guarantee that if the user accepts an aggregation result reported by the aggregator, then

the reported result is close to the true aggregation value with high probability; otherwise,

if the reported value is significantly different from the true value due to the misbehavior

of the compromised aggregator, the user will detect the attack and reject the reported

aggregate with high probability.

The result ŷ reported by the aggregator is said to an ε-approximation of the true

aggregate y if (1 − ε)y ≤ ŷ ≤ (1 + ε)y. In addition to the approximation error ε, which

describes the quality of a reported result, SIA also uses a parameter δ which upper bounds

the probability of not detecting a cheating aggregator (i.e., an aggregator reporting a
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result not within ε bounds). Formally, a protocol is said to an (ε, δ)-approximation, if

the protocol finds an ε-approximation with probability at least 1 − δ, and runs in time

polynomial in 1/ε and 1/(1 − δ).
To achieve its goal, SIA employs an aggregate-commit-prove approach. In this ap-

proach, the aggregator not only performs the aggregation, but also proves that it has

computed the aggregate correctly.

In the first step of this approach, the aggregator collects sensor data from nodes and

computes the aggregation result. In the second step, the aggregator constructs a commit-

ment based on Merkle hash-trees corresponding to the sensor data collected in the first

step. In this construction, all the collected data is placed at the leaves of the tree, and the

aggregator then computes a binary hash tree starting from the leaf nodes; each internal

node in the hash tree is computed as the hash value of the concatenation of the two child

nodes. The root of the tree is called the commitment of the collected data. Because the

hash function in use is collision resistant, once the aggregator commits to the collected

values, it cannot change any of the collected values. In the third step, the aggregator

sends the the home server both the aggregation result and its associated commitment.

The home server and the aggregator engage in an interactive protocol in which the ag-

gregator proves to the home server that the reported results are correct. The interactive

protocol used depends upon the aggregate being computed.

To illustrate the aggregate-commit-prove approach, we now discuss how the

MEDIAN aggregate is securely computed in SIA. First we describe a naive approach for

securely computing MEDIAN, before discussing the more efficient approach used in SIA.

A straightforward approach for estimating the median using sub-linear communica-

tion complexity is random sampling; the user collects a random sample of l measured

values via the base station and considers the median of the sample as an approximation of

the median of all the measurements. Bar-Yossef et al [2] show that l = Ω(1/ε2) samples

are necessary for an ε-approximation of the median.

To reduce the communication overhead, SIA uses an approach based on interactive-

proofs. First, the base station sorts the measurements received from the sensors and com-

mits the measurements using a hash-tree construction. Then, the base station engages

with the home server in an interactive proof session in which the home server verifies the

correctness of the alleged median amed by conducting two tests.

The first test verifies that the committed sequence is indeed sorted. This test can be

performed using Sort-Check-II spot checker from [7] with subsequent uniform sampling

of pairs of neighboring elements, which requires O(log n/ε) samples in total. In the

second test, the home server checks that amed is sufficiently close to the median of the

committed sequence. Here the home server picks 1/ε elements from random positions

in the committed sequence, and checks that elements picked from the left half of the

sequence are smaller than amed, and the elements from the right half are larger than

amed.

Przydatek et al proved that by requesting only O(log n/ε) samples from the base

station, the home server can check whether the reported value is an ε-approximation of

the median, and at the same time guarantee a constant probability of detecting a cheating

aggregator.
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5. Attack-resilient Hierarchical Aggregation

Compared to the single-aggregator scenario, it is far more challenging to design a se-

cure hierarchical aggregation protocol. As discussed in Section 2, the use of in-network

aggregation makes it possible for an adversary to launch a falsified sub-aggregate at-

tack. Recently, several researchers have proposed schemes for attack-resilent hierarchi-

cal data aggregation [30,27,5]. In this section, we describe two approaches for securing

hierarchical aggregation protocols. The first scheme assumes that sensor nodes are orga-

nized in a tree-based hierarchy such as that used in the TAG aggregation framework [16],

whereas the second scheme assumes the use of a ring-based hierarchy such that used in

the Synopsis Diffusion framework [20].

5.1. SDAP

The Secure Hop-by-hop Data Aggregation Protocol (SDAP) [30] is based on the princi-

ples of divide-and-conquer and commit-and-attest. We first present a high level overview

of the protocol.

SDAP uses a novel probabilistic grouping technique to dynamically partition the

nodes in a tree topology into multiple logical groups (subtrees) of similar sizes. An ag-

gregate is computed within each logical group using a standard hop-by-hop aggregation

protocol. The leader of each logical group transmits the group’s aggregate to the base

station, along with a commitment that is generated based on the contributions of each

node in the group. After the base station has collected all the group aggregates, it uses an

outlier detection algorithm to identify groups whose contribution is potentially suspect.

Finally, each group under suspicion participates in an attestation process to prove the cor-

rectness of its group aggregate. The base station discards any suspicious aggregates from

groups that fail the attestation procedure. The final aggregate is calculated over all the

group aggregates that have either passed the outlier detection algorithm or the attestation

procedure.

SDAP assumes that the base station cannot be compromised and that a secure broad-

cast authentication mechanism (e.g., μTESLA [23]) is available. It also assumes that ev-

ery sensor node has an individual secret key shared with the base station. Further, there

is a unique pairwise key shared between each pair of neighboring nodes.

We now discuss the four main phases of SDAP – query dissemination, probabilistic

grouping and data aggregation, suspicious group detection, and group attestation – in

more detail.

Query Dissemination: In the query dissemination phase, the base station broadcasts

the aggregation query message throughout the network. The aggregation tree is also con-

structed in this phase, if it does not already exist. μTESLA is used for authenticating the

broadcast message.

Probabilistic Grouping and Data Aggregation: In this phase, SDAP randomly groups

all the nodes into multiple logical groups and performs aggregation within each group.

Probabilistic grouping is achieved via the selection of the leader node for each group.

Because grouping is a dynamic process, a node will not know in advance whether it will

become a group leader or which group it will belong to.

Group leaders are selected dynamically based on the number of nodes in its sub-tree

that have not yet been grouped (referred to as the node’s count value) and a grouping seed
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Sg . While the grouping seed is included in the broadcast query, each node calculates its

count value based on the count values received from its children during the aggregation

process (as discussed below).

Two functions are used in group leader selection. One is a cryptographically secure

pseudo-random function H that uniformly maps the inputs (the node id and Sg) into the

range of [0, 1); the other is a grouping function Fg that takes the local node’s count value

as the input and outputs a real number between [0, 1]. More specifically, each node, say

x, decides if it is a leader node by checking whether

H(Sg|x) < Fg(c)

where c is the count value of node x. If this inequality is true, node x becomes a leader.

Once a node becomes the leader, all the nodes in its subtree that have not been grouped

yet become members of its group. The function Fg() is constructed such that Fg(c)
increases with the count value c. This ensures that nodes with more descendants have a

higher probability of becoming group leaders.

In SDAP, a node’s aggregation message contains its node id, its count value, and its

aggregate. In addition, each message includes a flag that indicates whether the aggregate

needs to be aggregated further by the nodes enroute to the base station. The pairwise key

shared between each pair of parent and child is used to encrypt the aggregate. Further,

each message includes a message authentication code (MAC) that is computed using the

nodes individual key (shared with the base station).

Data aggregation starts from the leaf nodes. Since a leaf node u does not do any

aggregation, it just sends a packet containing its id, aggregation flag set to ‘0’, its data,

and its count value as ‘1’ to the parent, say v. The above information is encrypted us-

ing the pairwise key Kuv . The message also includes a MAC generated using node u’s

individual key Ku that authenticates the information in the message.

When a non-leaf node v receives an aggregate from a child node, it first checks

the aggregation flag. If the flag is ‘0’, it performs further aggregation; otherwise, the

node directly forwards the packet to its parent node. A non-leaf node aggregates its own

reading with all the aggregates received from child nodes with aggregation flag ‘0’. A

new count is calculated as the sum of the count values in the received aggregates with

flag ‘0’ plus one. The node v checks if it is a group leader using its own id and the new

count as the inputs to the functions Fg() and H . The node v then encrypts the new count

value and aggregation data using the pairwise key shared with its own parent.

Node v’s message also includes a MAC which is calculated over not only the above

fields but also the XOR of the MACs received from its children. In this way, the MAC

computed by a node represents the authentication information of all the nodes contribut-

ing to its aggregate.

Now suppose that a node x has processed the aggregates from its child nodes and

it finds out that it is a group leader. Like any other node, it also computes a new aggre-

gate and appends a corresponding MAC calculated using its individual key shared with

the base station. Unlike other (non-leader) nodes, it encrypts the new aggregate with its

individual key and sets the flag to ‘1’ in its aggregation packet, so that data from this

group will not be aggregated any more enroute to the base station. Note that the MAC

computed by a group leader represents an aggregation commitment, which is used in the

attestation phase of the protocol.
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Determining Suspicious Groups: A compromised node can be expected to forge its

sub-aggregate so that it will have a non-trivial influence on the final result; otherwise

the attack would not gain much. Thus, the aggregate of a group which contains a com-

promised node can be treated as an outlier compared to the aggregates of other groups.

SDAP uses Grubbs’ test [10], also known as the maximum normalized residual test, to

detect outliers. The original Grubb’s test cannot be directly applied for this purpose be-

cause it can handle only univariate data where a group’s aggregate has two dimensions,

the count value and the aggregate being computed. Yang et al modified Grubb’s test so

that it can detect outliers in bivariate data. Groups whose aggregate values are outliers

are considered suspicious, and their aggregates are verified using the attestation process

described below.

Group Attestation: The BS broadcasts an attestation message including the id of the

leader for the group to be attested, a random number Sa, and Sg . Sa is used as the seed

for the attestation and it will determine a unique and verifiable attestation path whereas

Sg is included for identifying the query.

During the attestation process, a physical attestation path between the group leader

and a leaf node in its logical subtree is dynamically formed. After the group leader node

receives the attestation request from the base station, it selects the next hop on the at-

testation path using a probabilistic procedure in which the probability of a child node

to be selected on the path is proportional to its count value reported in the aggregation

phase. A selected child runs the same process to select one of its own children to be on

the attestation path. Recursively, an attestation path between the leader and a leaf node

in the logical group subtree is formed.

Subsequently, each node on the path sends back to the base station its count value

and its own reading. If the node is not a leaf node, its parent also asks its sibling nodes

to send back their count values, sum values, and their MACs.

After the base station decrypts the received data, it first verifies whether the respond-

ing nodes are really the nodes on the attestation path based on Sa, the nodes’ ids, and the

counts. It verifies whether the count value of every node is the sum of its children’s counts

plus one. If this check succeeds, it aggregates the data and reconstructs the aggregation

result of the group to examine whether nodes on the path have forged the aggregation

results in the aggregation phase.

The commit-and-attest technique used by SDAP ensures that once a group has com-

mitted its aggregation result, every node involved in the attestation phase has to report its

original aggregate. Otherwise, the base station will detect the attack by finding the incon-

sistency between the committed aggregate and the reconstructed aggregate. Due to the

probabilistic grouping scheme, an attacker cannot selectively compromise nodes – for

example, making no more than one compromised node appear in the same group. Also,

because the aggregates from all the groups are encrypted, a compromised node cannot

know if its own aggregate will become an outlier after Grubbs’ test is run. Further, a node

cannot know whether it will be selected on the attestation path because the attestation

path is also dynamically selected in a probabilistic fashion.

5.2. Attack-resilient Synopsis Diffusion

Tree-based aggregation approaches are vulnerable to communication losses which result

from node and transmission failures and are relatively common in sensor networks [16,
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34,35]. Because each communication failure loses an entire subtree of readings, a large

fraction of sensor readings are potentially not incorporated in the final aggregate at the

querying node. Although protocols such as SDAP and the resilient aggregation scheme

recently proposed by Chan et al [5] make the tree-based aggregation approach resilient

to malicious data, they remain vulnerable to communication loss.

To address this problem, researchers have proposed the use of multi-path rout-

ing techniques for forwarding sub-aggregates [16]. For aggregates such as MIN and

MAX which are duplicate-insensitive, this approach provides a loss-tolerant solution. For

duplicate-sensitive aggregates such as COUNT and SUM, however, multi-path routing

leads to double-counting of sensor readings, resulting in an incorrect aggregate being

computed. Researchers [6,18,20] have presented novel algorithms that solve the double-

counting problem associated with multi-path approaches. A robust and scalable aggrega-

tion framework called Synopsis Diffusion has been proposed for computing aggregates

such as COUNT, SUM, UNIFORM SAMPLE and MOST FREQUENT ITEMS.

Synopsis Diffusion, however, does not include any provisions for security, and a

compromised node can launch several attacks against this framework which can po-

tentially cause the querier to accept an incorrect result. Roy et al [27] propose attack-

resilient aggregation protocols within the synopsis diffusion framework to compute ag-

gregates such as COUNT and SUM. These secure protocols are developed by augmenting

the original synopsis diffusion algorithms with authentication techniques.

Before discussing Roy et al’s protocol, we provide an overview of synopsis diffu-

sion, and discuss how a compromised node could launch a falsified sub-aggregate attack

against the protocol.

R0

R1

R2

q

CB

A D

Figure 2. Synopsis Diffusion over a rings topology

Synopsis Diffusion There are two primary elements of the synopsis diffusion approach

– the use of a ring-based topology instead of a tree-based topology, and the use of

duplicate-insensitive algorithms for computing aggregates based on Flajolet and Martin’s

algorithm for counting distinct elements in a multi-set [9]. Figure 2 illustrates how this

approach uses a rings topology for aggregation. In the query distribution phase, nodes

form a set of rings around the querying node q based on their distance in hops from q.

During the subsequent query aggregation period, starting in the outermost ring each node

generates a local synopsis s = SG(v) where v is the sensor reading relevant to the query,

and broadcasts it. (Here SG() is a order- and duplicate-insensitive aggregate function.)

A node in ring Ri will receive broadcasts from all the nodes in its range in ring Ri+1.
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It will then combine its own local synopsis with the synopses received from its children

using a synopsis fusion function SF (), and then broadcast the updated synopsis. Thus,

the fused synopses propagate level-by-level until they reach the querying node, who first

combines the received synopses with its local synopsis using SF () and then uses the

synopsis evaluation function SE() to translate the final synopsis to the answer to the

query.

The functions SG(), SF (), and SE() depend upon the target aggregation function.

We now describe synopsis diffusion algorithms for the COUNT aggregate. In the COUNT
algorithm, each node generates a local synopsis which is a bit vector ls of length k >
log n, where n is an upper bound on the nodes in the network. To generate its local

synopsis, each node executes the function CT (X, k) where X is the node’s identifier

and k is the length of ls in bits. CT () can be interpreted as a coin-tossing experiment

(with the random binary hash function h() simulating a fair coin-toss), which returns the

number of coin tosses until the first heads occurs or k + 1 if k tosses have occurred with

no heads occurring. In the local synopsis ls of node X , a single bit i is set to 1, where

i is the output of CT (X, k). Thus ls is a bitmap of the form 0i−11 · · · with probability

2−i.

Algorithm 1 CT (X, k)
i=1;

while i < k + 1 AND h(X, i) = 0 do
i = i + 1;

end while
return i;

For COUNT, the synopsis fusion function SF () is simply the bitwise Boolean OR of

the synopses being combined. Each node fuses its local synopsis ls with the synopses it

receives from its children by computing the bit-wise OR of all the synopses. Let S denote

the final synopsis computed by the querying node by combining all the synopses received

from its children and its local synopsis. We observe that S will be a bitmap of length k
of the form 1r−10 · · ·. The querying node can estimate COUNT from S via the synopsis

evaluation function SE(): if r is the lowest-order bit in S that is 0, the count of nodes

in the network is 2r−1/0.7735. Intuitively, the number of sensor nodes is proportional to

2r−1 since no node has set the rth bit while computing CT (X, k).

Attacks Just as in the case of a tree-based aggregation protocol, a compromised node

can cause the synopsis diffusion algorithms to output an incorrect aggregate by manipu-

lating a sub-aggregate or its own local sensor reading. We now discuss this attack in the

context of the COUNT aggregate.

Since the base station estimates the aggregate based on the lowest-order bit r that is

0 in the final synopsis, a compromised node would need to falsify its own fused synopsis

such that it would affect the value of r. It can accomplish this quite easily by simply

inserting ones in one or more bits in positions j, where r ≤ j ≤ k, in its own fused

synopsis which it broadcasts to its parents. Let r′ be the lowest-order bit that is 0 in the

corrupted synopsis, whereas r is the lowest-order bit that is 0 in the correct synopsis.

Then the base station’s estimate of the aggregate will be larger than the correct estimate

by a factor of 2r′−r. We also observe that even a single node can launch this attack with
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a high rate of success because the use of multi-path routing makes it highly likely that

the falsified synopsis will be propagated to the base station.

On the other hand, it is very hard to launch an attack which results in the aggregate

estimated at the sink being lower than the true estimate. This is because setting a bit in

the falsified synopsis to 0 has no effect if there is another node X that contributes a 1 to

the same position in the fused synopsis. To make this attack a success the attacker has to

compromise all the possible paths from node X to the sink so that X’s 1 cannot reach

the sink, which is hard to achieve.

In the rest of this chapter, we restrict our discussion to the previous attack where the

goal of the attacker is only to increase the estimate. We note that Garofalakis et al [13]

have proposed defenses against attacks aimed at decreasing the aggregate estimated at the

sink. However, their work does not focus on networks with resource-constrained nodes.

Their approach assumes the use of digital signatures and does not consider the use of

multi-path routing by the aggregation system.

ARSD Roy et al [27] propose attack-resilient aggregation protocols within the synopsis

diffusion framework to compute aggregates such as COUNT and SUM. These protocols

enable the base station to detect the attack and to filter out the false data injected by the

attacker so that the estimate of the aggregate is not affected.

In the Attack-Resilient Synopsis Diffusion (ARSD) protocol, a subset of the nodes

responding to a query include along with their synopses a message authentication code

(MAC) that can be used by the base station to verify the validity of their contribution to

the aggregate function. The key observations behind the design of ARSD are that:

• In order to derive the correct estimate of the aggregate (COUNT or SUM) from the

final synopsis (say S) computed at the base station, it is only necessary to figure

out the correct lowest order bit (say r) in S that is 0.

• The number of nodes contributing a 1 to bit j decreases as we move from the

lowest order bit (j = 1) to higher order bits of the synopsis. For example, in the

case of COUNT, on average, half the nodes in the network will contribute to the

leftmost bit of the synopsis, one-fourth of the nodes contribute to the second bit

of the synopsis, and so on.

Thus, it is expected that only a small number of nodes will contribute to the bits

around the expected value of r; the expected number of nodes that contribute to bits i,
where r < i ≤ k in the synopsis (k is the length of the synopsis) is very small. In fact, it

can be showed that expected number of nodes contributing to the bits to the right of bit r
is less than 1/φ ≈ 1.29. In this approach, nodes contributing to bit i, i ≥ r − 2 include

along with its response to an aggregation query a MAC computed using a pairwise key

shared exclusively with the base station. These MACs enable the base station to verify

the computed aggregate and to filter out the contributions of the falsified sub-aggregates

injected by the compromised nodes.

To design the attack-resilient COUNT protocol, two issues need to be addressed.

First, since a node cannot locally determine the position of bit r in the final synopsis,

the base station needs to specify a global criterion which determines if a node needs to

include a MAC along with its synopsis. Second, this criterion should be designed so that

the number of such nodes who include a MAC is minimized.

Roy et al [27] present two approaches to address these issues. In the basic approach,

it is assumed that the base station has an estimate of the lower bound and the upper
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bound of Count which are denoted by lc and uc respectively. Based upon these bounds,

the base station knows that bit r will lie between a and b, which are the bit positions

in the synopsis S corresponding to lc and uc respectively, i.e., a = log2 (φlc)� and

b = �log2 (φuc)�. Thus, there is no need for the base station to verify the bits to the left

of a; only nodes contributing to bits in the range a to b need to prove to the base station

that their contribution to the synopsis S is valid.

The collection of bits in the range a to b in synopsis S is referred to as the synopsis-
edge. It is easy to see that the length of the synopsis-edge is (�log2(uc

lc
)� + 1) bits. If

we denote the number of nodes contributing to the synopsis-edge by η, then, by the

properties of the COUNT synopsis, η ≤ (uc

2a + . . . + uc

2b ) ≈ 1
φ · ( 2uc

lc
− 1).

Thus, in the basic protocol, each node checks whether it contributes to the synopsis-

edge, and if so, it generates a MAC and forwards the MAC along with its fused synop-

sis. Specifically, if node X contributes to bit i in the synopsis-edge, it generates a MAC,

M = MAC(KX ,m) over the message m whose format is [X|i]. After the base station

receives the MAC, it checks its validity by executing the synopsis generation function

SG() with the inputs for node X . If the verification fails, the contribution of X is dis-

carded. The bits in the synopsis-edge for which the base station has not received a valid

MAC are reset to 0. The bits at positions to the left of the synopsis-edge are set to 1.

Finally, the base station computes the COUNT aggregate using the synopsis evaluation

function SE().
Although a compromised node can falsely set some bits in its local fused synopsis,

the base station will be able to discard them by verifying the corresponding MACs. This

implies that the attacker cannot falsely increase the COUNT. On the other hand, the at-

tacker may attempt to decrease the estimated COUNT by dropping a genuine MAC (or by

corrupting a genuine MAC) sent by a contributing node, but the genuine MAC is likely

to reach base station via an alternate path. If base station receives at least one valid MAC

for each 1 bit in the synopsis-edge, then base station obtains the true estimate of COUNT.

The basic protocol outlined is not scalable if the ratio of the upper bound (uc) of

COUNT to the lower bound (lc) is high, because in the worst case a node has to forward
1
φ · (2uc

lc
− 1) MACs. To address this problem, Roy et al propose another protocol which

results in lower communication overhead at the expense of greater latency.

In the extended protocol, the synopsis is computed by a sliding window approach

where the aggregation phase is divided into multiple epochs. Starting at the rightmost

bit k, the extended protocol proceed from right to left within the synopsis S using a

bit window of w bits. In each epoch, only the nodes that contribute a 1 to the bits in S
corresponding to the current position of the window, send MACs to the base station that

can be used to verify their contribution to S. In other words, in the first epoch, only nodes

that contribute a 1 to bits k to k − w + 1 respond to the query. In epoch two, nodes that

contribute to bits between k − w and k − 2w + 1 respond, and so on.

The algorithm terminates when the base station has determined that the remaining

bits of S to the left of the current window are likely to be 1 with high probability. Once the

base station determines that the algorithm can terminate it broadcasts a STOP message

to the network to announce the end of the iterative aggregation procedure.

Roy et al show via analysis and simulation that the iterative procedure outlined

above has low communication overhead in comparison to the basic protocol. They also

show that this algorithm results in the same estimate as the original synopsis diffusion
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approach when there are no compromised nodes, while providing additional resilience

in the presence of compromised nodes.

6. Conclusions

In this chapter, we have discussed the security vulnerabilities of data aggregation proto-

cols for sensor networks. We also presented a survey of secure and resilient aggregation

protocols for both single-aggregator and hierarchical systems.

A number of challenges remain in the area of secure aggregation for sensor net-

works. Secure tree-based aggregation protocols [30,5] remain vulnerable to message

losses either due to node failure or compromised nodes. The performance and security

tradeoffs between resilient tree-based approaches and multi-path approaches such as At-

tack Resilient Synopsis Diffusion [27] have yet to be explored. The research community

is yet to design a secure aggregation protocol for computing holistic aggregates such as

Order-statistics and Most Frequent Items. Finally, many data acquisition systems use per-

sistent queries in which nodes periodically send readings to the sink resulting in streams

or flows of sensor data [17,1]. These systems make extensive use of data aggregation.

Issues in securing such sensor data streaming applications remain to be investigated.
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Abstract. While sensor networks provide the opportunity for sophisticated,

context-aware services, privacy concerns can seriously affect user acceptance and

become a barrier to their long-term successful deployment. This chapter discusses

privacy issues in sensor networks, by identifying the requirements for privacy pre-

serving deployments, analysing the challenges faced when designing them, and

discussing the main solutions that have been proposed. Privacy can be addressed in

different levels of the network stack and at different points of the information flow.

The privacy requirements and the mechanisms that address them are categorised

into privacy sensitive information gathering schemes, controlled information dis-

closure approaches, and mechanisms for the protection of the communications con-

text. The separate discussion of the approaches highlights the diverse privacy as-

pects that they are focused on, and shows how the approaches can be viewed as

complementary to fulfill the complete spectrum of sensor networks’ privacy needs.

Keywords. privacy, anonymity, sensor networks

Introduction

In the forthcoming era of ubiquitous computing, sensor networks are expected to have a

significant impact by providing timely and accurate data to new classes of context aware

monitoring applications. Because of the increased data collection capabilities that large

scale sensor network deployments can offer, they are not only envisioned to be globally

deployed for commercial, scientific or military purposes, but also to be integrated into

our daily lives, providing context rich information for highly sophisticated services. The

deployment of pervasive sensing environments that contain numerous almost invisible

sensors that constantly monitor their surroundings, collect, process and communicate

a variety of information, inevitably causes concerns related to their potential of abuse

and the risks they impose to the privacy of individuals. The potential risks are aggra-

vated by the fact that different types of sensor networks may be deployed for different

purposes, others being trusted, for example subscription based sensor networks offering

health services, others being partially trusted, like these deployed for customer assistance

in shopping malls, and others untrusted, like surveillance networks the users might be

completely unaware of. Even sensor networks initially deployed for legitimate purposes

Wireless Sensor Network Security
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may be abused or violated. Historically, it is believed that as surveillance technology has

become cheaper and more effective, it has been increasingly used for privacy abuses [1].

As for any ubiquitous computing technology, privacy concerns need to be addressed

in order to gain user acceptance in the long term. In order to preserve privacy, one primar-

ily has to ensure that sensed information is confined to the sensor network and is accessi-

ble only to authorised parties, with the individuals being empowered to control how their

personal information is obtained, processed, distributed, and used by any other entity.

The notion of privacy is related more to controlling disclosure of personal information

in exchange of some perceived benefit, than to ensuring complete secrecy or anonymity.

The fact that the perceived benefit and the purpose of data collection are the main deter-

minants of personal data disclosure decisions has been verified by experimental studies

on the value that individuals assign to location information [2].

However, the infrastructureless nature of sensor networks, the computational capa-

bility limitations of sensor nodes, and the fact that in-network data aggregation opera-

tions are performed, are only some of the challenges that the designers of privacy pre-

serving sensor networks face. Moreover, an issue that must be taken into consideration

during the design of realistic security mechanisms is that security services do not provide

core network functionality, and, being supportive services, they impose reasonable com-

putational overhead. Existing privacy solutions, like these suggested for internet com-

munications, are not considered feasible for the resource-constrained sensors. Moreover,

since they mostly focus on protecting the contextual aspects of the communications, they

can not fulfill the complete spectrum of the sensor networks’ privacy requirements, that

also includes issues such as controlled information gathering and aggregation, and pri-

vacy sensitive disclosure of information of varying levels of detail.

This paper is structured as follows: In Section 1 the privacy requirements of sen-

sor networks are identified and discussed. Section 2 outlines the mechanisms that have

been proposed to meet these requirements for traditional networks. Section 3 discusses

why these mechanisms are inapplicable in sensor networks, by outlining the main con-

straints that apply and the challenges confronted. The solutions that have been proposed

for sensor networks and correspond to each of the identified requirements are then cate-

gorised and discussed in Sections 4, 5, and 6. The paper concludes with some remarks

in Section 7.

1. Privacy Requirements

Preserving the privacy of the individuals that act within an information system generally

entails keeping their personal information confidential and accessible only to authorised

parties. The narrow perception of privacy as secrecy and access control, however, can not

cover the wide range of issues that fall under the notion. Especially in the case of sensor

networks, privacy can be addressed at multiple levels of the network stack and at different

points of the sensed information flow, depending on issues such as which entities can be

perceived as trusted by the users, and what the architectural and technological limitations

of each deployment are.

The privacy requirements of sensor networks are separately discussed in two dimen-

sions: the application and service privacy requirements as they are identified from the

user’s perspective, and the requirements as they apply to the design of privacy preserving
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sensor networks. Although specific design level privacy requirements depend both on

the application space of a sensor network, which determines the sensitivity of the col-

lected and communicated information, and the users’ preferences, roles and level of trust

to the service provider, strong privacy will be achieved by designing a sensor network

so that the requirements discussed in Section 1.1 are satisfied. The requirements in the

application and service dimension, which are mainly related to anonymity and location

privacy, are discussed separately in Section 1.2. The discussion of the solutions that have

been proposed for sensor networks in the subsequent sections corresponds to the cate-

gorisation of requirements in the design dimension since, once these are addressed, the

application and service level privacy requirements are fulfilled as a result.

1.1. Requirements for the Design of Privacy Preserving Sensor Networks

For sensor network deployments to be privacy preserving, one has to ensure that the

sensed data is protected from disclosure both to adversaries and to illegitimate service

providers. The fist two requirements below address the issue of how the data should be

communicated in the network so that it is protected from eavesdroppers, while the next

two address what data should be collected and released to data requestors so that the

privacy of the individuals is preserved.

Confidentiality of the sensed data As for all privacy preserving systems, data confi-

dentiality must be ensured through message encryption. Encryption is the typical

defence against eavesdropping, and the only method for preserving the confiden-

tiality of the content of exchanged messages. For sensor networks this requirement

becomes even more crucial, because an outsider can induce information by corre-

lating the results reported from multiple sensors surrounding an individual. More-

over, because of the in-network data aggregation operations, data of different gran-

ularity and sensitivity with respect to the user’s privacy is being communicated

and needs to be protected 1.

Protection of the communications context Ensuring the confidentiality of the mes-

sages’ content does not always suffice, since an adversary might induce sensitive

information by observing the communications’ contextual data, especially since

they can be correlated with prior information about the people and the physical

locations that are being monitored by a set of sensors. For example, the disclosure

of both spatial and temporal data through traffic analysis, may allow tracking the

relative or actual -through correlation with prior knowledge- location of the mo-

bile sensor nodes that might be carried by users, which would constitute a serious

privacy breach. Independently of what encryption scheme is being used, the cipher

texts should not allow induction of any information related to their context. The

information that can be considered sensitive is the network identity of the com-

municating parties, the frequency of the communications, the traffic patterns, the

size of the messages and the location and time at which the sensor’s measurements

are being sent. Especially for the identities of the communicating parties, multiple

levels of protection can be identified: sender, recipient, or mutual anonymity per-

1Protecting data confidentiality is a standard network security issue, that also has to be addressed to provide

and will not be discussed further in this chapter.

privacy. Encryption schemes for sensor networks are the focus of Chapters 3  (Symmetric  Primitives)  and
4 (Public-key Primitives),
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tains to protecting the identity of the source, the destination, or both nodes, while

sender and recipient unlinkability protects the relation of the nodes from inference

by third parties. Techniques like timestamping, padding, using serial numbers, or

frequent key redistribution can be used so that the communicated cipher texts do

not reveal information through their similarity or size. However, protecting the

traffic patterns within the network and the identities of the nodes is not trivial, as

it requires interference with the routing protocol.

Privacy Sensitive Information Disclosure In a setting with multiple data collectors,

with varying levels of trust associated to them by each user, that offer a variety of

services in exchange of information, users need to be empowered to reject, accept

or negotiate the release of private data. Empowering sensor network users to con-

trol the level of information privacy according to the context, their role and com-

munication partner mainly entails two actions: First, mechanisms should be pro-

vided to allow users to define their privacy preferences and to inform them what

privacy policies are being announced by data requestors. Second, having provided

the users with access to information about the service provider, the service offered

and the purpose of data collection, mechanisms that enable the enforcement of

their preferences would allow them to control the disclosure of their personal data,

its level of detail, and the pseudonym utilised. The issues that thus mainly need

to be addressed are related to data access control, data granularity control, and

protection from inference through information correlation. The issue of context

awareness for the release decisions is also crucial. It has been argued, for example,

that the system needs to support special exceptions for emergencies in crisis sit-

uations, where safety outweighs privacy needs [3]. Moreover, the enforcement of

privacy preferences should be made transparently and with minimal user interac-

tion demands for the system to be non-intrusive. The contolled information disclo-

sure requirement can be addressed in the middleware and application layer, since

it is related to the content of the messages, as opposed to the previous requirement

about the context of the communications. For this requirement to be satisfied, one

has to be assume that users trust the entities and devices up to the level where the

privacy preferences can be enforced.

Privacy Sensitive Information Gathering Sensor network deployments can not be

considered privacy sensitive unless two conditions are fulfilled: First, mechanisms

should be provided for the notification of individuals within the sensing areas. Sec-

ond, data collection should be restricted to the minimum required level for the ser-

vices to be provided. User’s notice and choice mechanisms address the first issue

by providing awareness of data collection and requiring user consent. A first step

towards addressing the second issue is restricting the network’s ability to gather

data at a detail level that could compromise privacy [4], for example through de-

personalising the results reported by sensors or through applying discrete informa-

tion flows instead of continuous, when continuous data is not required by the ap-

plications. This requirement is more proactive than the previous one, in the sense

that it protects user privacy at the point of information capture, before any data re-

lease decisions are made. For this requirement to be satisfied, it has to be assumed

that users trust only the sensor network that collects the data.
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1.2. Application and Service Level Privacy Requirements

While many applications that sensor networks can support shall require the identifica-

tion of users in order to provide some services, others will only require anonymised or

pseudonymised data. Examples of the first case are medical applications gathering data

from body sensor networks that monitor the vital functions of patients in hospitals, while

examples of the second case are applications for traffic monitoring that gather data from

environmental and vehicular sensor networks in order to extract traffic statistics. Provid-

ing support for anonymous data is an essential requirement in the application and service

dimension, that can be addressed in multiple levels of the design requirements categori-

sation: The context of the communications needs to be protected in order to avoid the

disclosure of the network identities of the user-carried devices, since this would allow

adversaries monitoring network traffic and having some prior knowledge to correlate the

network identities with the actual user identities. Privacy sensitive information disclosure

mechanisms need to be provided for the data to be pseudonymised or anonymised be-

fore being released to applications that do not require user identification. Finally, privacy

sensitive information gathering schemes could be applied to depersonalise the results

reported by sensors during the data aggregation process.

Independently of how it is addressed, the anonymity requirement is set to allow indi-

viduals to use the network services, while protecting their identity both from adversaries

and from data requestors. Anonymity can be defined [5] as the state of not being identi-

fiable within a set of subjects, called the anonymity set, which is the set of all possible

subjects who might cause an action. The size of the anonymity set can thus be used as

a naive degree of anonymity, i.e., the degree of how indistinguishable the users remain

within their anonymity set. It is however been argued that "‘Anonymity is the stronger,

the larger the respective anonymity set is and the more evenly distributed the sending or

receiving, respectively, of the subjects within that set is"’ [6]. The degree of anonymity

depends not only on the size of the anonymity set, but also on the distribution of proba-

bilities that an observer can assign to the entities within the set for causing particular ac-

tions or for assuming particular roles. For example, an adversary observing anonymised

network traffic could assign probabilities to each sender as being the originator of the

message, based on the information that the system leaks, through traffic analysis, tim-

ing or message length attacks [7]. In order to accurately quantify anonymity, metrics

based on entropy have been proposed [7,8], that take into account the probabilities that

observers can assign to different members of the anonymity set.

For legitimate network services that require user identification, the identity of the

user can be secretly shared between him and the service provider through the use of

pseudonyms. The scope of pseudonyms may differ according to the context of their

use, providing different strength of long-term linkability [5]. A static person pseudonym

would be the weakest, while the establishment of transaction pseudonyms can be used to

achieve strong unlinkability. A role-relationship pseudonym, different for each service

provider and user role is an intermediate case that would protect against identity infor-

mation correlation on the service provider’s side. However, even if data is anonymised

or pseudonyms are being used, each user’s anonymity depends on his anonymity set: if

it shrinks, his identity can be disclosed. A solution would be to use, together with the

anonymity mechanisms, dummy traffic or background noise [9].

Another requirement in the application and service dimension is the one of location
privacy. Location is considered as sensitive information both because the unauthorised
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access to information related to the actual or relative locations of users constitutes a seri-

ous privacy breach, and because accurate location information enables the correlation of

network with actual user identities. Location information can be captured either by the

located object itself by using some positioning technology like GPS, or by some external

entity like a wireless network operator, using techniques such as signal triangulation. In

the case of smart vehicles, for example, location information can be captured using the

roadside infrastructure through distance bounding and multilateration [10]. Location in-

formation can also be captured through environmental sensor networks that monitor the

presence of individuals in particular locations. Independently of the localisation technol-

ogy utilised, location information is reported by the entity that captured it, called loca-

tion information provider, to some provider of location based services. These services

can either be user-initiated, like tourist information services that report the areas of in-

terest around the user, or continuous location tracking services, where the users’ loca-

tion is frequently reported, as in the case of traffic monitoring applications. Location pri-

vacy concerns are more related to the case of location tracking services, where location

information discloses the user’s movements.

Similarly to the anonymity requirements, location privacy can be addressed at multi-

ple levels: The context of the communications can be protected in order to avoid location

tracking from adversaries that monitor the network traffic and can identify the messages

transmitted by user-carried devices. Privacy sensitive information disclosure mechanisms

can ensure that the external service providers receive data of an accuracy level that is in

accordance with the user’s preferences. Finally, privacy sensitive information gathering

schemes can be used both to notify the users within sensing areas, and to ensure that the

level of detail of the captured location information is the minimum required.

2. Privacy Protection Mechanisms for Traditional Networks

There exist significant differences between the privacy requirements identified for ubiq-

uitous computing and sensor networking, and the privacy requirements for the case of in-

ternet, mail and telephony technologies applied to traditional wired networks . The most

important privacy risks in online transactions are these related to the context of the com-

munications, and more specifically to the anonymity of the clients and to the unlinkabil-

ity of requests. The mechanisms that have been proposed for enhancing web privacy [11]

are focused on protecting the contextual aspects of communications, and on enabling

informed and controlled online interactions through the enforcement of privacy policies.

Although most approaches proposed for traditional networks are considered inapplica-

ble in the case of sensor networks for the reasons that are later explained in Section 3,

many privacy schemes and mechanisms for sensor networks have borrowed aspects or

are designed as lightweight versions of these.

The World-Wide-Web Consortium’s Platform for Privacy Preferences Project (P3P)
provides a framework for enabling users to apply preferences over privacy policies of

web sites and online services, that may describe why and what data is being collected, by

and for which entity. P3P allows the encoding of privacy policies into machine-readable

XML, and enables automated processing and decision making based on personal privacy

preferences expressed using a machine-readable preference language such as APPEL. It

can be considered as a protocol for exchanging structured data: it includes specification
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of both syntax and semantics for describing privacy policies and preferences, and of the

mechanisms for users agents to get access to the announced privacy policies. It is how-

ever more of a privacy enabler than a privacy enforcer, since it does not enforce privacy

or anonymity through technology, but relies on the trustworthiness of organisations to

comply with the privacy policies they announce. It thus acts as complementary to other

web anonymity tools and protocols.

Approaches that address privacy and anonymity issues for the contextual aspects of

communications either interpose an intermediary between the sender and the receiver to

provide sender anonymity, or use a network of intermediate nodes, which can protect

both the server and the receiver identities from eavesdroppers. An example of the first

category is the Anonymizer web anonymity tool, where a web proxy or a group of proxies

act as intermediaries, receive the web requests from users and filter the client identifica-

tion information from the request headers before forwarding to web servers. The identi-

ties of the clients are not revealed to the web servers, but only to the Anonymizer service,

which is the only component that needs to be trusted. Although Anonymizer is effective

in hiding the user identity from the web server, this does not apply for eavesdroppers that

may monitor the traffic between the user machine and the Anonymizer server.

The first approach in the second category introduced the concept of MIXes [12] to

address the anonymity and untraceability issues for email communications in the pres-

ence of eavesdroppers performing traffic analysis. The basic idea of this approach is that

each message is sent over a series of independent servers, called mixes. Each mix col-

lects a number of messages from multiple sources, performs cryptographic transforma-

tions on them to change their outlook, and forwards them in a random order to the next

destination, so that eavesdroppers cannot link incoming messages to outgoing messages.

ISDN-MIXes [9] were proposed as an extension of the basic mix approach, where the

use of mixes is combined with dummy traffic and with broadcasting of the encrypted

incoming messages.

The onion routing scheme [13] is also a mix-based approach, where during an ini-

tialisation phase the sender determines the message route path to the destination through

a series of onion routers. Encrypted routing information is repeatedly added to the pay-

load, so that the message finally transmitted is an onion consisting of several layers of en-

cryption that are stripped off by the onion routers as it traverses the path. Because of the

onion structure, each router in the path can only determine the previous and next hop, so

the identities of the communicating parties are protected. Onion routers also act as mixes,

to make the path untraceable not only by intermediate routers but also by eavesdroppers.

An alternative approach to protecting anonymity is the Crowds protocol [14], which

is based on the concept that any member of a crowd can remain anonymous if his actions

are indistinguishable from the actions of other members of the crowd. Like the other

approaches, Crowds uses a set of intermediaries, called jondos, logically positioned be-

tween the sender and the receiver. The routing path is not determined by the sender, as in

Onion Routing, but randomly chosen at each hop that the message traverses. Moreover,

the message remains the same along all hops of the path, so that no jondo can distinguish

whether the previous hop in the path was the sender or a forwarding node. Once a path

is established, it is used for all communications between the source and destination, with

each jondo communicating with its predecessor or successor on the path. The Hordes
protocol [15] similarly uses multiple jondos to anonymously route a message toward the

receiver. Instead of using the reverse path of the request, Hordes routes the replies back
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to the sender through multicasting. Except from ensuring sender anonymity, this allows

the use of the shortest reverse path, thus reducing the communication latency.

An evaluation of these anonymisation approaches with respect to their architec-

ture, operational principles and vulnerabilities is presented in [11]. Overall, it is consid-

ered that the better the level of anonymity protection, the greater the overhead latencies.

Crowds is considered less expensive than Onion Routing as it does not require complex

cryptographic operations, such as multi-layer encryption. Hordes incurs lower overheads

despite the fact that it uses the same mechanisms as Crowds, since Hordes’ members do

not perform any complex tasks during the backward routing procedure. The anonymity

properties of these approaches in the presence of compromised nodes have been studied

in [16]. It was found that the probability that the true identity of a sender is discovered

might not always decrease as the length of communication path increases, and that the

complexity of the path topology does not significantly affect this probability.

3. Challenges in Protecting Privacy in Sensor Networks

While several privacy mechanisms, tools and applications have been proposed to enhance

privacy and anonymity in traditional networks, these solutions can not be directly applied

to the case of sensor networks. Their inherent properties at the node, network and data

level pose challenges that are unique in the networks security area. The following issues

are usually encountered when designing architectures, schemes and mechanisms that aim

to protect, among others, the privacy of the network’s users [17]:

Sensor node capabilities Sensor nodes are designed to be small and inexpensive and are

thus constrained regarding their energy, memory, computation and communication

capabilities. Due to their severe energy limitations, the number of transmissions

required for each message to reach its destination has to be minimised. Routing

schemes for sensor networks are thus designed to optimise the multihop path se-

lection, as opposed to the mix-based approaches that randomise the path from the

source to the destination to achieve untraceability. Moreover, the capabilities of the

nodes pose limitations on the range of cryptographic primitives they can support.

Traditional public key cryptography is considered unrealistic for sensor networks

[18]. Techniques like onion routing, which relies on extensive asymmetric encryp-

tion operations for the construction of the onion using layers of encryption that

intermediate nodes can strip off using their private key, would impose high com-

putational overhead to all nodes in each path. The use of dummy traffic or back-

ground noise, that has been proposed as an extension to the MIX approach in order

to achieve indistinguishability [9], would exhaust the energy supplies of the sensor

nodes. Overall, the privacy mechanisms that require either extensive encryption

operations or additional network traffic because of the message routing strategies

they include, incur overheads that are prohibitive for use in resource constrained

sensor nodes.

Communication issues The wireless nature of sensor network communications and the

standardised communication technologies that are employed makes it even more

challenging to satisfy most of the set requirements, as the wireless medium ex-

poses information about the network traffic. Sensor networks are more vulnera-
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ble to eavesdropping and traffic analysis attacks, since an adversary does not need

to gain physical access to the networking infrastructure. Moreover, in the gen-

eral case, sensor networks are infrastructureless and dynamic. The lack of central

servers and static base stations, the dynamically changing network topology, the

possibility of addition or deletion of sensor nodes through all stages of their life

cycle, all combined with the scale of the deployments (hundreds or thousands of

sensor nodes), set strict requirements on the privacy schemes that can be used: they

need to be distributed, flexible, scalable, and cooperative. Privacy schemes that

require some designated proxy to protect the anonymity of the source nodes, like

Anonymizer, can not be directly applied. Privacy policies negotiation schemes like

P3P require the existence of network nodes that make privacy reference files and

privacy policies available, but for sensor networks the availability of such nodes

can not be guaranteed. The lack of centralised host relationships and the trans-

mission range limitations also affects the routing mechanisms of the data packets,

that will typically follow multi hop routes before arriving at their final destination.

The trustworthiness of the intermediate nodes of each path can not be guaranteed

a priori.

Data handling In order to minimise communication overheads, large streams of data are

converted to aggregated information within the sensor network by data aggregator

nodes. The fact that in-network processing is performed sets additional security re-

quirements for node-to-aggregator node communication. In traditional networks,

where each node communicates with some base station, most data and identity

confidentiality requirements can be satisfied by end to end encryption and the use

of pseudonyms. In sensor networks, however, for data aggregation purposes, in-

termediate node authentication will be required. Moreover, possibly untrusted ag-

gregator nodes gain access to large streams of data that may be sensitive. The in-

creased complexity in the flow of information makes it challenging to enforce pri-

vacy sensitive data gathering mechanisms. Issues related to how user pseudonyms

can be handled in the presence of aggregator nodes, and which raw or aggregated

data can be anonymised at each point within the network, also need to be resolved.

Although most privacy protection schemes are considered unsuitable for sensor net-

works because of these characteristics and constraints, they are not entirely rejected.

Similar architectures and mechanisms have been proposed for sensor networks that intro-

duce modifications and adjustments to the basic schemes in order to be more lightweight

and less dependent on fixed infrastructures. For example, network identity privacy ap-

proaches borrow aspects from schemes like Crowds, while being designed to be more

targeted for ad hoc and sensor networks. Privacy policy enforcement schemes use modi-

fied versions of P3P policies, while adjusting the privacy negotiation protocols to fit the

decentralised nature of sensor networks. As discussed in the next sections, many basic

aspects for protecting privacy are borrowed from traditional networks and adjusted to fit

the case of sensor networks.

4. Protection of the Communication Context

The messages communicated in a sensor network, independently of their content or of

the encryption scheme that is being used, should not allow induction of information re-
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lated to their context by adversaries that can overhear them. Techniques like message

timestamping, padding, using serial numbers, or frequent key redistribution can be used

so that the communicated cipher texts do not reveal information through their similarity

or size. Examples of other contextual information surrounding sensor nodes that could

be derived are the location or the time of measurements. In many scenarios, this informa-

tion is considered sensitive and needs to be protected. In remote monitoring applications

where sensing devices are used to track assets of significant value, it would be necessary

to avoid the disclosure of their locations to malicious entities. In military applications

where wearable sensors are being used in order to securely monitor the status of soldiers,

it would be crucial to avoid the disclosure of their movements to the enemy that might

monitor the wireless communications.

However, protecting the traffic patterns within the network, which include the net-

work identities and the relative locations of the sender of data packets, is not trivial, as

it requires interference with the routing protocols. The solutions that are presented in

this section aim to obscure the communication traffic patterns from adversaries through

routing strategies that either protect the source location or the network identities from

communication traffic observers.

4.1. Source Location Privacy

In the general case of large scale sensor networks, messages will follow multihop routes

from the source node to the destination. The shared wireless medium makes it feasi-

ble for traffic observers to identify the origins of radio transmissions within their range

through the use of localisation techniques. If the network traffic for a given time period

can be correlated to distinguishable sources, a mobile observer can perform hop by hop

traceback to the source node of each communication. The worst case scenario for pre-

serving source location privacy is when there is traffic only from a single source in a net-

work, like in the Panda-Hunter problem presented in Section 4.1.1. The routing protocols

that are analysed in Section 4.1.3 aim to suppress the adversary’s ability to successfully

traceback the location of the message source node.

4.1.1. The Panda-Hunter Problem

The Panda-Hunter problem [19] pertains to how to enable monitoring of pandas through

detection sensor nodes that have been spread over a sensing field, without exposing the

location of the pandas to hunters. For simplicity, it is assumed that there is a single sink

node for collecting the data and a single panda in the sensing field, that is detected by a

single stationary source node each time. When the presence of a panda is detected, the

corresponding source node P will start reporting data periodically to the sink node S
through multihop routes. It is assumed that the messages are encrypted.

The adversary in this scenario is the hunter H , who tries to capture the panda by

locating the node that reports the panda’s presence by sending messages to the sink. The

hunter starts at the location of the sink and is constantly in a receiving mode. Devices like

antenna and spectrum analyzers allow the hunter to observe the messages and identify

their immediate senders. By moving to the immediate sender node each time he receives

a periodic message and waiting until the next message is received, the hunter makes

consequent movements towards the originator node, which he will eventually traceback

and capture the panda.

E. Aivaloglou et al. / Privacy Protection Mechanisms for Sensor Networks232



For each experiment in the Panda-Hunter problem, the initial location of the panda

is random and the panda is not mobile. If the hunter reaches a specified hop distance

from the panda within a threshold amount of time, the panda is considered captured. The

primary goal for any message routing strategy that achieves source location privacy is

therefore delivering the messages to the sink, while obscuring the location of the source

node for a safety period, calculated as the number of periodic messages sent by the

source before the hunter localises it. The likelihood of the panda being captured within

the safety period highly depends on the traceability of the information leaked by the

message routing strategy of the sensor network.

4.1.2. The Effects of the Routing Strategy

In order to examine the effects of the message routing strategy on the source location

privacy protection, two popular classes of routing protocols for sensor networks are con-

sidered [19,20]: the class of flooding protocols, and the class of single path routing pro-

tocols.

In the simplest case of flooding, each message is broadcasted from the source node

to its neighbours, who in turn rebroadcast until it eventually reaches the sink node having

followed a set of different paths. Provided that the hunter’s initial position is the sink

node, the first message that will reach him has most likely followed the shortest path

from the source to the sink. The hunter will be able to traceback the shortest path by

moving each time to the last forwarding node and waiting for the next first message that

arrives. Simple flooding thus offers the least possible privacy protection, since the safety

period is equal to the shortest path length.

The privacy protection performance of the single path routing protocols is similar.

Irrespectively of how the path from the source to the sink is selected by each protocol,

since only the nodes that are on the selected path participate in message forwarding, the

hunter can traceback the single message that is observed when located in each node in

the path. The safety period is thus equal to the selected path length.

A strategy that can offer increased privacy protection performance is flooding while

using fake message sources. In order for these to be indistinguishable from the real

source, the fake messages that are produced should also be encrypted and of the same

length as the real messages. For this technique to be effective in misleading the hunter,

it was found [20] that the fake sources should be persistent throughout the experiment,

they should generate messages as frequently as the real source, and they should have a

distance from the sink similar to that of the real source. Even by using fake sources to

produce fake message paths, however, a persistent hunter will eventually select to follow

the message path to the real source. At the same time, this strategy is too costly in terms

of communication overheads and of energy consumption.

4.1.3. The Phantom Routing Strategy

The poor privacy protection performance of the routing protocols discussed in the previ-

ous section is attributed to the fact that they allow the use of stable message paths that

lead the hunter from the sink to the source node. The phantom routing strategy [19] that

was introduced for sensor networks aims to provide source location privacy through di-

recting the periodic messages from the source node towards different paths in the net-

work. This prohibits the hunter from receiving a stable stream of messages that would
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Figure 1. The phantom flooding strategy for source location privacy in the panda hunter problem

enable backtracing the source. Instead of that, by the received messages the hunter is led

towards phantom sources.

The phantom routing strategy, depicted in Figure 1, consists of two subsequent

phases for every transmitted message: a pure or directed random walk for a given number

of hops that directs the message to a phantom source Ni away from the original source P ,

and a message flooding phase that delivers the message to the sink S. An alternative that

has been proposed in [20] for the second phase is the use of single path routing instead

of flooding. As long as the random walk of the first phase leads to a different phantom

source for every message, both approaches are equally effective in increasing the safety

period. If the hunter H detects a message forwarded by node Ni and moves to that node

to get closer to the source, the next message is unlikely to follow the same random path,

thus making the hunter’s previous move worthless. A further advantage that the random

walk offers is that the safety period improves as the network size increases, as the paths

followed by subsequent messages, and consequently the phantom sources, become more

diverse.

The diversity of the paths is not, however, the only issue that the random walk im-

plementation needs to ensure. The main purpose of this phase is to send each message to

a phantom source that is far from the original source. In a pure random walk, if the net-

work is uniformly deployed, the message will likely loop around the source node for the

required number of hops. A solution to this problem is to use directed walk for the first

phase by dividing the neighbouring nodes of the source into two sets, for example north

and south as in Figure 1, and having the source node randomly pick one partition for for-

warding. All nodes in the path, starting from the source node, will choose to forward the

message to a random neighbour from the partition initially selected. The partitioning of

the network nodes can either be sector-based [19], depending on their relative locations,

or hop-based [20], depending on their distance from the sink in hop counts.

The self-adjusting directed random walk approach [21] was proposed in order to

overcome a serious problem that was observed in the two previous approaches: Their

performance would drop if the source was located in certain areas of the network where

there were not enough nodes of the initially selected partition to perform the given num-

ber of hops in a truly random way. In Figure 1, where the nodes were divided according

to their vertical location in relation to the source, node Nj would be used as a phantom

source for half of the messages, i.e., every time the north partition was selected. In the
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self-adjusting directed random walk approach, the nodes are divided into four partitions,

two for each dimension, so that each node is included in one set for each dimension. The

initially selected partition can then be changed by the intermediate nodes if it is found

that the message can not be further forwarded to the given set for each dimension.

The greedy random walk approach [22] is a two way random walk, performed both

from the source and the sink. It was inspired by the observation that if the hunter had

gained a good coverage of the network by distributing a number of observation points

around the sink, the source location could be approximated because the flooding phase

would reveal too much information. In order to avoid this, instead of using flooding to

deliver the message to the sink, the sink sets up a random walk which serves as the

receptor of the messages. Each message is randomly forwarded from a source until it

reaches the receptor, and is then forwarded to the sink through the pre-established path.

Phantom routing strategies, independently of the random walk selection techniques

that are used, offer increased safety period compared to traditional sensor network rout-

ing protocols. Source location privacy increases the largest the network is, the more hops

the random walk contains and the more mobile the source can be. Moreover, compared

to basic flooding, the energy consumption, which mainly depends on the number of the

transmitted messages, is not increased. The message latency, however, could be signifi-

cantly increased depending on the length of the random walk.

4.2. Network Identity Privacy

In the panda hunter problem, the panda can remain hidden within the network only as

long as the source node remains out of the network area that the hunter monitors. In the

case of an adversary with multiple observation points that has gained enough coverage of

the network, hop by hop trace back would not be required, since all messages, including

the one from the source node, would be overheard. Even in scenarios where messages

are not transmitted by one single node, like in the panda hunter problem, but multiple

nodes are transmitting messages at the same time, adversaries would be able to distin-

guish the ones that originate from a given source. Message sources are distinguishable,

since the routing information that is embedded in the packet headers includes permanent

identifiers, like network addresses, of the communicating nodes.

Serious privacy breaches can be caused because of unprotected network identities,

especially in the case of wearable sensor nodes, where the network identities correspond

to user-carried devices. By observing the network traffic, adversaries can trace the motion

patterns of the mobile nodes over the periods of time during which they overhear com-

munications. In a military application where wearable sensors are being used in order

to monitor the status of soldiers, their number, relative location and movement could be

disclosed to an enemy that has deployed a surveillance network and analyses the headers

of the overheard packets.

The aim of network identity privacy approaches is to enable message transmission

without disclosing the exact permanent identities of the communicating nodes. While

onion routing and mix-based techniques can be used to meet this requirement in tradi-

tional networks, they are inapplicable for sensor networks for the reasons described in

Section 3. The approaches that can be applied to sensor networks meet this requirement

by using either node or route pseudonyms instead of permanent identities for routing.
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4.2.1. Node Pseudonymity Approach

The permanent identities of the communicating nodes are protected by the node

pseudonymity approach through the use of mutually verifiable temporary pseudonyms.

The pseudonyms are used as common identifiers that replace the identification infor-

mation in the header of the exchanged packets, so that they appear as unlinkable ran-

dom identities for anyone except the sender and the receiver. In order to achieve un-

linkability between communications, pseudonyms should be frequently updated. For the

pseudonym update process to be resilient against pseudonym correlation attacks, mech-

anisms that utilise the concept of silent periods have been recently proposed [23]. Silent

periods are defined as transition periods between the use of new and old pseudonyms

that introduce ambiguity into the spatial and temporal relation between the node’s dis-

appearing and emerging locations and times. These mechanisms, however, require the

existence of pseudonymisation authorities to handle the synchronisation.

A distributed approach to node pseudonymity was proposed in [24]. The toolbox

for the use, generation and update of unlinkable pseudonyms Pi for node i consists of

symmetric keys Kij , random nonces Rn and hash functions H . A three-way handshake

designed as modification of the ID packet from the original Bluetooth specification can

be followed for the pseudonymised communication between nodes A and B that share a

symmetric cryptographic key:

A → B : (R1|H(PB |R1|KAB))

B ← A : (R2|H(PA|R1|R2|KAB))

A → B : (R3|H(PB |PA|R1|R2|R3|KAB))

Node A that initiates the communication chooses a random nonce R1, computes

the hash that is used to protect B’s pseudonym and sends the message to node B. The

next two steps are needed in order for both nodes to verify that they both know their

pseudonyms and their shared key. The three random nonces are used in order to en-

sure the freshness of the messages. The protection that the handshake provides to the

pseudonyms is based on the randomness of the nonces, the shared key and the use of the

hash function.

Another approach that was proposed for wireless personal area networks [25] uses

the symmetric key to produce a chain of pseudonyms for each A and B. The initial mu-

tually verifiable pseudonym is computed by using as input to a pseudo-random function

the shared key KAB and a random publicly known value. After each communication, the

pseudonym is updated by using the old pseudonym as input to the pseudo-random func-

tion. Because of these updates, the header of each message between the two nodes will

contain a different identifier, that can be linked to the previous ones only by the nodes

that know the secret key.

Although the node pseudonymity approaches succeed in protecting the network

identities when two nodes communicate, an issue that is insufficiently addressed is how

these solutions could scale to multihop transmissions. For single path routing proto-

cols, for example, either the intermediate nodes would need to possess some informa-

tion on the pseudonym of the destination, or the source node would need to know the

pseudonyms of all intermediate hops. For large scale sensor networks, synchronisation

issues for the update of pseudonyms would also need to be addressed.
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4.2.2. Route Pseudonymity Approach

The alternative approach for the protection of the permanent identities of communicat-

ing nodes against adversaries performing traffic analysis is the route pseudonymity ap-

proach. This approach does not provide any identification for the sender and receiver

in the packet headers. Instead, it pseudonymises the routes that the messages follow

during their multihop transmissions. Data forwarding is performed through unlinkable

pseudonyms that are assigned to each hop of the message route.

The problem of developing untraceable routes through the use of route pseudonyms

is addressed by the anonymous on-demand routing protocol [26] that was proposed for

mobile ad hoc networks. The protocol uses an on-demand route discovery process to es-

tablish route pseudonyms through randomly naming each transmission hop and record-

ing the mapping between subsequent hops in the forwarding table of each node. At the

end of the process, each hop in the route is associated with a random route pseudonym

P1 . . . Pn. The protocol is based on the concept of broadcast with embedded trapdoor

information tr, that is known only to the receivers of data packets that can open the trap-

door and provide proof pr for it, so that data is anonymously delivered only to them. The

route discovery process by a communication source Ns for a receiver Nr is initiated by

assembling a request packet and broadcasting it. The request packet contains a unique

sequence number secNum, the trapdoor for the receiver and a cryptographic onion. The

onion is formed by encrypting a tag that denotes the source using a random symmetric

key Ks. Each intermediate forwarding node N1 . . . Nn that receives the request packet,

embeds a random nonce R1 . . . Rn to the cryptographic onion and encrypts it with it own

random symmetric key K1 . . . Kn:

Ns → N1 : 〈Request, secNum, tr,KA(src)〉
...

Nn → Nr : 〈Request, secNum, tr,Kn(Rn,Kn−1(Rn−1, . . . , KA(src)))〉
When the request packet is received by Nr, the embedded cryptographic onion is a

valid structure to establish an anonymous route towards the source. The receiver opens

the trapdoor to get the proof pr that it embeds in the response packet along with a ran-

domly selected route pseudonym Pr and the received onion. The response packet is

bounced back to the source. Every intermediate node Ni that can peel off one layer of

the onion using its symmetric key Ki, i.e. has participated in the route path of the request

packet, selects a random route pseudonym Pi, stores the association Pi ⇀↽ Pi+1 in its

forwarding table, replaces Pi+1 with Pi in the response and rebroadcasts it:

Nr → Nn : 〈Response, Pr, pr,Kn(Rn,Kn−1(Rn−1, . . . , KA(src)))〉
...

N1 → Ns : 〈Response, P1, pr,KA(src)〉
Once the source node receives the response and verifies pr, it stores the outgoing

route pseudonym P1 in its forwarding table, which can be later used in the headers of the
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packets for anonymous data forwarding. When a message is transmitted by the source,

the node in the set of the local receiving nodes that has the stored association for P1

replaces it with the matched outgoing pseudonym and broadcasts the changed packet.

The process is repeated until the packet reaches the destination.

Since node identities are not used for message routing, and the unlinkable route

pseudonyms have the scope of a single hop for each sender and receiver, adversaries

overhearing communications around any node participating in data forwarding can nei-

ther identify the communicating parties nor traceback the messages. Furthermore, the

described protocol is intrusion tolerant. In the case of a compromised node, only the

route pseudonym correspondences in its own forwarding table would be revealed, thus

the effects would be localised. The route pseudonymity approach is better fitted for mul-

tihop communications than the node pseudonymity approach, because of the pseudonym

synchronisation issues of the latter. Regarding the processing and communication over-

heads of the route pseudonymity protocol, it does require the use of expensive message

flooding techniques, cryptographic operations and trapdoor functions, but only during

the route discovery process.

5. Privacy Sensitive Information Disclosure

As opposed to the context protection mechanisms discussed in the previous section, the

privacy sensitive information disclosure schemes aim to protect the content of the mes-

sages from disclosure to illegitimate entities. Guaranteeing strong privacy through com-

plete or minimal disclosure of information is not desirable in all situations. Some ser-

vices that users may perceive as useful shall require the disclosure of sensitive informa-

tion. The solutions that are discussed in this section aim to control the privacy tradeoffs

according to the service information requirements and the restrictions applied by user

privacy preferences. The mechanisms that are discussed aim to enable users to control

if any of their personal data should be disclosed, and at what level of detail, according

to the context surrounding data requests. The main issues that are addressed are related

to data access control, data granularity control, and protection from inference through

information correlation.

5.1. Privacy Policies and Preferences for Access Control

The control of sensitive information flow from deployments that collect the data to ap-

plications that request the data in order to provide services is typically addressed through

the use of privacy policies and preferences. The more complex the data collection and

distribution environment is, the more challenging the specification and enforcement of

privacy preferences becomes. The case of location based services is a typical example:

location information can be collected by multiple deployments with varying levels of

trust that use different technologies, like networks that identify and locate user-carried

devices or environmental sensor networks that monitor the presence of individuals, and

distributed by some middleware service to multiple, possibly untrusted, user-centred or

location-centred applications.

In one of the earliest approaches to privacy preferences enforcement in environments

with different administrative entities, trusted user agent components that reside on user
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controlled devices were proposed to act as intermediaries, collecting and controlling ac-

cess to personal information through predetermined access policies [27]. A distributed

location query service responds to location-centred requests of external third parties. Lo-

cation brokers residing in the middleware layer are used to interact with the user agents in

their regions. However, although this approach enables access control in a decentralised

manner, it requires the user agents to collect all information required for access control

decisions.

The middleware service that allows applications to query the locations of users inde-

pendently of the underlying technologies being used is provided by a centralised location

server in [28]. This service is designed to control the distribution of location information

by using machine readable privacy policies, defined as an extension of P3P policies, and

without the need for repeated user intervention, in order to minimize intrusiveness. It uses

user-defined privacy preferences to determine the acceptance or rejection of information

release requests, while requiring user approvals only if the request can not be handled by

the established preferences. The preferences that govern access permissions can include

factors like the organisation requesting the data, its information handling policies, the

type of service that is offered, time, location and context limitations, and constraints on

the types of requests that can be accepted, i.e., specific user location requests, enumera-

tion requests for specific locations, or asynchronous requests for information on specific

events, like when users enter or leave specific areas. An issue that was studied in this

approach is how user privacy preferences will be specified. It is proposed that default

preferences are provided by service providers and other trusted organizations, and simple

tools like wizards are used to help users create appropriate configurations.

When the users subscribe to the location server to make their location information

available for external applications, they register their privacy preferences, which take the

form of system components, called validators. When an application requests location in-

formation, it includes with the query a statement of its privacy policy, in order for the

validators to evaluate the acceptability of the privacy policy, to decide if the requested

information will be released, and whether any special constraints, like for the accept-

able data accuracy, should be imposed. Multiple validators may exist for a single user,

at least one corresponding to each of his identifiers, and the data release decision may

be taken cooperatively. Potential validator components include user confirmation com-

ponents and external validation services, for example services providing information on

the requestor’s reputation. Anonymity support is provided through enabling the valida-

tors to determine for each request which user identifier will be returned - the long-term

identifier, a short-term identifier associated with the user, or a new randomly generated

identifier.

The centralised nature of the access control decisions by the middleware location

service of this solution, however, raises scalability concerns. In the approach proposed

in [29], it is considered that access control through location privacy policies enforcement

should be performed in a distributed way. It should be flexible enough to support mul-

tiple sources that provide location information, that may be within different administra-

tive domains or belong to different organisations, with different levels of trust. Privacy

preferences in this approach similarly determine who can access location information,

what level of accuracy is allowed to be disclosed, and for which locations and time inter-

vals. One significant difference from the previous approach is that privacy policies can

be specified not only by individuals, but also by central authorities, like companies that
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do not want the location of their employees to be disclosed to outsiders. Moreover, the

scheme allows access rights to be forwardable.

The sources that provide location services are hierarchically organised as in the ex-

ample of Figure 2, and each of them either uses a particular technology for collecting

location information, like the positioning service, or processes the information received

from other location services, like the device locator. In order for the hierarchically organ-

ised location services to cooperate in sharing information and propagating it to the up-

per layers for the requestor to receive it, the notion of service trust is introduced. Within

the privacy preferences of each entity, the trusted location services are defined. Each

trusted service implements access control by checking if the privacy preferences allow

disclosing the requested information to the entity that issued or forwarded the request.

This way, access control is performed in all steps of data collection or forwarding by the

distributed location services. Privacy policies are encoded as digital certificates and the

SPKI/SDSI scheme, originally proposed for decentralized trust management that sup-

ports specification and evaluation of security policies, is used for the implementation of

the certificates.

Policy based access control is based on an alternative data model in the Confab

framework [3], proposed in order to provide software architecture support for privacy-

sensitive decentralized ubiquitous computing applications. According to its data model,

all contextual entities, like users, services or locations, are assigned infospaces, which

are network-addressable logical storage units that keep static and dynamic, intristic and

extristic sensed data about these entities. Infospaces representing contextual information

about users are kept in user-owned devices. Each piece of information in infospaces

can be associated with privacy tags to describe how it should be handled when external

entities request it. Infospaces contain operators for enforcing the privacy preferences of

the user and the restrictions set by the privacy tags, and operators for user notification

and interaction and for the evaluation of service descriptions that the applications publish
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when requesting data in order to describe the type and granularity of personal information

required for each provided service level.

5.2. Information Granularity Control

Privacy policies can be used not only to control if personal data will be disclosed within

a specified context, but also to control the acceptable level of detail and accuracy of the

disclosed data. In this sense, information granularity control approaches do not focus on

controlling data release, but instead enable controlling the granularity of the data so that

its disclosure is in accordance to the user’s privacy preferences for the given context.

Granularity control applies especially to location related requests, enabling the adjust-

ment of location data accuracy. These approaches assume that accurate and detailed data

is being collected by a trusted network and is released upon request to service providers.

Because the service providers are not necessarily trusted by the users, the aim is to pre-

vent the release of detailed data to them, by restricting data accuracy to the minimum

level that is necessary for the services to be offered.

Except from location information, in the scheme proposed in [30], the observations

of data subjects that can be protected through granularity control can include their iden-

tities, their speed during the observation, and the time that the observation was made.

Information granularity control based on location privacy preferences is performed by

the location providers, i.e., the trusted entities that collect the user’s accurate location

information and have some interest (e.g. for compliance with regulations or service

agreements) in letting subscribers control the release of their location data. The service

providers in this setting are the untrusted entities that require location data of some level

of detail from the location providers to provide location based services. The granularity

of private data is reduced prior to its release to the service providers according to the

privacy preferences, the role of the requestors and the purpose of information usage. The

responsibility for privacy policies enforcement in this scheme is thus split between lo-

cation providers that are responsible for reducing the accuracy of the data, and the ser-

vice providers that are responsible for restricting the usage of the data to the stated pur-

pose. The accuracy of data related to the location, time, speed and identity of the user

is modelled using lattice structures. Partial identification of users can be done by defin-

ing sets corresponding to sex, occupation, nationality, employer etc. The scheme enables

adjustment of spatial, temporal and identity accuracy according to policies and data use

purposes.

Although reducing information accuracy according to predefined policies can pro-

tect the exact location of users, this approach does not suffice in protecting their

anonymity. In the approach proposed in [31], spatial and temporal information granu-

larity is reduced according to the user’s anonymity set size, in order for the disclosed

information to be sufficiently altered to prevent reidentification. Similarly to the previous

scheme, external service providers receive information through trusted location brokers.

The location brokers act as a mixrouters by randomly reordering incoming messages

to make them unlinkable with the outgoing messages, remove any identifiers such as

network addresses, and reduce information granularity before releasing the information

in order to make the subject k-anonymous, i.e., not identifiable within a set of k sub-

jects comprising its anonymity set. With respect to location information, k-anonymity

is achieved if the location information released is indistinguishable from the location

information of at least k − 1 other subjects.
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The quadtree-based algorithm that has been proposed for reducing information gran-

ularity meets an anonymity constraint in any location, regardless of population density,

by decreasing the resolution of the revealed spatial and temporal data. It takes as in-

puts the accurate position of the subject, the coordinates of the area covered by the loca-

tion broker, the positions of all other subjects reporting their location through it, and the

minimum acceptable anonymity set size kmin. For reducing spatial accuracy, it works

by subdividing the area around the given position until the number of subjects within

the area falls below kmin, and returns the last acceptable quadrant, which represents the

smallest area where kmin anonymity is preserved. For spatial resolution to be improved

to a smaller area, anonymity can alternatively be preserved by adjustments in the res-

olution of the temporal dimension, by delaying information release until kmin subjects

have reported from within the given area. Although this would allow for more precise

anonymous information, it is unsuitable for time critical services, because of the delay.

In the database field, the work presented in [32] has a similar goal: to disclose

person-specific information by adhering to k-anonymity while ensuring minimal dis-

tortion, so that the released information remains practically useful but the identity of

the individuals who are the subjects of the data cannot be determined. K-anonymity is

achieved through generalisation and suppression mechanisms. The difference of infor-

mation granularity control that is discussed in this section, however, is that the data to be

protected is dynamic and collected in real time.

5.3. Protection against Location and Identity Inference

The solutions that have been discussed in the previous sections to provide user identity

privacy and location privacy in location sensing environments involved the enforcement

of privacy policies and granularity control by trusted middleware services. However, for

services that require precise location information, the use of privacy policies alone can

not protect from identity and location inference by adversaries or illegitimate service

providers that may be given access to location records. In order to protect identity and

location privacy while allowing users to take advantage of location based services, mech-

anisms that protect from identity or location inference are proposed as complementary

to the privacy policies enforcement schemes, for scenarios where granularity control can

not be applied.

The problem of precise location information in location tracking environments that

enables user identity inference can be tackled though pseudonymisation and the use of

mix zones [33]. This approach assumes that the user trusts both the deployment that col-

lects location information and the middleware service, but distrusts the location service

providers. The middleware service acts as the access policy enforcement point and as an

anonymisation proxy, responsible for the generation and frequent update of pseudonyms,

so that users can not be identified by their presence in the reported locations. The pur-

pose of the pseudonyms in this approach is the temporary identification of users so that

they are provided with a return address for the services offered. However, even if the

pseudonyms are frequently updated, their unlinkability depends on the size of the user’s

anonymity set: if it shrinks, his pseudonyms can be correlated. The concept of mix zones

is used for pseudonyms to be updated in an unlinkable way. A mix zone for a group of

users is the largest connected spatial region where no user has registered any location

service callback. An example mix zone setting is presented in Figure 3. Mix zones can
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either be defined by the middleware service a priori or be calculated as the spatial areas

that are not application zones, i.e., where no location service requests location informa-

tion. Pseudonyms are updated when users are within mix zones, and therefore location

services do not receive location information, so that the pseudonyms of the users coming

into the mix zone can not be linked with the updated ones.

The anonymity set of any user in a mix zone is equal to the number of incoming

people during his stay in it. The size of the anonymity set can therefore be used as a

measure for the unlinkability of the pseudonyms and the resulting location privacy. It is,

however, an optimistic measurement, since a powerful adversary could make intuitive

observations and assign different probabilities to pseudonym correspondences. An ex-

ample observation is the consistency that would probably exist in the direction people

are moving towards when entering and leaving the mix zone. In Figure 3, for example,

it is more likely that pseudonym Px is linked to Px+1 than to Py+1, since this would

mean that the user changed his direction while being in the mix zone. The entropy metric

is therefore considered as more accurate in measuring location privacy when using the

concept of mix zones.

A different problem is the one of location inference of users that define in their pri-

vacy preferences some sensitive areas where their presence should not be revealed. This

is an issue that can not be addressed by privacy policies enforcement alone. A solution

that would protect against location inference in environments where periodic location

reports are accumulated and sent to service providers should not only suppress location

updates when the user is located within sensitive areas, but also suppress prior move-

ment path data that would indicate or enable inference of the current location [34]. This

approach also assumes that the user trusts both the location positioning network and the

middleware service, and that the adversary is any entity that seeks to infer which sensi-

tive areas the user visits through accessing the location records that are transmitted to ex-

ternal service providers. The middleware service uses location sensitivity maps that iden-

tify sensitive locations according to the user’s settings, acts as a policy enforcement point

and executes the disclosure control mechanisms to determine whether location updates

can be sent to the requesting service providers.

An adversary should not be able to probabilistically infer user presence in sensitive

areas from prior or future location updates. The mechanism that controls disclosure of

location data should maximise position uncertainty when the user is in a sensitive area,
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while minimising location information distortion when the user is outside sensitive areas.

The k-area algorithm is used to suppress location updates in a region around a sensitive

area, so that the area can not be distinguished from at least k − 1 other sensitive areas

that the user might have visited. The location sensitivity map is partitioned in zones,

each including k sensitive areas. All location updates from each zone the user is moving

within are stored and released to external applications only when the user crosses a zone

boundary and has not visited any sensitive areas in the zone. This way, location accuracy

is preserved when the user is moving outside sensitive areas, while making the sensitive

areas the user visited indistinguishable.

As in the approach against identity inference, however, the size k of the set of indis-

tinguishable sensitive areas is an optimistic measure of the location privacy protection

that this approach offers. An adversary might have prior knowledge on the user’s rela-

tionship to sensitive locations, which enables the assignment of different probabilities for

the sensitive areas in each zone that the user is known to enter. Moreover, the algorithm

discloses other information, such as the frequency and duration of visits to zones. At

the same time, the delay that this approach introduces for the disclosure of information

makes it inapplicable for time critical location based services.

6. Privacy Sensitive Information Gathering

The approaches that were presented in the previous section for safeguarding user privacy

were based either on the use of privacy policies or on the reduction of data granularity

before disclosing it to service providers. The first case assumes that the service provider

is trusted to adhere to privacy policies, while in the second case, trust is assumed for the

intermediary that is responsible for adjusting data accuracy before disclosing. However,

even the deployments of legitimate intermediaries and service providers, may be pas-

sively or actively attacked, violated or misused. This section discusses controlled data

gathering and user’s notice and choice schemes that are more proactive, in the sense

that they aim to protect user privacy at the point of information capture, before any data

release decisions need to be made.

6.1. Restricted Data Gathering

The privacy sensitive data gathering approach aims to protect the privacy of users through

restricting the sensor network’s data collection capabilities to the minimum level that is

required for the services to be provided. The privacy mechanisms of this approach are

applied during data collection to prevent privacy-sensitive data from being accumulated

in the sensor network, before intermediaries or service providers gain access to it. The

only part of the deployment that needs to be trusted is the sensor network, since, if

sensitive data is not collected at all, trust does not need to be assumed for how it is

subsequently handled.

A type of applications for which sensitive data gathering can be applied are these

that require aggregated information for the population density in certain areas without

needing to track the movements of specific individuals, and thus without needing to iden-

tify them. Applications for road traffic monitoring or transportation schedule monitoring

are examples of location-centric deployments. The approach presented in [35] used the
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example of a location sensor network for an in-building occupant movement tracking

system like the one in Figure 4. The network is composed of a number of environmental

sensor nodes capable of determining the number of individuals in the area monitored,

some base stations and a location server that collects the data and makes it available to

applications. In order to defend against traffic analysis attacks and to avoid the panda-

hunter problem of Section 4.1.1, at the cost of increasing computation and communi-

cation overhead, messages are encrypted and data traffic is regularised by requiring all

nodes to send at least one packet per data gathering interval even if they have no activity

to report. Both the sensor nodes and the monitored areas are hierarchically organised, so

that population statistics can be extracted for different levels of spatial resolution. Within

this sensing environment, although no information about the identities of individuals is

gathered, an adversary that has prior knowledge about the individuals and the spaces that

they frequently use could link identities to the information reported by the location server

and could track their movements within the area.

To counteract this threat, the data gathering capabilities of the sensor nodes are lever-

aged through applying distributed, in-network anonymity mechanisms that dynamically

change data accuracy in order to preserve k-anonymity of the subjects within the sensor

network before the data reaches the location server. In order to preserve k-anonymity

while retaining the usefulness of the data, these mechanisms force the minimum neces-

sary reduction in data accuracy in various steps of a hierarchical data aggregation pro-

cess. The hierarchy reflects the spatial hierarchy of the sensed area, and multiple nodes

in all levels of the hierarchy aggregate data while reducing its accuracy, so that no single

node has a complete view of the data. Each node can be identified either uniquely or by

the identifiers of the nodes that are above it in the hierarchy. The data accuracy is reduced

by a rounding function in two ways: the spatial accuracy which is reflected by the identi-

fication level that the node which provides the information uses, and the accuracy of the

number of subjects reported in the node’s area. Given an anonymity level kmin for each

node i, if the number of subjects k is above kmin, the unique node identifier Si is used

and the accuracy of k is reduced. Otherwise, the node identifier is blurred by using only

the identifier of a higher level, as in the cases in Figure 4. Eventually, the information

that reaches the location server is moderately accurate and only for the levels of the area

hierarchy where the total number of subjects in their sub-regions exceeds kmin.

The hitchhiking approach [36] is targeted to the case of privacy sensitive user pres-

ence identification through carried devices instead of the environmental sensors alone.

Like the previous approach, it was inspired by the observation that protecting user
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anonymity through reducing the accuracy of location data can make location information

useless for applications that are location-centric. It requires each user to approve report-

ing from each location he visits. The identifiers that are used for the messages to the loca-

tion server are location identifiers, computed by the client devices based on the physical

properties, e.g. GPS coordinates, of the location. Since the location server knows these

physical properties, it can infer what location is being reported on without being able to

infer the exact identity of the device that sent a report. The data gathering capabilities

of the network are restrained only in the user identification dimension, by enforcing the

location reports that are sent to the location servers to include only the total number of

the users detected around the reporting device, without identifying them. Since location

data is anonymised, the degree of location privacy in this scheme depends on the density

of the population in each location, as this comprises each user’s anonymity set.

6.2. User Notice and Choice through User Agents

The provision of user notice and choice functionality requires the addition of extra com-

ponents in the general case of sensor networks architecture: the privacy assistants, being

the user gateways to the surrounding sensor network applications, acting as intermedi-

aries, and applying user-defined policies on information requests. User agent components

are introduced especially in the case of sensor networks composed of user-related nodes,

like body or vehicular sensor networks, that during their lifecycle may share information

with services that are not fully trusted. As proposed in one of the earliest approaches in

user controlled information disclosure in ubiquitous computing environments [27], the

user agent components that reside on user controlled devices can collect and control ac-

cess to personal information. Any request from external services for such information

must be routed through the user agents that enforce predetermined privacy policies. By

providing context awareness capability to the user agents, they can act as policy coordi-

nators, enforcing context-sensitive and customisable access control.

In order for user agents to enforce privacy policies according to the context, their

role and the communication partner, mechanisms should be included to provide aware-

ness about whether data collection is being performed and what service privacy policies

are being announced. These user notice mechanisms can either be provided by service

providers or by third parties. A privacy awareness system that allows for user control in

ubiquitous computing environments, assuming that the service provider is cooperating

and is trustworthy, is pawS [37]. It includes mechanisms for the network service to an-

nounce its privacy policies and data handling practices, and for the users to apply their

privacy preferences on accepting, declining or customising a service.

The pawS scheme includes a user agent component and a privacy beacon compo-

nent, responsible for announcing the data collection requirements and privacy policies

of the services offered. The scheme differentiates between two types of data collection

that require different mechanisms for communicating the privacy policies to user agents:

implicit announcement, when the user initiates the service discovery process and actively

requests the service privacy policy, and active policy announcement for services working

continuously in the background, in which case the user agent receives the policy from a

beacon upon entering the data collection area. The announced privacy policy can include

various levels of service customisations, together with the type of data required for each

case, so that the user agent can determine the accepted service level according to the
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predefined privacy preferences. The scheme also provides mechanisms for access and

recourse of personal information through privacy proxies and privacy-aware databases. It

empowers the user agent to keep track of data collections around the user, and enable or

disable optional services based on the privacy preferences. It is, however, set as a prereq-

uisite that the services are optional and configured to suit the users’ decisions related to

their privacy, and that the service providers are willing to cooperate. The scheme should

thus be viewed more as a privacy enabler than as a privacy protector.

An alternative privacy awareness scheme that has been proposed for pervasive sensor

networks [38] enables the user to conclude whether he is inside some sensing areas,

without disclosing his exact position within the area. It is based on the protocol of secure

two-party point-inclusion problem to test the privacy state of the user. If the user agent

device is at a point p and a data collection area covers a polygon P , the secure two-party

point-inclusion protocol is used to determine if p is inside P without revealing to each

other any information about their exact position. This scheme also achieves to protect

information about the boundaries of the data collection area, which may be necessary in

some commercial or military networks. For the execution of the protocol, two parties are

required: a user agent device that can compute its current position through some external

location service, and a sensor network node that either belongs to the service provider

or to a trusted third party. The sensor network node can also serve as the privacy policy

announcement point if it is concluded that the user is within the sensing area.

In order to provide software architecture support for privacy-sensitive and context-

aware ubiquitous computing applications, Confab [3] was proposed as a toolkit that fa-

cilitates the development of client-centered architectures, where personal information is

sensed, stored, and processed on user-owned devices as much as possible. It both defines

mechanisms for end users to control sensitive information disclosure, and abstractions

and customizable privacy mechanisms for developers of privacy-aware applications. In

order to give to end users flexibility over the privacy tradeoffs they are willing to make,

Confab enables applications to publish service descriptions that include various service

level options. It facilitates the use of three basic interaction patterns, namely optimistic,

pessimistic and mixed-initiative, where data disclosure decisions are made interactively

by the users, and offers mechanisms for user control over the access, flow, and retention

of personal information.

7. Conclusions

From the schemes that have been proposed, it becomes apparent that there exist solu-

tions to meet most of the set requirements. Privacy issues are addressed at multiple lev-

els in the network stack and at different points of the information flow. Some schemes

interfere with the routing protocol, by requiring modifications of the message headers or

introducing routing path selection strategies, others interfere with the information flow

through introducing intermediaries, while others interfere with the data through or en-

forcing adjustments in its granularity. Some schemes aim to protect against adversaries

overhearing the communications, while others aim to protect against illegitimate access

of information from service providers. Different assumptions are made about the entities

that are considered trusted, with some schemes trusting only the sensor network deploy-

ment and other schemes assuming that there exist trusted intermediaries to enforce pri-
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vacy mechanisms. Some schemes address user privacy concerns related to the informa-

tion captured and transmitted by his carried devices, while others address concerns with

respect to environmental sensor networks that capture information about people in their

proximity.

However, some issues can not be disregarded; First, most of the schemes presented,

especially for protecting the context of the communications, influence the system design

at the networking protocol level, which complicates their actual integration to the de-

ployments. Moreover, issues related to anonymising or pseudonymising data depend on

the application domain, the in-network data processing schemes and the privacy sensi-

tivity of each user. Thus, it may be infeasible to design a generic and high level privacy

architecture, that could both be independent of the underlying networking protocols and

guarantee some level of privacy independently of the context of the deployment.

Another issue is related to the level of trust users need to have to the deployments

in order to take full advantage of the services that can be offered. None of the schemes

discussed can protect against malicious service providers, that do not adhere to their

announced privacy policies. The definition by the users of strict privacy policies that

would guarantee that personal information is not disclosed, would also not allow them

to use legitimate services that require that information. It would thus be necessary to

build some level of trust to legitimate deployments, which can not be accomplished using

solely technical means. Trusted privacy certification authorities, the appropriate legal

deterrence and societal norms are expected to help toward this direction in the future.
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1. Introduction 

Research has been conducted in wired network Intrusion Detection Systems (IDS) 

for over 25 years. Although there is ongoing research in wired IDS techniques, it is 

considered a mature technology. Wireless area networks and personal area networks 

have been the focus of recent research, as they represent new risks and security 

challenges. Mobile Ad Hoc Networks (MANETs) have further challenged researchers 

to develop IDS techniques in an even more challenging environment. The promise of 

wireless sensor network technology to provide cost-effective monitoring of critical 

applications ranging from industrial control to border monitoring necessitates new 

research in the area of wireless sensor network IDS. The unattended nature and the 

inherent computational and communication limitations of sensor networks make them 

vulnerable to a broad range of attacks. Given the relative infancy of this new 

technology, the limited documented cases of actual sensor network attacks, the lack of 

publicly available network traces of sensor network attacks, most experience in this 

area is limited to simulations or laboratory emulations, with few approaches having 

been vetted in the field. This chapter outlines the unique challenges of wireless sensor 

network IDS and provides a survey of solutions proposed in the research literature.  

2. Wireless Sensor Network IDS Challenges  

Intrusion detection in wireless sensor networks presents a number of new and 

significant challenges not faced by wired, IEEE 802.11-based wireless, or even mobile 

ad hoc networks (MANETs). Although, previous research in IDS in these networks can 

serve as stepping stones for developing IDS techniques in wireless sensor networks, 

many of the techniques are not applicable due to the nature of the resource-constrained 

environment in which they will be deployed. In a typical wired network an adversary 

can launch an attack to compromise the network security perimeter from any other 
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interconnected computer in the world.  The adversary may use various techniques to 

conceal their attempts as well as their virtual and physical identity. A typical IEEE 

802.11 wireless network in infrastructure mode presents new security challenges to the 

network administrator because communication between the access point and the clients 

is broadcast, and unlike the wired network, an eavesdropper does not need to have 

access to the wired network infrastructure to capture this traffic. On the other hand, the 

eavesdropper must be physically present and within the wireless transmission range to 

eavesdrop. This limits the number of potential attackers from anyone in the world with 

Internet access, to anyone sufficiently motivated that is within the physical 

transmission range and is willing to assume some risk of being physically identified. 

The goal of the attacker of the wired network is to compromise the network, to gain 

unauthorized access to information stored on network devices, and possibly to use the 

network resources to launch other attacks. The goal of the attacker in the IEEE 802.11 

wireless networks is similar to those of the attacker of a wired network or may simply 

be the theft of service in the form of Internet connectivity. The goal of the attacker in a 

sensor network may be to either disrupt the operation of the sensor network, to provide 

false information to the sensor network application by providing incorrect data, or to 

gain unauthorized access to the sensor network data which is inevitably stored in the 

base station and forwarded to other computing devices. The base station is an attractive 

target for attack because it contains almost all the sensor data. Fortunately, the base 

station is typically more powerful than the sensor nodes themselves and can make use 

of existing mature security countermeasures that are not yet available to the sensor 

nodes. Although the universe of potential attackers of a particular sensor network is 

less than that of potential attackers of a computer on the Internet, an adversary of a 

sensor network can be assumed to be more motivated and less opportunistic. An 

attacker on the Internet might use attack scripts to attack any vulnerable network, while 

a sensor network is more likely to be the focus of a goal-oriented attack. The attacker 

of the sensor network has risen above the threshold of the remote attack using “kiddie 

scripts” by taking greater physical risks. 

Many scenarios have been proposed in the research literature citing the ease of 

deployment of sensor networks, many metrology experts, however, would argue that 

the placement of sensor nodes is highly dependant on the application and that test 

measurements are essential whenever possible to ensure the quality and usefulness of 

the data collected. If the sensors can be physically placed by an organization, it stands 

to reason that the distribution of the keying material can also be restricted to an 

authorized user that has physical access to the sensor nodes during the deployment 

stage. The ability to restrict the distribution of keying material only to authorized users 

can serve as an advantage to those responsible for the security of the sensor network. 

Physical access to the sensors to distribute keying material makes the sensors less 

vulnerable to networks attacks, while the unattended deployment of the sensors makes 

them more vulnerable to physical attacks. 

Like all wireless technologies, sensor network communication is susceptible to 

jamming. Although jamming is difficult to prevent, it is more easily detected and 

located than a Denial of Service (DoS) attack on the wired Internet. DoS attacks on the 

Internet may be launched by botnets and carried out by compromised machines running 

zombie processes in the background unbeknownst to the owner of the machine, thus 

the risk for physical identification and apprehension of the attacker is reduced. 
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Jamming a sensor network requires the adversary to place the jamming equipment 

within the transmission range of the sensor network, thereby exposing the adversary to 

a greater risk of physical identification and apprehension. 

Wireless sensor networks IDS’s face different challenges and have more 

constrained resources with which to counter these threats. The selection of which IDS 

technique to use depends on a number of factors. These factors include: 

� Network Topology. Although many sensor networks are described as self-

organizing, what this really means is that the sensors will discover the route to the 

base station on their own. The physical placement of the sensors themselves must 

ensure a minimum level of connectivity and in many cases sufficient redundancy. 

The placement of the sensors requires careful study and the selection of the sensor 

location is not as arbitrary as some of the literature may suggest. If the sensor 

network topology provides for redundancy of measurements, then it also provides 

the opportunity for one sensor to validate the measurements reported by another 

sensor. Just as the base station provides a rich target for an adversary, so do the 

sensor nodes that are closest to the base station as more data collected from the 

edge of the network passes through these sensors. We note that a mesh topology is 

more resilient to individual node failure or compromise. If the sensor network 

topology is tree-like, individual nodes are likely to be vertex-cuts of the sensor 

network and their failure or compromise could lead to a disconnected network.  

Figure 1. Sensor Network Architectures. 

� Mobile vs. Stationary. In a sensor network both the sensors and base station may 

be mobile, both the sensors and base station may be fixed or stationary, or the 

network may be some combination of the two. In the case of mobile sensors, the 

sensors may be attached to shipping containers to monitor the condition of the 

cargo while in transit and report the measurements to different base stations along 

their journey. These sensors may be queried by an authorized base station. In this 

case, there may be limited physical controls to restrict access to the sensor and the 

sensor may be unattended for long periods of time. Base stations may be mobile, 

- sensor - router - coordinator

(c) Mesh Tree)b((a) Star

A. Mitrokotsa and A. Karygiannis / Intrusion Detection Techniques in Sensor Networks 253



for example, in the case of a utility company a base station or sensor reader may 

query fixed sensors as the utility company vehicle travels through a densely 

populated area. In the case of the stationary sensor, monitoring water consumption 

for example, physical controls may be used to protect the sensor hardware. The 

base station may be physically secured in the utility company vehicle. In this case 

the main threat and financial concern would be someone tampering with the 

integrity of the sensor readings. 

� Open vs. Closed Sensor Networks. A closed network is one in which 

participation is limited to nodes under the same administrative domain, while an 

open network allows any node, sometimes with prior authorization, to join on an 

ad hoc basis. A closed network allows for more administrative control over each 

individual node, while an open network must support standards-based protocols 

and interoperability in order to allow nodes without any prior security associations 

to join the network. If membership in the closed network requires the possession of 

a shared key or identity certificates, then the sensor nodes must have cryptographic 

support and require online security services such as certificate authorities in order 

to dynamically join the network. These higher level security services may also be 

targets of attack in order to disrupt the sensor network operation.  

� Physically Accessible or Inaccessible. An attack on the sensor network 

communication protocols or simply eavesdropping on sensor network 

communication requires physical proximity to the sensor network. Although 

eavesdropping may be confined to sensor communication operating ranges, 

jamming is a much less selective technique that depends on the power of the 

jamming source. If an adversary has physical access to the sensors, then one could 

assume that the adversary can place their own sensor, depending on the 

application, in the same location. If the sensors are complex or cost-prohibitive to 

replicate then naturally the adversary would want to target the base station or the 

sensor communication. Clearly, each sensor application needs to be analyzed in 

order to quantify the risks and to select the appropriate countermeasures. 

Biochemical sensors, for example, are typically more complex, costly, and larger 

than temperature, pressure, and accelerometer sensors. The more costly the sensor 

the less likely the availability of redundant measurements or the overlapping of 

monitored areas. 

� Application Domain. Typical network-based and host-based IDS may make use 

of log and audit files to detect intrusions. Although these techniques may not 

always be available to sensor networks, sensor networks can also take advantage of 

application-level IDS for each particular domain. For example, a faulty sensor that 

is reporting physical measurements that are inconsistent with other physical 

phenomena can be detected by analyzing the data at the application level. These 

applications would be similar to system diagnosis techniques that analyze the 

collected data to detect and diagnose potentially faulty sensors. The problem of 

differentiating between a faulty sensor and a malicious sensor is very difficult. A 

sensor may be experiencing a physical failure and report erroneous data, an 

intruder may be tampering with the sensor hardware, or the data may be modified 

on the sensor or while in transit.   

A. Mitrokotsa and A. Karygiannis / Intrusion Detection Techniques in Sensor Networks254



� Critical or Non-Critical Application. The necessity for the collection of real-time 

data for critical applications will also have an impact on the types of 

countermeasures that can be used. An industrial application, for example, would 

require real-time detection and response to a potentially dangerous situation. A 

long-term environmental monitoring application may not require an immediate 

response. The environmental monitoring application may employ sensors that are 

unattended for long periods of time, while the industrial application may have the 

sensors confined within the physical perimeter of a factory and thus face a 

different threat environment. Sensor networks may often be deployed in critical 

applications such as biochemical agent monitoring in urban areas or transportation 

systems. In the case of biochemical agent sensor networks, video sensors are often 

used to help system operators respond to critical events. In the case of a 

biochemical sensor, the system operators are faced with the decision of sending a 

team of experts to the location in special suits to protect first responders against 

hazardous materials and as a result raise the risk of public panic. In a fire 

monitoring sensor network, visual corroboration can be used to eliminate costly 

responses to false-positives. Sensor networks can be comprised of nodes of 

varying degrees of complexity, network connectivity, and cost depending on the 

application. Moreover, depending on the criticality of the application, sensor 

networks are likely to be deployed in conjunction with other technologies and 

human processes to ensure the robustness of the monitoring and control processes.   

� Hazardous or Non-hazardous Environment. If the sensor network is deployed 

in a non-hostile environment we must also consider the physical threats faced by 

the sensor network. These threats can include an adversary tampering with the 

exposed sensor circuitry, physical attacks to extract the keying material from the 

sensor node, and placing new or cloned sensors within the network to provide false 

data. If sensors are deployed in hazardous environments, then it would stand to 

reason that the sensors themselves are less vulnerable to physical attacks, but they 

are more likely to be the target of either denial of service or eavesdropping. These 

environments also make the base station, from which the data is ultimately to be 

collected, a more attractive target. If sensors are deployed in non-hazardous 

environments and no physical countermeasures are available to prevent physical 

tampering with the devices, then the sensors themselves and the sensor network 

application must be able to detect tampering. Tamper-resistant and tamper-evident 

technologies can be employed to help detect and diagnose physical attacks against 

the sensor network. 

� Routing Algorithms. Support for more sophisticated routing algorithms provides 

the opportunity to use network traffic analysis to detect malicious activity. Sensor 

network protocols, however, have been designed with simplicity and power 

conservation as their main goals. The most common sensor routing technologies 

are ZigBee, TinyOS, and IEEE 802.15.4. TinyOS is an event based operating 

environment designed for sensor networks. TinyOS is designed to support two of 

the most basic protocols used in sensor networks: dissemination and collection. 

Dissemination reliably delivers small data items to every node in a network, while 

collection builds a routing tree rooted at a sink node. Together, these two 

technologies enable a wide range of data collection applications. The Zigbee 

standards define the network, security and application software layers for wireless 
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sensor networks. The lowest level of the communications stack defined by Zigbee 

is the networking level. Zigbee is not a MAC protocol, an operating system, or a 

hardware platform.  The Zigbee standards are not open source and are only 

available to Zigbee Alliance members. The IEEE 802.15.4 standard defines a 

MAC and PHY layer for wireless sensor networks (http://www.ieee802.org/15/ 

pub/TG4.html). The IEEE 80.15.4 standard has 16 channels in the 2.4GHz ISM 

band, 10 channels in the 915MHz I and one channel in the 868MHz band. The 

IEEE 802.15.5 standard has CSMA-CA channel access, supports data rates of 250 

kbps, 40 kbps, and 20 kbps, provides automatic network establishment by the 

coordinator, and incorporates power management to ensure low power 

consumption. The Zigbee standards assume an underlying 802.15.4 layer. 

� Cryptographic Support. Support for cryptographic protocols allows sensor 

networks to address access control, message integrity, and message confidentiality 

requirements. Public key cryptography is prohibitively expensive for sensor 

networks in terms of computation and energy consumption. It must be used 

sparingly or not at all. Developing security mechanisms using efficient symmetric 

key cryptography is more promising, but packet overhead is still a significant 

problem. Symmetric key encryption and authentication mechanisms for 

conventional networks typically require at least 16 bytes of overhead per packet. 

This is almost half the current packet length used in sensor networks. TinySec is a 

link layer encryption mechanism for devices running TinyOS. The core of TinySec 

is a block cipher and keying mechanism that is coupled with the Berkeley TinyOS 

radio stack. TinySec uses a single, symmetric key that is shared among a collection 

of sensor network nodes. Before transmitting a packet, each node first encrypts the 

data and applies a Message Authentication Code (MAC), a cryptographically 

strong hash to protect the data integrity. The receiver verifies that the packet was 

not modified in transit using the MAC and then deciphers the message. TinySec 

supports three main security requirements: access control, integrity, and 

confidentiality. TinyECC is an Elliptic Curve Cryptography (ECC) 

implementation for TinyOS. TinyECC supports all elliptic curve operations, 

including point addition, point doubling and scalar point multiplication. In addition 

to the basic elliptic curve operations, TinyECC supports ECDSA operations 

(signature generation and verification). TinyECC has been tested on both MICAz, 

TelosB and Imote2. TinKeyMan provides an implementation for pairwise key 

establishment in wireless sensor networks using the polynomial pool-based key 

predistribution scheme.  

� Sensor Network as Part of a Larger Network. The vast amount of information 

collected by sensor networks would prove far more valuable if it could be shared 

with authorized users connected to other wired or wireless networks. In open 

networks, for example, a mobile base station could traverse a city gathering sensor 

data from various data providers. Each sensor network deployed by each 

organization will likely be under a different administrative domain, support 

different security protocols, and employ different access control policies. For 

example, a first responder could run an application on a wireless handheld device 

that would collect data from different sensor networks deployed by the Centers for 

Disease Control and Prevention (CDC), the National Oceanic and Atmospheric 

Administration (NOAA), and the New York Metropolitan Transportation 
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Authority (MTA). The handheld device can be part of a MANET, and the 

application can help the first responder best react to an emergency and help 

commuters evacuate a certain area, for example, by taking traffic patterns and 

weather conditions into consideration. Clearly, this example can be extended to 

support countless applications that need to access sensor data over heterogeneous 

wired and wireless networks. To enable these types of applications, the consumer 

of the data must be able to locate the producer of the data, and then subsequently 

gain authorized access to this data by providing the appropriate credentials. The 

producers of the data must be able to advertise the services they offer and be able 

to authenticate the consumers of this data. Some of the sensor data collected by the 

sensor base station may be very useful, but not confidential, such as the 

temperature or wind speed in a particular location; other sensor data may be 

confidential and require certain privileges to access. Thus, the sensor base station 

must have security policies in place to provide access control to its data. If the 

sensor network base station can serve as a gateway to a wider network, then the 

base station must employ security mechanisms that are deployed in conventional 

wired and wireless networks. 

� Sensor Network Support Infrastructure. The data collected by the sensors can 

be targeted while on the sensors themselves, during intra-sensor communication, 

during sensor-to-base station communication, while on the base station, while the 

base station is transferring the sensor data back to a data repository over wireless 

or wired links. A number of other security services may be used to support the 

sensor network, such as service directories and certificate authorities; all of which 

could be the target of an attack to disrupt the sensor network operation. 

Countermeasures for security risks outside the sensor network are well 

documented and should be used by the base station assuming the base station is 

acting as a gateway to a broader network. 

3. Wireless Sensor Networks Attacks 

In order to better understand the attacks an IDS must be able to prevent, counter, 

detect, and respond to, this section provides a brief overview of sensor network attacks. 

We note that an attacker may be equipped with either malicious nodes or more 

sophisticated computing machinery like a laptop or signal generator and signal 

processing equipment, may be an inside attacker or an outside attacker, or may be a 

passive or an active attacker. Most trust models assume that the base station is 

trustworthy as long as it is available. Given the great value of the base station one can 

argue that it is more likely to be attacked than a sensor especially since it is also more 

likely to have network connectivity through a wired or wireless gateway.  

Sensor networks are susceptible to attacks starting from the physical layer and 

going all the way up the stack to the application layer. Roosta et. al. [2] provide the 

following classification of sensor network attacks: 

• Physical Tampering. Physical attacks can include probing techniques on the 

sensor circuitry or side channel attacks.  
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• Software Attacks. Software attacks attempt to modify code and exploit software 

implementation vulnerabilities. 

• Physical Layer Attacks. Physical layer attacks take advantage of the wireless 

broadcast medium to simply jam the radio frequency so that no useful 

communication can occur. 

• Link Layer Attacks. Link layer attacks can cause excessive collisions in the 

packet transmission, exhaust the battery’s capacity as the result of unnecessary 

retransmissions, or not adhering to the Carrier Sense Multiple Access (CSMA) 

protocol and monopolizing the wireless channel. 

• Network Layer and Routing Layer Attacks. Network and routing layer attacks 

include: black holes attacks, wormhole attacks, spoofed, altered, and replayed 

packets, selective forwarding, sinkhole attacks, and acknowledgement 

spoofing. 

• Transport Layer Attacks. Transport layer attacks include flooding attacks and 

desynchronization attacks. The flooding attack aims to exhaust the target’s 

resources by sending an excessive amount of communication requests, while 

the desynchronization attack alters the sequence numbers of the packets in 

order to disrupt the communication protocol. 

• Traffic Analysis Attacks. Traffic analysis attacks allow an adversary to deduce 

information about the network topology and the location of the base station by 

monitoring traffic transmission patterns. Once the topology of the network is 

known, the attacker can selectively target nodes to attack. 

• Key Management Protocol Attacks.  Key management protocol attacks observe 

the nodes during the discovery process of the shared keys and try to break the 

cryptographic techniques using more powerful computing devices. 

• Sybil Attack.  Sybil attacks occur when a sensor node or base station assumes 

multiple identities by changing its MAC and IP address or other identifying 

information. 

4. Wireless Sensor Network Intrusion Detection  

Conventional intrusion detection techniques are divided into two main categories: 

misuse detection and anomaly detection. Misuse detection, or signature-based 

detection, uses a priori knowledge of intrusions and tries to detect attacks by 

comparing the observed behavior with known attack patterns (signatures). Although 

misuse detection systems are very accurate in revealing known attacks without many 

false alarms, their basic disadvantage is that attack mechanisms are continuously 

evolving, which leads to the need for an up-to-date knowledge base. Thus, misuse 

detection systems are unable to detect attacks not included in the knowledge base. 

Misuse detection techniques in resource-constrained environments require additional 

A. Mitrokotsa and A. Karygiannis / Intrusion Detection Techniques in Sensor Networks258



research in the efficient storage and updating of attack signatures in order to be a viable 

solution in sensor networks. 

Anomaly detection systems use established normal profiles and attempt to track 

deviations from normal behavior in order to detect anomalies or possible intrusions. If 

the normal behavior is accurately characterized then anomaly detection has the 

advantage of being able to discover previously unknown attacks. Anomaly detection 

systems, however, are not extensively used in commercial systems due their high false 

alarm rate. Sensor networks are typically private networks and there may be no 

incentive to share attack signatures. Unlike public networks like the Internet, there is no 

precedent for sharing of sensor attack signatures and little is known of any actual 

sensor network attacks. Most attacks are postulated and the defenses against them are 

confined to simulations. Organizations deploying sensor networks may be reluctant to 

share the details of sensor network intrusions for the same privacy and security reasons 

that most organizations are reluctant to disclose details about wired network intrusions. 

Furthermore, anomalies are not easily distinguishable from localized, incomplete and 

possibly outdated information or simple sensor failures and malfunctions.  

4.1 Intrusion Detection in Sensor Networks 

Intrusion detection techniques developed for wired networks cannot easily be 

deployed in sensor networks due to the differences between the two types of networks. 

First of all, sensor networks do not rely on any fixed infrastructure. Thus, compared to 

wired networks where traffic can be monitored in gateways, routers and switches, 

sensor networks and wireless ad hoc networks in general, lack traffic management 

points where real-time traffic monitoring can be performed. In addition, audit data 

collection is limited by the radio range of the devices. Furthermore, differentiating 

between malicious network activity and spurious, but typical problems associated with 

an ad hoc networking environments is a challenging task. In an ad hoc network, 

malicious nodes may enter and leave the immediate radio transmission range at random 

intervals or may collude with other malicious nodes to disrupt network activity and 

avoid detection. Malicious nodes may behave maliciously only intermittently, further 

complicating their detection. The loss or capture of unattended sensors and personal 

computing devices may allow for a malicious node to obtain legitimate credentials and 

launch more serious attacks. A node that sends out false routing information could be a 

compromised node, or merely a node that has a temporarily stale routing table due to 

volatile physical conditions. Dynamic topologies make it difficult to obtain a global 

view of the network and any approximation can become quickly outdated. Traffic 

monitoring in wired networks is usually performed at switches, routers and gateways, 

but an ad hoc network does not have these types of network elements where the IDS 

can collect audit data for the entire network. A wired network under a single 

administrative domain allows for discovery, repair, response, and forensics of 

suspicious nodes. A MANET is most likely not under a single administrative domain, 

making it difficult to perform any kind of centralized management or control. Network 

traffic can be monitored on a wired network segment, but ad hoc nodes or sensors can 

only monitor network traffic within their observable radio transmission range [31].  
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Although, many intrusion detection algorithms have recently been proposed for 

wireless ad hoc networks, neither intrusion prevention nor intrusion detection solutions 

for wireless ad hoc networks can be directly applied to wireless sensor networks. We 

outline some of the important differences between wireless ad hoc networks and sensor 

networks that seriously affect security requirements. 

In a sensor network, every node has an asymmetric broadcast communication 

pattern. Each node sends data and receives control packets from the base station, which 

is usually managed by a human. An important advantage of this forwarding structure is 

its immunity against many elaborate routing attacks [3]. Furthermore, the computing 

and power resources are even more constrained in sensor nodes than in ad hoc nodes. 

Thus, resource depletion attacks may be launched more easily in sensor networks. 

Sensor nodes in most applications are stationary. Thus, the routing overhead is 

decreased. Moreover, sensor networks are application-oriented, with specific 

characteristics depending on the target application. Thus, both hardware modules and 

communication/configuration protocols are highly specialized, making it difficult to 

define “usual” or “expected” behavior. Additionally, since sensor nodes are subject to 

more severe resource constraints than ad hoc nodes they are more prone to failure and 

disappearance from the network [4].  Also sensor nodes may not have global 

identification (ID) due to the large amount of overhead, the large number of sensors 

and the lack of Domain Name System (DNS) for sensor nodes unless they support a 

network stack or have an Internet Protocol (IP) address. 

These differences have a direct impact on the way that intrusion detection can be 

performed in sensor networks. Having an active full-powered agent inside every node 

[4] is can be very resource-intensive. The memory constraints of sensor nodes makes, 

for example, make the creation and possible recovery of a detection logfile extremely 

difficult.  

4.1.1 Requirements for Intrusion Detection in Sensor Networks 

The design of an IDS for sensor networks should consider the following 

requirements and constraints [5]: 

� An IDS for sensor networks should be based on a distributed architecture 

applied not only for the data collection, but also for the execution of the 

intrusion detection algorithm and the alarm correlation. However, we should 

keep in mind that any collaboration or and trust-building techniques should 

keep the demands on resources at a minimum.. 

� Since sensor networks face resource constraints, the IDS system should 

conserve as much power as possible [6]. Furthermore, considering the fact that 

the majority of the power consumption comes from the communication 

interface and not the computation itself, the IDS techniques should not have 

an inordinate amount of communication overhead. 

� Furthermore, considering the resource constraints of sensor devices, the 

locations where packets are sniffed and analyzed should be minimized while 

balancing any negative impact on the efficiency of the IDS. 

A. Mitrokotsa and A. Karygiannis / Intrusion Detection Techniques in Sensor Networks260



� The lack of centralized points (apart from the base station) in sensor networks 

that could be used for global collection of audit data, render the localized 

collection of audit data a necessity.  

� Since sensor nodes are highly vulnerable, no node can be assumed to be 

secure and cooperative algorithms should not consider any node as fully 

trusted. 

� An IDS must be able to safeguard itself against malicious attackers. The 

possible compromise of a monitoring node should not have a negative impact 

on the normal operation of legitimate nodes. 

� In order to minimize the impact of a possible intrusion in critical applications, 

it is important that an IDS for sensor networks to function in real time. 

5.  Sensor Network IDS Architectures 

There are two basic sensor network architectures, flat and hierarchical, that specify 

how sensors are grouped and how sensor information is routed through the network. In 

flat architectures all sensor nodes have almost the same communication capabilities and 

resource constraints and the information is routed sensor by sensor. In hierarchical 

architectures, sensors are grouped into clusters. One of the member nodes is the 

“cluster head” and is responsible for management and routing tasks. A challenging 

research issue is the placement of the IDS modules in sensor networks in order to 

achieve efficient and effective intrusion detection. A number of placement strategies 

have been proposed. The following paragraphs describe the most important of those 

found in the research literature [7], as well as their advantages and disadvantages. 

Promiscuous monitoring: A simple strategy would be to place IDS modules in 

every sensor node as illustrated in Figure 2 and to have each node operate in a 

promiscuous mode (always listening on the wireless interface). In this way, any 

malicious packet can be easily detected. However, because of the high overhead 

associated with this strategy, each participating node’s ability to forward network 

traffic is severely reduced. Furthermore this IDS module placement strategy may 

lead to network traffic collisions and power consumption. 

� A node monitors only the packets that pass through it. According to this 

placement strategy the IDS modules are also placed on every sensor node as 

illustrated in Figure 2, but only the packets that pass through each sensor node are 

used for the analysis. Thus, the IDS modules are placed on every sensor along the 

path from a source to a destination. This approach implies that each packet is 

analyzed multiple times leading to a waste of computational resources. 

� IDS modules on the base station. Another possible strategy would be to place the 

IDS modules on the base station as illustrated in Figure 3. The base station can 

analyze all the traffic in the sensor network regardless of topology or routing 

changes and each packet is not processed multiple times. Nevertheless, although a 
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packet is not processed many times, this placement strategy might overwhelm the 

base station leading to a large number of packets not being analyzed. 
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Figure 2. Distributed IDS architecture. 
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Figure 3. IDS module on the base station. 

A. Mitrokotsa and A. Karygiannis / Intrusion Detection Techniques in Sensor Networks262



� IDS modules on every neighbor of the base station. In order to reduce the 

computational load on the base station, IDS modules can be placed on every 

neighbor of the base station. However, this architecture, cannot combat resource 

exhaustion attacks since flooding packets will only be dropped when they reach 

their destination. 

� IDS modules in “cluster heads”. An efficient solution for the placement of IDS 

modules would position the IDS monitors in such a way that all the packets would 

be inspected only once, in order to address the resource constraints of the sensor 

networks. Thus, the IDS modules could be placed in selected sensor nodes (Figure 

4) that would be able to cover all the paths from every source node to the base 

station. In order to achieve this, the sensor network may be divided into clusters 

with each cluster having a cluster head. This placement strategy implies that every 

member node of a cluster should forward its data packets to the cluster head which 

correspondingly forwards them to the base station. However, this approach may 

lead to a high overhead since the member nodes do not select the shortest path, but 

instead have to forward their packets through the cluster head. This disadvantage 

may be limited if the hops between each member node and the cluster head are 

minimized. 

IDS

Base 

station

Sensor nodes

IDS

IDS

IDS

Cluster-

head

Figure 4. Cluster-based IDS architecture. 

The placement of IDS modules is an active research field and many resource 

optimization approaches have been proposed. Anjum et. al. [7] use a minimum cut set 

to choose the minimum number of cluster heads. The IDS modules are placed on the 

nodes that belong to the cut set, but in order to minimize the communication overhead 

since now the packets do not take the shortest path to the base station, the concept of 
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the minimum weighted dominating set is used. A distributed implementation to 

determine the minimum cut set is provided. Anjum et. al.  have shown that the 

proposed algorithms perform well when compared to the random placement of IDS 

modules on sensor nodes. They also discuss the importance of cooperation amongst the 

defenders of sensor networks. Furthermore, the proposed approach is evaluated in the 

case of multiple colluding intruders. We note here that signature-based intrusion 

detection is assumed, thus; this approach does not address the problem of unknown 

attacks.

Techateerawat et. al. [8], investigate the accuracy of detecting attacks in sensor 

networks versus energy efficiency. They investigate new approaches to intrusion 

detection based on the layout and the selection of monitoring nodes. An analysis is 

presented based on the response of intrusion detection nodes, the number of required 

alert messages and the intrusion detection ability. The analysis includes variations in 

the size of clusters. They are based on a decision mechanism derived from Siraj et al. 

[9] which combines misuse and anomaly detection. The authors attempt to minimize 

the number of nodes where the IDS module will be deployed and investigate the 

following three strategies: core defense, boundary defense, and the distributed defense. 

According to the core defense the selected nodes are around a central point. In the 

boundary defense the selected nodes are along a boundary at the perimeter of the 

cluster. While in the distributed defense the nodes are selected according to a voting 

algorithm [10]. Their simulation results demonstrate that small clusters may present 

efficient performance with all defense strategies without significant differences in 

energy consumption. On the other hand, when the cluster size is large, distributed 

defense is very energy-intensive, while boundary and core defenses are more 

economical in energy use, but are vulnerable to insider attacks (from within the 

cluster).   

Roman et. al. [4] propose a general architecture for applying IDS in static sensor 

networks and propose a spontaneous watchdog technique for optimally monitoring 

neighbor nodes. According to the proposed architecture, IDS agents are located on 

every node. Every node has an internal database that is used for storing security 

information collected by the node IDS agents. The IDS agents are divided into two 

parts, local agents and global agents. Local agents are responsible for monitoring the 

local activities and the packets sent and received by the sensor. Thus, they attempt to 

discover any attack that may affect the normal behavior of a sensor node by analyzing 

the local information. This analysis is carried out only when the sensor is active, thus 

the imposed overhead is low. Global agents are responsible for watching the 

communications of their immediate neighbors and may behave as watchdogs [11]. If all 

the global agents are activated and listen to their neighbors at the same time, this would 

be a highly costly operation, thus only a small subset of nodes watch the network 

communications at any given time. 

The way global agents are activated depends on the routing architecture that a 

sensor network adopts. In hierarchical architectures, global agents are activated in 

every cluster, since the combination of all clusters covers the entire network. In flat 

architectures the selection of activated global agents is difficult since it is not possible 

to know what agents cover the network. Since clustering techniques add complexity 

and increased overhead for the creation and maintenance of the clusters, an alternative 

distributed solution, called spontaneous watchdogs approach is proposed. The 
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spontaneous watchdog technique relies on the broadcast nature of sensor 

communications and takes advantage of high density sensor deployments. The main 

goal is to activate only one global agent per packet circulating in the network and is 

performed by algorithm that checks the destination of every packet.  

6.  Sensor Network IDS Approaches  

IDS approaches proposed for safeguarding sensor networks can be classified into 

four distinct categories: 

• IDS using routing protocols, 

• IDS based on neighbor monitoring, 

• IDS based on innovative techniques, and 

• IDS based on fault tolerance. 

6.1. IDS using Routing Protocols 

Loo et. al. [12] and Bhuse and Gupta [13] describe two intrusion detection 

techniques for routing attacks in sensor networks. However, both proposed approaches 

are based on the assumption that routing protocols for ad hoc networks can also be 

applied to sensor networks [5]. The AODV (Ad hoc On-Demand Distance Vector) 

routing protocol is used by Loo et. al. [12], while DSDV and DSR (Dynamic Source 

Routing) protocols are used by Bhuse and Gupta [13]. Most commercially available 

sensors, however, do not support ad hoc routing algorithms such as these. 

Loo et. al. [12] propose an intrusion detection scheme that uses a clustering 

algorithm and classifies anything that deviates from normal routing traffic patterns as 

abnormal traffic patterns. The proposed approach is based on a fixed-width clustering 

algorithm, which is highly effective for anomaly detection in Internet Protocol (IP) 

networks. It is based on anomaly detection thus; it is able to detect unknown attacks. 

The intrusion detection approach is based on a set of traffic features that could be used 

for the detection of a wide range of attacks. The proposed approach is based on 

distributed Local Intrusion detectors that rely solely on information extracted form each 

node’s routing tables. Thus, no communication between sensor nodes is required, an 

important advantage considering the scarce power resources of sensor networks. The 

limitation of this approach, however, is that ad hoc routing algorithms use routing 

tables, but many sensor nodes simply communicate with a parent or child node without 

being aware of which route packets may traverse to reach their final destination. The 

proposed approach is evaluated for three routing attacks: the Periodic Route Error 

attack, Active Sinkhole attack, Passive Sinkhole attack. Also this scheme proved to be 

very efficient for the detection of sinkhole attack, an attack with severe impact on 

sensor networks. 

Bhuse et. al. [13] propose lightweight methods in order to perform intrusion 

detection in sensor networks. The proposed methods use existing system information 

such as neighbor lists, routing tables, sleep and wake up schedules etc., and attempt to 

detect the malicious behavior at multiple layers. Thus, if an attacker manages to escape 

detection at one layer, there are many opportunities to detect the malicious activity in 
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the other layers. The detection methods at each layer are independent of each other and 

may be used in combination depending on the needs and the available resources. 

6.2. IDS based on Neighbor Monitoring 

Da Silva et. al. [6], Onat and Miri [3], Krontiris et. al. [5] and Hsin et. al [14] 

propose intrusion detection approaches that present some similarities to each other. In 

all these approaches some sensor nodes monitor their neighbors in order to detect 

possible intrusions. According to the proposed methods, the monitoring nodes select 

data from messages transmitted in their radio range and select related information 

including message fields. This data is used as input to the corresponding IDS. This is 

similar to the proposed watchdog techniques described in the MANET IDS research 

literature [11]. 

More specifically, Da Silva et. al. [6] propose a decentralized intrusion detection 

approach. According to this approach, the monitoring nodes watch their neighbors. If a 

sensor node changes, delays, replicates or simply keeps and does not forward the 

received messages as required, then the monitoring node records it as a failure and an 

indication of a possible intrusion. Thus, a monitoring node creates a history for each of 

its neighbors. If the number of failures detected by the monitoring node is greater than 

an expected value then an attack level is raised. In order to avoid a possible high false 

positive rate, a learning stage is introduced, during which a monitoring node does not 

consider any abnormal event until the average number of failures has settled. The 

evaluation of the proposed approach has been performed for three types of occasional 

network failures and eight types of intruder attacks. The occasional network failures are 

data alteration, message loss and message collision. The intruder attacks are message 

delay, repetition and wormhole, jamming, data alteration, message negligence, 

blackhole and selective forwarding. 

The proposed intrusion detection approach by Onat et. al. [3] is based on the 

average packet arrival rate and the average received power level as representative 

features for each neighbor. Each node uses only the last n packets received from each 

neighbor and these packets are used for the calculation of statistics for each neighbor 

node. However, in both these proposed approaches [6], [3] the monitoring nodes do not 

collaborate and the buffer size plays a substantial role in the efficiency of the detection 

and the low false alarm rates [5]. 

Krontiris et. al. [5] propose a lightweight distributed intrusion detection approach 

for sensor networks based on specification-based detection,. According to the proposed 

approach, each sensor node hosts an IDS agent. The IDS agent performs network 

monitoring, decision making and response. During the network monitoring task, every 

sensor node monitors each immediate neighbor and collects audit data. During the 

decision-making task every node based on local audit data determines the existence of 

possible intrusions and forwards their conclusions to each immediate neighbor in order 

to make the final collective decision. The local detection engine applies the defined 

specifications about what is normal behavior and monitors audit data according to these 

constraints. The cooperation between neighboring nodes is performed by applying the 

majority vote rule in order to determine the existence of an attack. Furthermore, when 

an attack is detected the local response module is activated. Depending on the severity 
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of the attack the response might be direct or indirect. The direct response excludes the 

suspect node from the routing paths and forces regeneration of cryptographic keys for 

the rest of the neighbors. The indirect response notifies the base station about the 

suspected behavior of the possible intruder and reduces the reputation of the link to that 

node so that gradually it will be characterized as unreliable. The proposed approach is 

evaluated against the blackhole attack and selective forwarding attacks. This approach 

is a bit antithetical to many sensor designs that try to keep the wireless interface off 

unless the sensor node must report data. We note that the wireless interface consumes 

much more power than the computing processor.  

Hsin et. al. [14] propose a low overhead network health monitoring algorithm. This 

approach is relevant in the context of an IDS since the IDS must always be able to 

differentiate between malicious behavior and normal operational failures. Making this 

distinction in sensor networks is even more important because of the physical exposure 

of the sensors to environmental elements and physical attacks. They propose a 

distributed monitoring mechanism for wireless sensor networks which focuses on 

localized decision making and the minimization of false alarms by testing whether a 

group of sensor nodes are dead or alive. The proposed schema can be seen as a passive 

monitoring mechanism which notifies the control center only if it is highly confident 

that something is wrong. The basic principle of the proposed approach is based on 

neighbor monitoring. Each sensor sends its update messages only to its neighbors and 

every sensor monitors its neighbors. The monitoring is controlled by a timer associated 

with each neighbor. Thus, if a sensor has no communication with a neighbor for a pre-

defined period of time, then the neighbor is assumed to be dead. By mutual monitoring 

between neighbors, the monitoring performed throughout the network and the control 

center has to monitor only a small subset of nodes. Furthermore, local decision making 

is performed since each node makes some decisions before communicating with the 

control center. Each node increases the confidence of its decisions by consulting each 

neighbor. The total amount of traffic sent to the control center is minimized by 

adopting a simple query-rejection or query confirmation procedure and minimal 

neighbor coordination. We should note here that the neighbor monitoring works only if 

every node is reachable from the control center. 

C.C Su et. al. [15] propose an authentication-based intrusion detection and 

response approach for wireless sensor networks. Using an intrusion prevention 

mechanism they authenticate exchange control messages between sensor nodes. 

According to their intrusion detection approach different monitoring mechanisms are 

needed to monitor cluster heads and member nodes relative to their importance. 

Network members perform the monitoring of cluster-heads in turns. Thus, the 

monitoring time is reduced and member nodes conserve energy. The monitoring of 

member nodes is performed by cluster heads that have the authority to detect any 

misbehaving node and isolate the malicious node by broadcasting an encrypted alarm 

message. Energy conservation is achieved, since cluster-heads are used for monitoring 

instead of using all member nodes to monitor each other. Furthermore, the intrusion 

response of the proposed approach is activated only when the detection of alarm 

messages comes from at least X monitoring nodes that detect the misbehavior of the 

same cluster head. Thus, the proposed intrusion detection approach has the advantage 

of being tolerant of compromised nodes within a threshold in a cluster. However, a 

cluster head could isolate too many member nodes and this way to reduce its own 
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security. In order to avoid such an event, the member nodes that monitor the cluster 

head should determine whether or not the cluster head should be changed depending on 

the number of monitoring nodes. Nevertheless, the proposed intrusion prevention 

mechanism does not allow new nodes to join the network and assumes that sensor 

nodes do not move. 

6.3. IDS based on Innovative Techniques 

Agah et. al. ([16], [17]) suggest that game theory can be applied to intrusion 

detection in sensor networks. They propose an approach for the prevention of DoS 

attacks in sensor networks based on a game theory approach. The prevention approach 

is formulated as a repeated game between an intrusion detector and the nodes of a 

sensor network. They propose a protocol based on game theory which is able to 

recognize the nodes that agree to forward packets, but fail to do so. The approach 

categorizes different nodes based upon their dynamically changing behavior and 

enforces cooperation among nodes. Any non-cooperative behavior is punished. The 

intrusion detector situated at the base station monitors the collaboration of other nodes 

and builds up a history that represents their reputation. Sensor nodes that contribute to 

common network operation increase their reputation. The reputation is used as a metric 

of trustworthiness and is used to statistically predict the future behavior of sensor 

nodes. The advantage of the proposed approach is that through the history created by 

the base station for each sensor node, and the negative reputation the base station 

assigns to any malicious behavior, it is possible to create routing paths consisting of 

less malicious nodes for more secure transmissions. Thus the malicious nodes are 

isolated. The main disadvantage of the proposed approach is when the number of 

malicious nodes in the sensor network increases, the success rate of the IDS decreases. 

This can be explained if we consider the fact that the IDS attempts to lower false 

positive and false negative rates and as a result the detection rate is decreased since it 

misses more malicious nodes. This technique may not be suitable for certain 

environmental monitoring applications, but may be considered in more critical 

applications in which an intrusion is likely and cannot be tolerated. 

Doumit et. al. [18] propose a light-weight intrusion detection technique for wireless 

sensor nodes based on naturally occurring events and the analysis of fluctuations in 

sensor readings. Based on the Self-Organized Criticality (SOC) of the deployment 

region they acquire some knowledge, on which they deploy hidden Markov models 

(HMM). According to the proposed approach, the sensor network adapts to 

characterize the norm of the sensor network dynamics in its natural surroundings so 

that any unusual activities can be detected. Furthermore, the proposed approach is 

scalable to the addition of new sensor nodes. In order to avoid the transfer of a great 

amount of data to new sensor nodes and consequently consume scarce time and 

resources. 

6.4. IDS for Specific Intrusions and Operations 

Some other approaches propose intrusion detection techniques for specific 

intrusions and operations ([19], [20], [21], [22], [23]). Ngai et. al. [20] focus on 

Sinkhole attacks and propose a light-weight intrusion detection algorithm. The 
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algorithm consists of two main steps. The first step is to create a list of the suspected 

malicious nodes by checking the data consistency. The identification of the intruder 

through the analysis of the network flow of information is performed during the second 

step. The algorithm focuses on the many-to-one communication mode and the solution 

explores the asymmetric property between the sensor nodes and the base station while 

effectively using the relatively high computation and communication power of the base 

station. They also consider the scenario in which a collection of cooperative malicious 

nodes attempt to hide the identity of the real intruder. They examine the suspicious 

nodes and attempt to identify the real attacker using majority voting. 

Du et. al. [21] propose a general scheme for detecting localization anomalies caused 

by adversaries. They approach the problem as an anomaly intrusion detection problem, 

and they propose a number of ways to detect normalization anomalies. The proposed 

scheme exploits the topology deployment knowledge that is available in many network 

sensor applications and the group membership of each node’s neighbors. It uses this 

knowledge in order to determine if the estimated location agrees with its observations. 

If there is an inconsistency above a certain threshold then it is assumed to be an 

indicator of malicious behavior. The inconsistency is formulated as an anomaly and the 

problem is studied as an anomaly detection problem. The simulation results 

demonstrate that the proposed framework is able to detect localization anomalies 

effectively even when a significant portion of a node’s neighbors is compromised. 

Furthermore, the authors claim that the proposed scheme prevents the cause of an 

undetected large localization error since the more severe an attack is, the higher the 

detection time is and the lower the false positive rate is. 

Wood et. al. [22] propose an approach for detecting and mapping jammed regions. 

They describe a mapping protocol whose goal is to surround a jammer. The jamming 

detection module monitors the radio and the medium access control layers. The 

protocol applies heuristics to determine if a node is jammed. After deciding that a node 

may possibly be jammed, is sends a message to its neighbors and notifies the 

application layer. The application layer may apply power management techniques in 

order to outlast the jamming. The mapping is initiated by the neighbors of the jammed 

node that have received jamming notifications. Each receiver of the notification 

message forms a group by adding nearby jammed nodes as jammed members. Even if 

the proposed approach is not able to prevent jamming, mapping the jammed area 

contributes substantially in the mitigation of its impact. Performance evaluation of the 

proposed approach demonstrates that regions can be mapped in 1-5 seconds when the 

network is at least moderately connected. Furthermore, the jamming detection and the 

mapping protocol may be viewed as a cheaper strategy since they use existing data and 

facilities in the typical sensor communication stack. We note that jamming attacks are 

often not lengthy in time and are launched at critical times to disable the network or 

conceal an adversary’s activities, or misdirect an intrusion detection system. The 

authors assume partial jamming of the sensor network and that not all the jamming 

modules are themselves jammed. 

Ye et. al. [23] propose a Statistical n-route filtering (SEF) of injected false data in 

sensor networks. In large-scale sensor networks individual sensors may be 

compromised. Compromised nodes might be exploited in order to inject erroneous 

sensing reports. If the compromised node is not detected then the erroneous reports 
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may be forwarded to the base station causing not only false alarms, but also depletion 

of power resources. SEF can be used in order to detect and drop the erroneous reports. 

7. Summary 

Wireless sensor networks present a number of security challenges not faced by 

traditional wired or wireless networks. As a result, more research and practical 

experience is needed to develop effective wireless sensor network IDS. The design of 

an IDS for wireless sensor networks must take into consideration a number of factors. 

These factors include: the sensor communication protocol, the network topology, 

physical accessibility, application criticality, node redundancy, node mobility, 

computational resources, network membership requirements, base station network 

connectivity, and cryptographic support.  This chapter maps the sensor network IDS 

landscape and provides a snapshot of the present state of research in this field. This 

chapter classifies wireless sensor network IDS in four distinct categories: IDS using 

routing protocols, IDS based on neighbor monitoring, IDS based on innovative 

techniques and IDS based on fault tolerance. A survey of research in this area reveals 

that most proposed solutions and results are theoretical or based on simulations, and 

that real-world experience in preventing, detecting, or responding to sensor network 

attacks has yet to be published. Since wireless sensor networks are most likely to be 

initially deployed as private networks, publicly available network traces, attack tools, 

and attack forensic information for researchers to study will be very limited. This 

makes it difficult to objectively evaluate and compare the performance of various 

sensor network IDS technologies. Publishing datasets of actual sensor network traffic 

and simulated or real intrusions would help researchers advance the state of the art and 

work from a common baseline in order to compare the effectiveness of their 

approaches.  
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Remote Attestation – Identification 

Alec Yasinsac 

Florida State University 

Abstract. Many Wireless Sensor Networks are composed of nodes that are 

virtually identical, i.e. they are clones of one another. The classic “identity” 

definition cannot properly capture this notion. Even if each node contains an 

artificial serial number, there is no unique property...no DNA to distinguish 

devices. Still, all sensor networks must capture some identity notions; code 

integrity being one such notion. This chapter investigates sensor network node 

identity relative to the functional properties reflected in executing code found on 

small computing  sensors. We show how wireless sensor networks can establish an 

important identity property of ensuring code integrity through the process of 

remote attestation. 

Keywords: Authentication, Tamperproof Software, Obfuscation, Hardware 

Protection

1. Introduction. 

One of things that we take for granted in our day to day lives is our ability to refer to 

our colleagues, friends, and relatives by their names with assumed confidence that we 

have correctly identified them. Of course, knowing who someone is does not mean that 

we know everything about them, but for the most part, knowing their name is good 

enough. We recognize their faces and voice, we understand their role in business, 

neighborhood, or family. We understand enough about their potential impact on our 

lives without going to the effort and expense of conducting a detailed background 

analysis to capture all properties of people’s identity.  

1.1. How Much Identity is Enough? 

We seek a similar “identity balance” in sensor networks. Specifically we ask: “How 

much do we need to know about sensor network nodes before we accept their reported 

data as valid?” We consider the entire scale from the weakest filter of accepting any 

data that meets time, functionality, and format ranges to the strong member 

identification requirement of remote attestation.  

At the weak end of the spectrum, it is difficult to think of communication that does 

not rely on some type of identification. Closed environments, where communicating 

members are authenticated out of band, provide one example. Board room decision 

systems, where each member anonymously [within the board membership] enters 

comments illustrate such an environment. Essentially, all communications that can 

reach the message distribution center are considered to be authentic. Similarly, sensors 

created for an environment where no other communicating entities are possible, or 
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where interference by non-member parties is improbable or low impact by function, 

may not require any identity assurance.  

Conversely, most communication requires authentication. The ability to establish 

one’s identity is a fundamentally difficult problem and much has been written about it, 

capped by Gollman’s seminal work on entity authentication [1 ]. There, Gollman 

summarizes identity in a communications environment with the foundational 

statement: “A claim about the identity of an entity thus becomes a claim about the 

identity of the originator of a message.” His primary point is that it is common in 

communications systems that most messages do not originate from neighbors. Rather, 

messages are routinely cooperatively relayed from network node to node, whether 

targeted for a specific destination node or to effect a message broadcast. In those 

circumstances, it may be important to know who originated, rather than who delivered, 

a received message. 

1.2. The Problem of Identifying Wireless Peers. 

The identity problem is exacerbated in wireless networks, where research has yet to 

establish even effective peer identification technology. The invisible node attack [2] 

and the less threatening wormhole attack [3] leverage the fact that it is very difficult or 

impossible for a receiving node to determine if a received message was originated by a 

neighbor, or was merely relayed without change by that neighbor.  

Several proposed solutions satisfy partial peer identity requirements. For example, 

Beth and Desmedt [4] provide the scientific foundation to detect relayed messages by 

applying timing constraints. Some implementations have emerged, but these are 

cumbersome and some question whether clock precision and non-propagation latency 

limitations render this method useless in practice. Others have introduced collaborative, 

location-based identity methods [5] that rely on special purpose equipment and demand 

significant communication overhead. Finally, some attempt to utilize physical layer 

signaling properties for identification [6]. At best, present attempts to identify peers 

provide non-conclusive peer identity evidence. Table 1 summarizes wireless node 

identification approaches. 

Fortunately, in many communications environments, peer identification is not 

important. If the only application requirements are to authenticate the message 

originator and to verify message integrity, then the identity of the entity that delivered 

the message may not matter. 

Cryptography Geography-Based 

Physical

Layer

Introduction

Signatures 

Message 

Timing 

Location 

Signal 

Properties 

Hash Chains 

Group keys Collaboration

Distance 

based 

Frequency 

Hopping 

Zero 

Knowledge 

Table 1. Wireless Node Identity Approaches 
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1.3. Providing Strong Identification Confidence 

When applications demand strong identity guarantees, developers rely upon 

cryptography to establish the necessary trust. Gollman [1] notes that in instances that 

demand strong identity assurances, it is natural to equate ‘identity’ with ‘cryptographic 

key holder’. While properly engineered and applied cryptographic practices can 

provide strong identity guarantees, their improper use can lead to false confidence. 

Careless key handling yields cryptography useless and even under a watchful eye they 

can be lost, stolen, or manipulated.  

Additionally, authentication protocols (also known as “security protocols” and 

“cryptographic protocols”) used to generate and distribute cryptographic keys, in 

general are notoriously prone to subtle errors. In fact, a research discipline emerged 

from early security protocol standards, albeit de facto standards, introduced by 

Needham and Schroeder [7] and first exploited by Denning and Sacco [8] some three 

years later. Thirty years of security protocol research has shown dramatic 

improvements, but absolute, or even measurable, confidence through cryptographic 

protocols remains illusive.  

A constraint in security protocol analysis is that application demands vary so 

greatly. For example, the idea of “identity” reflects many varied properties, even when 

limited to a narrowly defined sensor network paradigm. In some environments, it is 

essential to be able to connect a data item to a specific sensor, e.g. by serial number. 

Other environments can suffice by only connecting a data item to any member of group 

[9, 10] or to a prior interaction [11].   

The Sybil Attack [ 12 ] reflects another identity paradigm, where one entity 

announces itself under two distinct identities. Yet other situations demand only 

connection between a series of data submissions. Wulf et al. proposed an authentication 

mechanism that connects a user to a previous identity announcement [11]. There are 

many other identity nuances that complicate protocol verification. In the next section, 

we examine identity properties specific to wireless sensor networks. 

2. Identity Requirements in Wireless Sensor Networks 

While wireless sensor networks share many important properties, they can also diverge 

significantly in other ways. That extends to identity notions and requirements. The 

following sections illustrate some commonly recognized identity concepts that are 

important to wireless sensor networks.  

2.1. The Fundamentals: Identity and Integrity 

In communication systems, for a message to have “integrity” means that the message is 

unmodified from its originally constructed form, that is, it is authentic, pristine in some 

sense. Inherent in this notion is that there is an entity that holds control or jurisdiction 

over each message’s content [and intent], thus “integrity” is inherently identity related. 

The message originator naturally controls message content, thus integrity assessment 

requires originator identification. 

An additional notion inherent in message integrity is that the originator’s message 

may not be modified while in transit. Fortunately, cryptographic methods can provide 

both message-originator binding and modification detection in a single, efficient 
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operation. A common approach to linking a message to its originator is by using a 

Message Authentication Code (MAC), as in [13]. MAC computation is efficient for 

reasonably short keys and provides integrity and authenticity.  

There are two identity attacks that form the foundation for most identity attacks in 

wireless networks: (1) The Sybil Attack [14] and the Invisible Node Attack [15]. The 

Sybil Attack occurs when one node participates in a single or, several different 

conversations using more than one identity. Depending on the application environment, 

the Sybil Attack can be devastating if not detected or prevented outright. Unfortunately, 

MAC protocols alone cannot prevent the Sybil Attack.  

The Invisible Node attack is also a difficult attack to overcome. It is accomplished 

by an outsider or insider that simply relays messages without accomplishing actions or 

inserting information dictated by the governing communications protocol.  

Each of these attacks illustrate important, but often overlooked identity properties. 

The Sybil attack leverages society’s comfort with representing a single identity with 

different tags and that we focus on being confident that a particular tag uniquely selects 

the proper individual. This vital identity property remains intact during a Sybil attack; 

whether you know a Sybil node as Alice or Bob, calling either reference selects the 

correct entity. The Sybil threat is an orthogonal identity concept, essentially that an 

entity can partition their actions across multiple identities. 

2.2. Identity Through Distinctive Device Characteristics 

While much recent research focuses on cryptographic authentication techniques and 

key exchange paradigms, Kranakis et al. [6] introduce a physical layer approach to 

wireless peer identification. They leverage the natural entropy inherent in signaling 

devices and show that they can correlate all message traffic by its signal properties or 

its “signal signature”. Essentially, once they detect and catalog a signal from a new 

peer, they can correlate future messages to the initial transmission, allowing them to 

establish a message history for each peer and to prevent Sybil attacks under the 

scheme’s assumptions.  

Similarly, Kohno et al. introduced Remote Physical Device Fingerprinting [16] in 

2005. They showed how a passive observer can establish a unique identity for any node 

that regularly communicates through a common configuration of TCP connections. 

Theirs is a powerful technique that can identify nodes across the globe as easily as they 

can identify machines in the next room. There approach is hardware and operating 

system independent, thus is applicable to virtually any environment that utilizes TCP 

connectivity, and can apply to ICMP and some other communication protocols.  

The RPDF fingerprint is more accurately termed a “TCP Clock-print”. Like any 

other mechanical or electrical mechanism, clocks are imperfect devices. In this case, 

the clock’s “consistent imprecision” provides a distinctive, identifying property for the 

clock’s host. Based on captured TCP session timestamps, for example in a TCPdump 

or other TCP session trace, RPDF calculations identify the clock skew for the 

transmitting device. This clock-skew identity can correlate transmissions to the original 

transmitter. 

Each of these device identity approaches provide an interesting capability that 

leverages natural properties based in physical science, and they are reasonably reliable 

in non-malicious environments. However, if an adversary is aware that these 

mechanisms are in place, there are many ways to modify signal properties to counteract 
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the natural entropy that allows identification. Similarly, RPDF can be thwarted by 

altering or omitting TCP timestamps in outgoing messages. 

2.3. Routing in Wireless Sensor Networks 

The ad hoc nature of wireless sensor networks implies an infrastructure-free 

environment. Thus, the sensors must organize themselves into a functional network 

that allows the necessary message passing. The canonical communications paradigm in 

wireless sensor networks is through message relay, often referred to as routing.  

The purpose of routing algorithms is to maximize  messaging efficiency by 

minimizing the number of transmissions necessary to guarantee message delivery. 

Routing canonically occurs in two phases
1

: (1) Route discovery and (2) Message 

delivery. Efficiency-aggressive routing algorithms only generate path information 

when it is needed, thus are dubbed “On Demand” routing protocols. On Demand 

protocols achieve high efficiency at the expense of some message latency.  

At the other end of the spectrum, “Table-Driven Routing” algorithms conduct 

constant routing updates to ensure the each node has adequate routing information 

whenever they need to transmit a message.  

While all sensor networks are self organizing, some are mobile while others do not 

move once they are in place. In the static model, static sensor networks need only 

establish the communication infrastructure once, thus are well-suited to the table-

driven approach. Routing paths are created as part of the initialization process and 

stored for subsequent use in table-driven routing protocols.  

Conversely, in the mobile model, the sensors face a different communications 

challenge. At any time the communications structure can change due to normal 

movements. Depending on the network density and upon mobility factors, it may not 

be  possible to store a useful route at any node. This situation demands On Demand 

routing protocols where routes are discovered and used when they are requested.  

There are many excellent hybrid routing protocols that optimize various other 

communication properties. For example, in static wireless sensor networks, nodes may 

only be interested in establishing one route, say to a local coordinating node. In this 

case, generating complete routing tables at the outset is unnecessary and wasteful. A 

hybrid protocol utilizes available information before requesting route discovery. When 

a discovery request is received, the table is checked before retransmitting the request 

and if the route is completed locally, no further route request in necessary.  

All of the above generally refers to environments where all nodes cooperate and 

identity other than for the destination node, is unnecessary. While this is the case in 

many envisioned wireless sensor environments, if the routing protocol must mitigate 

threats posed by malicious outsiders or insiders, the problem becomes much more 

sticky. Where security threats apply, corresponding communications protocols must 

know, and leverage, identity of each node in every active path.  

We identified two important identity threats to wireless networks in Section 2.2 

above: The Sybil Attack and the Invisible Node Attack. It is easy to see how these 

attacks can damage wireless sensor network operation by  manipulating the routing 

process. For example, most route discovery protocols gather the desired path by 

passing a route request on a forward traversal where each node in the path adds their 

                                                           

1

 We recognize that some messaging paradigms deliver the message in one pass. We contend that such 

message passing protocols do not constitute “routing”. 
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identity to the path. The discovered path’s description is returned to the requesting 

node by transmitting a route reply across the reverse of the discovered path. An 

“Invisible Node” can trick the requester into accepting an invalid route by simply not 

attaching their identifying information on the forward route and then retransmitting the 

route reply as though they were a member of the path. 

Similarly, every node in a network where a successful Sybil attack is in effect is 

subject to false path entries. As a simple example, if node B connects nodes A and D, 

and if node B can assume identity as both B and C, then  both A and B may believe 

that there are two valid paths between them when in fact there is only one path.     

In the simple attack versions given here, these attacks may not appear to be of 

concern. Unfortunately, in large networks where communication capabilities are 

pivotal, bandwidth is a scarce resource, and where the stakes are high, these attacks can 

cause immeasurable damage. Strong identity mechanisms could resolve both of the 

Sybil and Invisible Node attacks.  

2.4.  Key Management in Sensor Networks 

Generally, sensor network requirements are well-suited to symmetric, group key 

cryptographic methods. If individual node identity is unnecessary, a pre-assigned key 

can allow nodes to efficiently encrypt messages to ensure their privacy among group 

members, authenticity as coming from a group member, and their integrity.  

However, even simple additional requirements can invalidate this approach. If 

nodes are subject to capture in a way that an adversary can learn the group key of if the 

group key could be compromised in some other way, then each privacy, authenticity, 

and integrity are compromised. 

There is significant research on mechanisms to refresh or redistribute secret group 

keys [9]. There is also some work on finding efficient mechanisms that may apply to 

sensor networks. Much of this work focuses on establishing peer-wise secret keys [17, 

18]. though there are also efforts to establish efficient group key redistribution methods 

[19]. 

The central dividing factor in most group key establishment protocols is whether 

or not nodes are powerful enough to efficiently compute modular arithmetic with large 

modulus and large exponents and if they are, does the impact on their power of these 

computations limit their application? 

There are three primary approaches for secure group key distribution: Station-to-

station Diffie-Hellman [20] hybrid computation, hash chains, and probabilistic key 

sharing. In the station-to-station method, nodes self-organize by establishing a 

coordinator node and an ordering that reflects a valid communication path in the 

network. The coordinator triggers a station to station computation that results in a 

participatory group key, where every member can ensure that the resulting key is 

random and that their key share is incorporated. In one simple variation, the 

coordinator encrypts the resulting group key with each member’s public key and 

distributes it along the existing path. 

Of course this method requires at least two large modulo arithmetic computations 

per node and may demand the order of n such computations by the coordinator each 

time a key is distributed. For the near future, many wireless sensor networks are not 

expected to have sufficient computational or battery capabilities to implement key 

distribution systems based on Diffie-Hellman. 
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Cryptographic hashes are less computationally intensive than public key 

operations, and they demand less power, thus are more well-suited to many wireless 

sensor network environments. One general approach to hash-based group key 

computations relies on the one-way properties of the cryptographic hash and a 

hierarchical node organization.  

In addition to reduced resource demands, hash chain-based group key mechanisms 

may also offer significant opportunity for off-line computation, allowing sensor nodes 

to be preloaded with hash values and further preserving battery power at the tradeoff of 

additional onboard memory. 

More recently, Gligor, et al. [17] recently introduced a novel key distribution 

approach wireless sensor networks based on probabilistic key sharing. Their scheme is 

based on pre-computed random number shares stored on each host. These shares are 

selectively redundant in a way that ensures that members are highly likely to own pair-

wise shares that will enable full network connectivity. This is a major advance in that it 

enables node-to-node security services including peer-wise privacy. 

3. Mobile Code Protection 

Protecting programs from illegitimate use is a classic problem in computer science [21, 

22, 23]. It turns out to be a very difficult problem to protect program execution, 

manipulation, and copying in an environment that is controlled by a sophisticated 

adversary, as may be the case in wireless sensor networks. Normally simple security 

functions, like protecting the privacy of an encryption key, are difficult (or impossible) 

when the execution environment is hostile. The ability of the adversary to make mass 

copies of the code to attack in parallel combined with our benchmark of guaranteeing 

security in the worst case paints a bleak picture.  

3.1. Obfuscation  

The goal of obfuscation is to disguise programs so that a user can execute them, but 

cannot determine their meaning. The foundational reasoning is that if an adversary 

does not know what the program is supposed to do, it does no good to copy it, nor can 

the program be changed in any meaningful way, either on the executing host, or in the 

code that may migrate as part of a mobile agent or other code-passing, distributed 

system. So, while obfuscation does not completely prevent malicious manipulation, it 

does limit the adversary to the narrow malice that they can cause with blind disruption, 

a dramatically reduced impact compared to intentioned attacks, since blind disruption 

is difficult to disguise.  

Program obfuscation literature is deep and wide, pivoted by the seminal work by 

Sanders and Tschudin [ 24 ]. Others introduce practical processes based on code 

interleaving and term rewriting as well as more theoretical notions [25, 26, 27, 28]. 

Today, program, algorithm, and system obfuscation techniques are even embedded 

with shrink-wrapped, modern development environments and compilers. The challenge 

with delivered techniques is that there is no foundation for confidence in their 

protection or even in understanding what it is that they are intended to protect. 

Obfuscation is a difficult concept to grasp and attempts to model the concept are 

presently in a state of research flux caused by the demise of the model that had become 

the de facto standard. 
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One way to formalize the notion of program obfuscation is the Virtual Black Box 

(VBB) paradigm. In VBB, P', an obfuscated program for P (a program or circuit that 

has the same functionality and polynomially similar performance), is a VBB 

obfuscation of P if an adversary can prove anything using an oracle for P that it can 

prove if given access to the code of P'. This formalization seems to capture the intuition 

of program obfuscation, i.e. that having possession of the code renders nothing about 

the meaning of the program. Figure 1 captures the intuitive relationship between a 

program, its obfuscation and two probabilistic, polynomial time Turing machines that 

emulate them. 

In their seminal paper in 2001, Barak, et al. show that it is impossible to create a 

general program obfuscator under the Virtual Black Box paradigm [29]. Their primary 

result is to contrive a family of circuits (or programs) that cannot be obfuscated in the 

sense that access to the circuit  will always yield more information than can be 

gathered from oracle access to the protected circuit. Since the Barak result, some 

narrow classes of programs have been shown to be obfuscatable while others extended 

the Barak result to a wider program array. Nonetheless, obfuscation research and 

implementation continues.  

Recently, McDonald et al., proposed an obfuscation approach based on computing 

Small Atomic Functions [30]. Their mechanism (hereafter referred to as SAF) provides 

perfect obfuscation for programs with small-sized input. This approach is appealing 

since it fits well with most wireless sensor network applications that are designed for 

computationally constrained devices. In this case, the tradeoff is not computational, as 

the fundamental operation is table lookup, rather the challenge is storage capacity for 

the large tables demanded by the SAF method. 

There are two interesting foundations for obfuscating atomic functions. First, SAF 

demands and then leverages fixed and equal input and output sizes. For example, if we 

are interested in thirty two bit functions, then all functions must have exactly thirty two 

bits of input and thirty two bits of output. Notice that this is also a property of many 

encryption algorithms that are often the target of obfuscation techniques. The power 

here is that in this paradigm it is possible, and semantically clear, to compose any two 

functions or to compose any function with itself. 

Secondly, the fixed input-output size scenario allows the analyst to compute the 

likelihood that an arbitrary function is the composition of any two other functions. So, 

while an adversary could determine the function that an obfuscating node is computing 

through black box analysis, the algorithm does not leak any information about the 

composition (or compositions) that resulted in the final function. Since no information 

is leaked to the adversary, perfect obfuscation is achieved.  
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Figure 1. Intuitive Virtual Black Box
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3.2. Proof Carrying Code 

A novel, yet highly intuitive mobile code protection approach is to have the developer 

include a proof with the delivered code that definitively establishes (or ensures, or 

proves) the security properties relative to the implementation environment security 

policies. This is the goal of Proof Carrying Code (PCC) [31].  

The theory behind PCC is that security information can be partitioned into (1) 

Security requirements in the execution environment and (2) Security capability in the 

delivered applications. PCC provides a framework for the environment manager to 

formally express their security requirements so that application developers can produce 

proofs that their code meets the environmental baseline. The local manager can 

exercise the proof to ensure that ensure that the code execution will be safe. 

PCC is a static analysis method used by a host that is considering whether or not it 

should execute [usually] remote code. The approach is based on specification 

languages and formal semantics and the proofs are founded in the inherent code 

properties.  

4. Attestation 

Informally and intuitively, we think of attestation as evidence. In our case, we seek 

evidence about identity, but like most environments, identity evidence can come in 

many forms. More specifically, we are concerned about evidence that we can gather 

about remotely located sensor network nodes. We are truly interested in remote 

attestation. 

While the term “attestation” has its foundation in evidence, it has recently taken on 

a more specific connotation in computing jargon. Here, attestation refers to one’s 

ability to assess whether or not a communicating node is executing an authentic and 

unblemished version of the expected software. Such assurances challenge the limits of 

possibility and attestation via direct interaction with a target computer is a classic 

problem in computer science.  

The challenge is that if a malicious intruder has modified or replaced the executing 

code, it may also have injected malicious software, or malware, whose purpose is to 

trick inquirers, preventing them from detecting the modifications. For example, 

consider hashing as a mechanism to allow a developer to ensure code integrity. In this 

environment, the developer has a replica of the distributed code and delivers the hash 

function itself as a component of the application software installation. To ensure code 

integrity, the developer may: 

1. Pose a random query to the local replica code 

2. Stop the computation at a randomly selected point 

3. Compute the hash of the executing module in the resulting intermediate state 

and  

4. Ask for the same computation and the resulting hash value from the host that is 

supposedly executing the same code.  

For cooperating hosts, this is a reasonable approach. Unfortunately, in a 

compromised host, a malicious intruder with sufficient access privileges can subjugate 

the intended application. Once in control of the processor, the intruder can conduct a 

classic man-in-the-middle attack by using a confined, but otherwise pristine, version of 
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the original code as an oracle. This confined software may be in a separate device, or 

may be a within a virtual machine within the compromised host. When an integrity 

query is received, the installed malware feeds the query into the pristine code and 

returns the correct response to the verifier. Figure 2 illustrates the malware Man-In-

The-Middle interaction. 

This challenging problem has lead many researchers to seek a hardware-based 

solution, as we discuss in the first subsection below.  

4.1. Trusted WSN Computing Foundations 

Since the Orange Book [32] introduced the notion of a Trusted Computing Base (TCB), 

there has been significant interest in developing a hardware platform that is malware 

resistant. This trusted platform would contain a hardware-embedded set of algorithms 

that cannot be replaced by a malicious intruder no matter what level of privilege they 

attain, thus is not subject to software tampering. These algorithms must be well-

understood and also embedded with a private key that can authenticate trusted platform 

actions. Moreover, this platform must be designed to be hardware tamper-resistant to 

ensure that an adversary could not defeat the platform’s security properties by 

replacing some hardware component.  

While the Orange Book may have triggered the search for secure hardware, 

industry has driven the more recent efforts. The Trusted Computing Group web page
2

 

details the state of the art in their approach to achieving some level of trusted hardware 

in general purpose computing devices. The Trusted Computing Group is a consortium 

of technology industry companies with common interests in trusted platforms.  

Maybe the most visible company involved in establishing a trusted computing 

platform is the Microsoft Corporation. Introduced as Palladium and now identified as 

the Next Generation Secure Computing Base, their effort addresses the software impact 

and technology that can leverage trusted hardware. 

A computing change of focus is at the heart of the trusted computing movement. 

Functionality, inclusiveness, and connectivity has been the foundation of computer 

development methodology since the mid-1900s and they certainly drove the technology 

that now forms the Internet. Design decisions reflected this mindset, consistently 

favoring operational capabilities over attribution, heterogeneity over confinement, 

speed over authentication, etc. This is not surprising, as designers have traditionally 

been driven to meet the customer’s immediate functional requirements rather than 

designing products for foundational or future protection.  
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While many security professionals strongly support the trusted computing effort, 

the Trusted Computing Group and the Next Generation Secure Computing Base effort 

have been the subject of complaints of privacy invasion and unfair competition by 

others concerned about the control shift that hardware security features hands to 

software vendors. At the center of these complaints is that the trusted computing 

platform can aid software vendors in protecting their intellectual property by allowing 

them to more easily and completely enforce copyrights and to prevent or complicate 

software piracy to implement digital rights protection.  

Trusted computing technology itself is not particularly sophisticated or complex. 

Rather, it depends on a single supplemental chip with special security functionality and 

restrictive access policies. The security capabilities themselves leverage well-known 

vulnerability and security targeted areas of  memory confinement, protected storage 

that can host strong cryptographic keys and corresponding encryption algorithms and 

by establishing strongly private input and output channels. 

Another key provision of trusted computing that has attracted much of this 

criticism is the approach it takes to remote attestation. We discuss remote attestation in 

the next subsection, so for now, suffice it to say that antagonists claim that the trusted 

computing group approach inappropriately favors vendors by leveraging the ability to 

identify code changes into an ability to prevent users from modifying legitimately 

purchased products. The debate, and the trusted computing movement, continue. 

Each of the four targeted trusted computing security capabilities directly addresses 

important threats in modern computing. For example, buffer overflows are 

overwhelmingly the dominant computer vulnerability today. In buffer overflow attacks 

the intruder leverages a memory overrun to inject malicious code, which can be 

detected and in some cases prevented by remote attestation. Samples of vulnerabilities 

addressed by trusted computing is given in Table 2. 

At face value, trusted computing does not seem well-suited to wireless sensor 

networks. Fundamentally, wireless sensor network nodes are small devices with limited 

power capabilities that may not support supplemental hardware components. 

Additionally, the extra computing components add per-node cost, which may prevent 

wide acceptance where most applications demand hundreds or thousands of nodes. 

Still, some researchers have suggested using trusted computing in wireless sensor 

networks. In their Internet manuscript [ 33 ], Ganeriwal, et al. suggest a tiered 

architecture consisting of a few trusted nodes that perform trusted computation for the 

vast untrusted sensor network itself.  

In their approach, the Trusted Platform Modules (TPM) are tamper resistant, 

contain protected memory and a high quality random number generator, and are 

programmed with a unique RSA key pair. The key exchange protocol is a typical 

trusted key server variation triggered by a sensing node’s request for a key and 

Protected User 

Interface 

Memory 

Confinement 

Protected Persistent 

Storage 

Remote 

Attestation 

Screen Captures 

Process-to-Process 

Leaks

Key protection Malware 

Keyboard Loggers Covert Channels Strong Encryption Software Piracy 

Table 2. Sample Trusted Computation Security Capabilities 
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containing a nonce encrypted. Key generation is initiated by a request from a non-TPM 

equipped node who forwards a message containing a nonce encrypted with a newly 

generated ephemeral key and the ephemeral key encrypted under the TPM node’s 

public key, which is a canonical approach to establish a session key. 

This approach is interesting in that it leverages hierarchal design to optimize 

computing capability and to preserve battery power for the multitude of nodes. In fact, 

if the ratio of TMP nodes to sensing nodes is sufficiently small, it could mitigate the 

wireless sensor network trusted computing cost limitation even if the cost for 

substantially stronger battery power or more powerful processors substantially elevates 

the cost of the trusted nodes.  

4.2. Remote Software Attestation 

Detecting malware and ensuring code integrity is difficult when the verifier has 

physical access to the host in question. The task is even greater when the code must to 

be verified resides remotely.  

Remote software attestation generally leverages detailed, orthogonal knowledge 

about the code and the environment. Specifically, the verifier must mirror the target’s 

execution environment and must be able to extract precise timing measures, both for 

code execution and for message transmission. The two canonical, orthogonal 

architectural mechanisms are: (1) A correct selected memory hash computation and (2) 

A measure of the time that it takes to perform memory hash computation.  

A foundational idea behind remote software attestation is that to spoof the verifier, 

a malicious host must be forced to execute computations that would take sufficiently 

long that the verifier could detect the delay. Thus, the remote attestation process is an 

interactive system where the verifier poses some question or query to the responder and 

the responder provides an answer that the verifier has pre-computed. If the responder 

provides an incorrect response, or does not provide the correct response within the 

prescribed time threshold, the verifier identifies the responder as a compromised node. 

Shaneck, et al. propose a Remote Software-based Attestation scheme for wireless 

sensor networks [34]. They leverage program obfuscation techniques such as self-

modifying functions, ruse code, and indirection to protect their verification procedure 

from spoofing. Still their scheme reduces to a challenge-response interaction based on 

random numbers, hashing, and measuring the time that it takes the responder to 

generate the answer, similarly to other attestation approaches. 

Another remote software attestation approach is called SWATT, short for “A 

Software-based ATTestation for Embedded Devices” [ 35 ]. SWATT follows the 

software attestation model given above by implementing an interactive verification 

process based on computing memory hashes and enforcing response timing limits. 

Since the challenges request random memory samplings, the adversary cannot guess, or 

pre-compute, responses and the timing threshold prevents adversaries from modifying 

the system on the fly to enable them to compute the correct response to defeat the 

verification. Thus, it is not breakthrough technology from a theoretical standpoint. 

SWATT does offers several important optimizations, some that are particularly 

critical to wireless sensor networks. For example, the author’s argue (though they do 

not prove) that their verification code performance is optimal, at least in the sense that 

its performance cannot be further optimized. Of course this optimization is critical for 

the foundational purpose, i.e. if an adversary can further optimize the verification 

process, they could subvert the timing threshold that is pivotal to the verification 
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process. Performance optimization is also important to computationally and power 

constrained devices, such as sensor nodes, particularly if attestation frequently recurs. 

The SWATT authors offer a myriad of potential remote software attestation 

applications inncluding: Virus checkers, voting systems, smart cards, personal digital 

assistants, cell phones, and network printers. This is clearly a short list as most 

computer applications would benefit from integrity protected execution. 

Still, remote software attestation faces many challenges, foremost among them is 

attestation’s temporal limitation. At best, remote software attestation can only ensure 

that the verified code was pure at time, say T. It does not ensure the code’s status just 

prior to verification (at time T – θ), nor can it predict the code state shortly after the 

verification (at T + θ). While there is value in ensuring that no malware is present at a 

given point in time, secure computing demands perpetual attestation.  

Finally, the authors of SWATT point out a possible attack that illustrates the 

difficulty in predicting threats and limitations to remote software attestation. To their 

considerable credit, they acknowledge a possible attack on their verification if large 

portions of memory are blank. In this case, the attacker can optimize the checksum 

process and gain significant time that may enable alternate response generation, though 

the authors suggest randomizing empty memory to mitigate this threat. Though this 

vulnerability technically simple, its threat is subtle, and it illustrates that inherently 

subtle threats exist. We point out that the authors do not prove that no other such subtle 

threats exist. 

4.3. Guaranteed Code Execution Integrity 

The natural next step in the evolution toward fully trustable computing is to develop 

mechanisms that can ensure that a given code segment executes (or executed) precisely 

as it was intended. That is, we would like to be able to ensure that once a code segment 

begins execution, it cannot be interrupted nor can its execution sequence and 

manifestation be altered in any other way. 

The clear logical progression is to follow remote attestation with guaranteed 

atomic execution for the target application. Such mechanisms would justify strong 

behavioral expectations about code executing in those environments and corresponding 

confidence in its output.. 

Indisputable Code Execution (ICE) was first proposed in [36]. As an incremental 

extension of Pioneer [37], ICE performs  a series of checksums on itself, thus coining 

the term self-checksumming code. These checksums are designed to ensure that any 

code alteration will be detected in the verification process. However, even if self-

checksumming can ensure that there is no change to the executing code, it cannot 

guarantee execution integrity on its own, since interrupt processing can fundamentally 

alter the application’s manifestation.  

To protect against interrupts and other process-altering attacks, ICE sets up 

environmental state to protect the execution sequence and includes important state 

information in the checksum presented to the verifier. The program counter, the 

operating system interrupt-disabled bit, and the data pointer to the requested memory 

areas are three examples of state retention that are embedded in the checksum.  

Integrity protected execution is a critical step toward trustable computing 

platforms and ICE is an important contribution in this area. While the ICE developers 

note that ICE cannot prevent the Man in the Middle attack discussed above and 

illustrated in Figure 2, it is still an important step toward verifiably trustable computing.  
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5. Leveraging Remote Attestation 

There are many scenarios where it is important to have confidence in software 

integrity.  In many wireless sensor networks, remote attestation can capture the only 

necessary identity information to ensure accurate information collection, which is the 

goal in most wireless sensor networks. In this section, we illustrate remote attestation 

by addressing two issues that are important to wireless sensor networks: (1) Secure 

data aggregation and (2) Secure code update.  

5.1. Data Aggregation 

In virtually all sensor applications, sensor network nodes gather data and report back to 

a central collection site. In situations where the reporting path is long, nodes may 

aggregate data to conserve power and bandwidth. Of course aggregation must preserve 

the essential data properties for each aggregated message, thus many aggregation 

methods are application specific. Nonetheless, there is significant work on general 

aggregation mechanisms for sensor networks, e.g. [38, 39, 40, 41].  

Identity requirements vary for preserving integrity in data aggregation based on 

application properties. For example, Tilak, et al. [42] discuss four data delivery models 

for sensor networks as continuous, event-driven, observer-initiated and hybrid 

observation models. In the continuous model, sensors produce a continuous data stream, 

while the event-driven model triggers transmission when an event of interest takes 

place. For example, a sensor placed at a traffic light may be required to transmit data 

every time a vehicle runs a red light.  

In the observer-initiated model, sensors transmit data only upon the observer’s 

request. For example, an observer may request location information from a sensor 

armed with a location finding application. In the hybrid model, one or more of the first 

three models coexist in the network. 

For continuous transmission, session hijacking is the primary integrity threat, 

whereas intermittent transmission paradigms may necessitate frequent session 

initialization and the accompanying authentication demands.  

Yang, et al. introduce a peer-to-peer aggregation method that they call SDAP, 

short for “A Secure Hop-by-Hop Data Aggregation Protocol for sensor networks” [43]. 

SDAP leverages the natural property in data aggregation protocols that nodes nearest to 

the collection point can have the greatest impact on the accuracy of the accumulated 

result. Thus, SDAP generates a flat aggregation structure with fewer nodes per 

accumulation group and more nodes reporting to the network root. Individual node 

deviations are ignored or addressed with skew balancing mechanisms. 

SDAP is a four step protocol. First, nodes are probabilistically separated into 

groups. Then, a hierarchal data aggregation protocol collects data at the base station. 

These data are then analyzed for suspicious content and finally each group participates 

in an attestation process that verifies their reported result. 

The aggregation protocol itself is straightforward, based on a simple message 

format containing the transmitting node identity, the hop count, the encrypted 

aggregated data, and a MAC to authenticate the message. Each message is encrypted 

with a pair wise symmetric key shared between parent and children nodes.  

The authors propose several attestation approaches that can provide varying 

confidence levels depending on the unique application requirements. Attestation begins 
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with an attestation request from the base station that includes random numbers, one that 

act as the request identifier and the other as the attestation seed.  

At each group, a probabilistic algorithm establishes the group attestation path. The 

algorithm assures that the probability of any node being included in the attestation path 

is proportional to their data count, thus ensuring that higher reporting nodes are more 

likely to be verified. The attestation messages are constructed so that the base station 

can compute the node counts and verify the earlier reported result, or can detect false or 

altered reports. 

5.2. Secure Code Update 

Software binaries have been remotely installed and update since the first networked 

systems were introduced. In the past five years automatic software update distribution 

has become the norm, in fact, is uniform among major distributed software vendors. It 

is no wonder that secure code update is an active research and development area. 

Updating code in wireless sensor networks is an interesting concept. Some sensor 

applications may outlive software versions or may demand frequent updates, 

depending on environmental changes or even on mission shifts. There is substantial 

work focused on protocols to allow sensor software updates. 

Two approaches to secure code update for wireless sensor networks recently 

emerged in the research literature. The earlier, mysteriously dubbed “Sluice” [44], was 

developed specifically for wireless sensor networks and is constructed around the 

network reprogramming paradigm. In that paradigm, code updates propagate from the 

base station outward, with node-to-node update occurring after the original 

transmission.  

Sluice leverages digital signatures and hash chaining to prevent malicious nodes 

from transporting dubious updates to non-corrupted nodes. The three phase protocol 

begins by the base station partitioning the code update into transmission and storage-

appropriate sized pages. Sluice creates a cryptographic hash for each page before it is 

transmitted, and the hash is attached to the previous page before it is hashed, thus 

forming a hash chain. The final packet is signed rather than hashed. As each page is 

received, the hash chain is verified and the page is transferred to persistent storage for 

further distribution. Once the signature is verified, the update is installed locally and 

transmitted according to the reprogramming algorithm. 

The second secure code update approach is based on a combination of remote 

software attestation and execution integrity guarantees. Secure Code Update By 

Attestation (SCUBA) is also targeted for sensor networks [36]. Comparatively, while 

Sluice provides integrity guarantees to the updated node, SCUBA provides strong 

security assurances to the updating node. Moreover, SCUBA is a stronger mechanism 

than Sluice in that it can repair infected nodes as long as the hardware is not disturbed.  

SCUBA makes two simple assumptions, first that there is secure, read-only 

memory to store a node’s identity and private key and second that there is a public key 

infrastructure in place. Each of these are reasonable, though neither is guaranteed and 

there is no widely accepted standard for the second.  

We do not delve deeply into the SCUBA technology, as it is based on SWATT and 

ICE (ICE is actually introduced in the SCUBA paper [36]), which we reviewed in 

earlier sections. SCUBA simply employs ICE to ensure that the executing update code 

will not be interrupted or altered in any way. The update then ensures that the proper 

code is installed and that no malicious remnants remain. SCUBA’s greatest strength is 
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that it guarantees that it will repair a malware infected node or that the base station will 

detect its inability to complete the update.  

6. Chapter Summary 

Identity is a fleeting concept. Without waxing philosophical, it safe to say that the 

complexity of approximating identity generally increases disproportionately as the 

identity standard strengthens. Recognizing a face or a voice may be easier than 

remembering a name, and all three are easier than remembering a social security 

number.  

Network identification is similarly complex. Sometime sharing a key provides 

sufficient confidence, while other applications demand sophisticated protocols to 

ensure that a communicating principle can be granted access to a resource or can 

properly be associated with a previous action.  

In this chapter, we describe numerous identity properties and correspondingly, 

many identity verification mechanisms. We show how obfuscation can protect identity 

properties in mobile code and we address some key distribution capabilities and 

limitations as they relate to network identities.  

Identity in wireless sensor networks often reduces to simply knowing that a node is 

executing the correct software. This chapter culminates with the three subjects as they 

pertain to wireless sensor networks: 

- Integrity guaranteed execution 

- Remote software attestation and 

- Secure code updates  

These three capabilities advance sensor software technology and clear the way for 

more advanced, sensitive, and mission critical wireless sensor network applications. 
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Abstract. Security has been proven a crucial factor in the provision of data 
services and especially in the computer-related environments. While wired and 
wireless networks come to all sectors of everyday life, security tries to satisfy the 
growing needs for confidentiality, integrity and non-repudiation. There are many 
instances of security primitives and each one of them has different requirements in 
terms of processing power, memory, energy consumption, etc. Therefore, it is 
important to review the functionality of the less resource-demanding encryption 
algorithms in order to analyze their theoretical suitability to the existent sensor 
node hardware. Still, the constraints inherent to the sensor nodes advise against the 
total dependence on software-based implementations, even more in the case of 
expensive primitives. 

Keywords. Security, Cryptographic Primitives, Hardware Implementations. 

1. Introduction 

While the wireless devices are coming to the offices and houses, the need for 
strong secure transport protocols seems to be one of the most important issues in the 
communications standards. From email services to cellular provided applications, from 
secure internet possibilities to banking operations, cryptography is an essential part of 
the today’s users needs.  

Recent and future computer networks have special needs for cryptography. They 
must support the three basic types of cryptography: Bulk Encryption, Message 
Authentication and Data Integrity. Most of the widely used wireless systems support all 
the above different types of encryption. Additionally, some systems offer to the users 
the choice to select among two or three alternative ciphers for each encryption 
operation. The user can select the best-suited algorithm according to the application 
needs. In most of the cases, the same encryption system implementation supports all 
the three different types of cryptography.  

The standards for network applications and services are maturing and new 
specifications in security systems are being defined. This leads to a large set of possible 
technologies that a service provider can choose. Although organizations and forums 
seem to agree to the increasing need for secure systems with wide strength, security is a 
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black hole in the computer networks because of the implementation difficulty. The 
security layers of many communication protocols use outdated encryption algorithms, 
which have been proved unsuitable for hardware implementations, especially for 
constrained implementation environments.  

In general, encryption algorithms use complicated arithmetic and algebraic 
modifications, which are not appropriate all the time for integrations with high quality 
implementation performance. That’s why the integrations of the encryption algorithms 
allocate many of the system resources, in hardware or in software terms, in order to be 
implemented as separated components.  

In many cases software applications have been developed, in order to support the 
security and cryptography needs. But, software solutions are not acceptable for the 
cases of computer-related environments, with high speed and performance 
specifications. 

2. Security & Privacy in Hardware 

In any environment, either physical or logical, there exists the need of maintaining 
someone or something safe, away from harm. This is the role of security. On any 
computer-related environment, security can be considered as a non-functional 
requirement that maintains the overall system usable and reliable, protecting the 
information and information systems. In order to comply with this non-functional 
requirement, such environments must assure the existence of certain properties by 
implementing new protocols or extending the current ones. These properties and 
protocols can be equally useful for another non-functional requirement, privacy, which 
is related to the capacity of controlling the flow of information about a certain subject 
or entities. 

Major security properties related to information assurance are confidentiality, i.e. 
ensure that the information is accessed only by those who are inside the system, 
integrity, i.e. guarantee that the information has not been manipulated, authentication, 
i.e. certify that the source of the information is who claims to be, and non-repudiation, 
i.e. assure that no party can deny having participated in a part or the whole transaction. 
Other security properties focus more on the functionality of the overall system: 
Robustness and Availability are related to the capacity of the system of providing an 
acceptable level of service in the presence of problematic situations, whereas 
Resilience is the ability to withstand “Node Compromise” attacks that can try to take 
control of the whole system. 

In a sensor network environment the existence of security, that is, the need of 
ensuring that the existent devices and protocols comply with the major security 
properties is extremely important due to the associated constraints to the elements of 
the network and their particular behaviour. The elements of a sensor network, the 
sensor nodes, are highly constrained in terms of computational capabilities, memory, 
communication bandwidth, and battery power. Additionally, it is easy to physically 
access these nodes because they must be located near the physical source of the events, 
and they usually are not tamper-resistant due to cost constraints. Furthermore, any 
device can access the information exchange because the communication channel is 
public. 

As a result, any malicious adversary can manipulate the sensor nodes, the 
environment, or the communication channel for its own benefit. For these reasons, it is 
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necessary to provide the sensor network protocols with basic security mechanisms that 
can guarantee a minimal protection to the services and the information flow. As a result, 
there is a need to protect the communication channels between the nodes, and to defend 
the core protocols of the network, i.e. routing, data aggregation, and time 
synchronization, and other non-essential protocols, such as node location, code update 
procedures, and other collaborative processes, against any external or internal influence. 

The foundation of all these secure protocols, and the tools that can aid these 
systems on integrating the security properties into their operations, are the 
cryptographic primitives: Symmetric Key Cryptography (SKC), Public Key 
Cryptography (PKC), and Hash functions. These primitives alone are not enough to 
protect a system, since they just provide the confidentiality, integrity, authentication, 
and non-repudiation properties. Nevertheless, without these primitives, it would be 
nearly impossible to create secure and functional protocols. 

There are many instances of these primitives (i.e. algorithms), and each one of 
them has different requirements in terms of processing power, memory and energy 
consumption, etc. Therefore, it is important to review the functionality of the less 
resource-demanding algorithms in order to analyze their theoretical suitability to the 
existent sensor node hardware. Still, the constraints inherent to the sensor nodes advise 
against the total dependence on software-based implementations, even more in the case 
of expensive primitives such as PKC (cf. Section 3). The time a single node spends 
executing these primitives could be used for other primordial tasks, or even for 
implementing the necessary steps that are required to provide other security properties. 
Consequently, it is crucial to analyse the influence of the implementation of these 
primitives on hardware over the behaviour of the node. 

2.1. Symmetric Key Cryptography 

Symmetric Key Cryptography (SKC) primitives are able to offer the necessary 
mechanisms for protecting the confidentiality of the information flow in a 
communication channel. For achieving this confidentiality level it is necessary that 
both the origin and destination share the same security credential (i.e. secret key), 
which is utilized for both encryption and decryption. As a result, any third-party that 
does not have such secret key cannot access the information exchange, thus the security 
properties of these primitives mainly resides on the complexity of their internal 
operations and the length of the keys. 

There are two types of SKC primitives: Stream Ciphers and Block Ciphers. Stream 
Ciphers are simpler and faster, while Block Ciphers are more flexible and powerful. 
These two types are discussed more profoundly in the following sections. 

2.1.1. Stream Ciphers 

A stream cipher is a method of symmetric cryptography that takes as an input a 
flow of bits of variable size and transforms it into a ciphertext. For that purpose, these 
cryptographic algorithms combines, mainly by using simple operators such as XOR, 
those input bits with a pseudorandom key flow obtained from a cryptographic key and 
an initialization vector (IV). It is essential to use such IV in stream ciphers for avoiding 
situations where one plaintext produces the same ciphertext when encrypted with the 
same key. 
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One of the better known stream cipher algorithm, which is used by several 
protocols like Secure Sockets Layer (SSL) or Wi-Fi Protected Access (WPA), is RC4 
[RC4_1996]. This simple algorithm was designed by Ron Rivest in 1987, and it is also 
known as ARC4 or ARCFOUR.  Its simplicity is due to two main reasons. Firstly, it 
minimizes the execution time by using simple operations as XOR, AND, addition and 
shifting. And secondly, it uses a block size of 8-bit, consuming less memory space than 
others cryptosystems. Therefore, RC4 is highly suitable for those architectures with 
highly-constrained microcontrollers. However, RC4 must be implemented carefully for 
avoiding any attacks as the detected in WEP [Fluh2001], where the primitive was not 
properly initialized. 

2.1.2. Block Ciphers 

A symmetric block cipher operates on a group of bits with a fixed-size (usually 64 
or 128 bits) known as blocks. A block of plaintext is transformed by using several 
rounds of mathematical operations into a block of ciphertext, which has the same size 
as the input. Besides of those operations, in every round most block ciphers also have 
to transform the original key, using a usually complicated process named key schedule. 
In cases where more than one block has to be encrypted (e.g. a plaintext that is larger 
than the block size), it is necessary to use a mode of operation. Moreover, if the 
plaintext is not a multiple of the block size, some modes of operation require padding 
that plaintext. 

Operation modes are just a set of operations using the block cipher inputs and 
outputs. Some of them provide confidentiality, and a few of them provide 
authentication. Concretely, the earliest modes, as ECB (Electronic Codebook), CBC 
(Cipher Block Chaining), OFB (Output Feedback) or CBC (Cipher Block Chaining), 
provide mainly only confidentiality. However, operation modes such as CCM (Counter 
with MAC), GCM (Galois Counter Mode), OCB (Offset Codebook Mode) and others 
modes guarantee both security properties by including a Message Authentication Code 
(MAC). In addition, in order to generate some randomization in the process, these 
modes, except ECB, needs an initialization vector (IV) that has to be combined with 
the original key. 

The following subsections presents a set of primitives that could be used for 
providing security properties in highly constrained devices. These primitives are 
arranged according to their complexity, and hence according to the resources that they 
demand to a device. Concretely, they are classified from less to more complex. 

2.1.3. Skipjack 

Skipjack [Skipjack_1998] is considered one of the simplest and fastest block 
ciphers, in comparison with other ciphers such as RC5, RC6 or AES. It was designed 
by the NSA (U.S. National Security Agency), and declassified in 1998. The primitive 
uses building blocks of 64 bits and a cryptographic key of 80 bits for encrypting data 
blocks of 16 bits. Therefore, it is especially suitable for constrained nodes with 16-bit 
microcontrollers, such as the MSP430 microcontroller family. 

Skipjack alternates two stepping rules, named A and B, during 32 rounds. 
Concretely, each rule can be described as a linear feedback shift register with 
additional non linear keyed G permutation (Feistel cipher of 4 rounds). Also, the key 
schedule of Skipjack is straightforward, i.e. the key is cyclically repeated enough times 
to fill the key schedule buffer. Besides these obvious benefits regarding the simplicity 
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of the algorithm, this primitive does not provide the same security than others, due to 
its small key size. 

2.1.4. RC5 and RC6 

In 1994, Ron Rivest designed a simple symmetric algorithm named RC5 
[RC5_1994]. This primitive has variable parameters both in block size (32, 64, 128 
bits), in key size (up to 2040 bits) and in number of rounds (up to 255), although it is 
recommended to use a block size (b) of 64 bits, a key size of 128 bits and 20 rounds. 
On the other hand, its internal operations are quite simple: integer additions, bitwise 
XOR, and variable rotations, over two b/2 bits registers. An algorithm based on RC5 is 
RC6 [RC6_1998], which was designed by Ron Rivest, Matt Robshaw, Ray Sidney and 
Yiqun Lisa Yin in 1998. It is very similar to RC5, except that its recommended block 
size is 128 bits, and internally includes integer multiplication and uses four b/4 bits 
registers.

In spite of using simple building blocks, resulting in a small code size in their 
implementation, both algorithms are a bit more complex and quite slow, thus not all the 
highly-constrained devices could support them. Basically, they use 32-bit registers for 
the recommended block size (i.e. b/2 where b=64 in RC5, and b/4 where b=128 in RC6), 
the number of rounds is a little high, and the key schedule is quite complex in 
comparison with simpler ones such as in Skipjack. For that reason, the more 
appropriate microcontrollers are those ones with 32 bits, for example the 
microcontrollers PXA271 or ARM920T. 

2.1.5. AES &Twofish 

The Advanced Encryption Standard (AES) [AES2002] was designed in 1998 by 
Joan Daemen and Vincent Rijmen. It is a derivative of the Rijndael algorithm, which 
supports a larger range of block sizes ranging between 128 bits and 256 bits. On the 
other hand, AES works with a fixed block size of 128 bits and a key size of 128, 192 or 
256 bits, and depending on the key size the number of rounds is 10, 12 and 14 
respectively. 

For encrypting, AES needs a 4 × 4 array of bytes (termed the state) over a finite 
field. In each round (except the last round) four distinct stages are executed: 
AddRoundKey, where the subkey is combined (XOR operation) with the state, 
SubBytes, where each byte is replaced with its entry in a fixed 8-bit lookup table, 
ShiftRows, where bytes in each row of the state are shifted cyclically toward the left, 
and MixColumns, where each column is multiplied with a fixed polynomial p(x).  

Another block cipher algorithm similar to AES is Twofish [Twofish1999], 
designed in 1998 by Bruce Schneier, John Kelsev, Doug Whiting, David Wagner, 
Chris Hall and Niels Ferguson. Twofish uses 128-bit blocks with large key sizes (up to 
256 bits), a complex key schedule, and four different key-dependent 8 by 8 bits S-
boxes totally bijectives. Besides, it uses other elements belonging to other cipher 
families, concretely the pseudo-Hadamard transform (PHT(a,b)= , , where  = a + b 
mod 232 and  = a + 2b mod 232), and the maximum distance separable (MDS) matrix 
(4 × 4) over GF(28). 

Both AES and Twofish are quite fast in their encryption/decryption operations due 
to their small number of rounds, and also some operations can be calculated in 8-bit 
registers. On the other hand, they present a considerable complexity, which results in a 
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larger code size. Therefore, not all constrained devices can afford to implement them in 
software. 

2.2. Public Key Cryptography 

Public key cryptography (PKC), also known as asymmetric cryptography, is a 
form of cryptography that uses two keys: a key called secret key, which has to be kept 
private, and another key named public key, which is publicly known. Any operation 
done with the private key can only be reversed with the public key, and vice versa. This 
nice property makes all PKC-based algorithms useful for secure broadcasting and 
authentication purposes. It is also an invaluable tool for allowing the secure exchange 
of secret keys between previously unknown partners. 

The computational cost of calculating the underlying primitive operations had 
hindered its application in highly-constrained devices, such as sensor nodes. However, 
at present there are several PKC primitives that are being considered for a sensor 
network environment. Obviously, it is important to know their properties to determine 
if they could be suitable in a constrained architecture. For example, the algorithm RSA 
[RSA1978] is known for offering good cryptographic operations (encrypting and 
signing), but limited microprocessors must pay a relatively high computational cost. 
For all these reasons, it is necessary to analyze what kind of PKC primitives are more 
suitable for the sensor nodes. 

2.2.1. Elliptic Curve Cryptography 

In 1985, Koblitz and Miller proposed one of the most investigated PKC primitives 
in the field of WSN security, named Elliptic Curve Cryptography (ECC) [ECC2000]. 
This interest is due to some interesting features offered by ECC that are appropriate for 
WSN context, such as the small key size and fast computation. ECC is based on elliptic 
curve structures defined as y2 = x3 + ax + b over finite fields Fp.  Then, the base of 
security in this type of cryptosystem is determined by the elliptic curve discrete 
logarithm problem. Concretely, given the parameters a and c, the security is determined 
by the resolution of  the equation ab = c. 

The basic operation in ECC is the scalar point multiplication, which can be 
calculated by the repetitive computation of point additions and doublings. Although 
point multiplications utilized in the operations of encrypting and signing are less 
expensive in computational terms than the primitive operations of RSA (i.e. 
exponentiations), they continue to be resource intensive. For this purpose, there exist 
several optimizations, such as the use of projective coordinates to avoid the inversion 
operations or the use of Shamir's trick for minimizing the verification time. 

As aforementioned, ECC is able to offer the same security as other cryptosystems, 
like RSA, providing signatures by using Elliptic Curve DSA (ECDSA) and key 
establishment by using Elliptic Curve Diffie-Hellman (ECDH). Moreover, ECC works 
with a smaller key size (160 bits in ECC opposite 1024 bits in RSA), and its basic 
operation executes in a reasonable time. These properties are very appreciated by the 
research community in order to try their integration in sensor nodes. 
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2.2.2. Other cryptographic approaches 

Other cryptographic approaches that could be suitable for constrained architectures 
are Rabin’s scheme [Rabin1979], NtruEncrypt [NTRU1998] and MQ-schemes 
[MQ2005]. Overall, their execution time is quite optimal, but their memory 
requirements in terms of the key size are very heavy. 

In 1979, Michael Rabin proposed a high-speed scheme based on the factorization 
problem of large prime numbers, known as Rabin’s scheme. Therefore, its security is 
determined in the same way as for RSA. This primitive is characterized by the speed of 
its encryption and signature verification operation, which are built by a simple squaring 
operation. However, the function of Rabin generates three results: two false and one 
correct, and the objective is to find the correct one, hence the identification process 
implicates extra complexity to system. Also, the size of a single signature is quite large 
(512 bits).  

Other asymmetric approach is NtruEncrypt and its corresponding signature scheme 
NtruSign, which were created by Joseph H. Silverman, Jeffrey Hoffstein, Jill Pipher 
and Daniel Lieman in 1996. These cryptographic primitives are basically based on a 
polynomial ring R, and its strength is based on the hardness of solving the Closest 
Vector Problem (CVP) and the Shortest Vector Problem (SVP).  Due to its simple 
primitive operations for encryption and signing, just mere polynomial multiplications, 
NtruEncrypt claims to be faster than other asymmetric encryption schemes.  

Finally, the most recent asymmetric approach is the multivariate public-key 
cryptosystems, also known as MQ-schemes. Their security is determined by the 
hardness of solving w = V-1(z) = ( 1,..., n)  Kn, given a quadratic polynomial map V 
= ( 1,..., m) : Kn  Km.  A MQ-scheme is quite fast in its cryptographic operations, 
such as the verification of a signature. However, there is a significative storage cost for 
restricted environments due to the size of the keys in RAM. Concretely, the private key 
needs 879 bytes of storage and the public key needs 8680 bytes. Obviously, this 
cryptosystem can only be supported by sensor nodes with high memory capabilities. 

2.3. Hash Functions 

Cryptographic hash functions or hash primitives are utilized in order to compress a 
set of data of variable length into a set of bits of fixed length. The result is a “digital 
fingerprint” of the data, identified as a hash value. A cryptographic hash function must 
satisfy two properties: i) given a hash value h, it should be hard to find a message m 
such that hash(m) = h, and ii) it should be hard to find two different messages m1 and 
m2 such that hash(m1) = hash(m2).

This kind of hash primitives are usually used to build other cryptographic 
primitives. For example, the Message Authentication Code (MAC) primitive provides 
authenticity and integrity in the messages, either by using the CBC mode of operation 
in a process named CBC-MAC, or by taking advantage of the existence of hash 
primitives. An example of hash function is SHA-1 algorithm [SHA1_2005], which 
takes 512 bits and returns 160 bits, and operates with additions, rotations, XOR, AND, 
OR and NOT. Nevertheless, the complexity required for finding a collision is only 263,
hence it is recommended to use other stronger algorithms such as SHA-256. The 
algorithm SHA-256 takes 512 bits and returns 256 bits. Other more optimized hash 
function is RIPEMD-160 [RIPE1996], with an input of 512 bits and an output of 160 
bits, which uses rotations, permutations, shifts, and others as internal operations. 
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Although all the hash functions mentioned in this section are fast, they are only 
suitable for microprocessors of 32 bits, because of their internal word size. Therefore, 
they could not be optimally supported by microcontrollers of 8 and 16 bits, whereas 
more powerful 32-bit microcontrollers like the PXA271 and ARM920T can optimally 
manage them. 

3. Software Implementation Platforms 

3.1. Symmetric Key Cryptography and Hash Functions 

The task of protecting small, highly-constrained devices is not an easy task, since 
their microcontrollers are very limited in terms of computational power, memory 
capabilities, and so on. However, they should be able to execute several instances of 
Symmetric Key Cryptography (SKC) and Hash primitives without provoking a penalty 
in communication. That is, the time dedicated in the execution of such software 
primitives must be under a considerable period of time, because on the contrary it could 
cause a delay in the sending of packets over the radio. For avoiding this serious 
problem, the encryption time must be less than the byte time, which represents the time 
required for sending a single byte of data. For example, for a CC1000 transceiver with 
a bandwidth of 19.2kbps, the byte time is approximately 420μs, and for the 802.15.4-
based CC2420 with a bandwidth of 250kps, the byte time is closer to 32μs. 

One of the first studies on the encryption overhead of SKC and Hash primitives in 
constrained microcontrollers was made by Ganesan et. al. [Ganesan2003] in 2003. In 
their software implementation, they discovered that the time required for encrypting a 
single plaintext was much less than the time need for executing hash primitives. 
Nonetheless, the average code size of a single primitive is less than 4000 bytes of ROM. 
For example, the encryption time of a plaintext with the stream cipher RC4 was 6μs per 
byte, with RC5 26μs and with IDEA 21μs, whereas for digesting a single byte with the 
SHA-1 algorithm was necessary to wait 122μs.  

Later, in 2004 SKC primitives are introduced by means of a new cryptographic 
package in Mica and Mica2 nodes over the “de-facto” standard OS for sensor nodes, 
TinyOS 1.x. This package known as TinySec [Karlof2004] provided the Skipjack 
primitive, which needed 48μs for encrypting a byte, and the RC5 primitive, which 
needed 33μs for encrypting a byte. RC5 was considerably better in encryption overhead 
than Skipjack. However, it did not include any hash primitives, so the integrity process 
was achieved through use of CBC-MAC, which generates the message authentication 
code using the SKC primitives. 

In 2006, Wei Law et. al. [Wei2006] and Jun Choi and Song [Junchoi2006] carried 
out a deep analysis on the encryption overhead of other instances of SKC primitives. 
Their studies demonstrated that an optimized Skipjack improved in both encryption 
overhead (25μs) per byte and in memory overhead (2600 bytes of ROM) than the rest 
of algorithms (an average of 8000 bytes). Nonetheless, RC4 achieved in terms of 
memory overhead 428 bytes, thus it was much better than an optimized Skipjack for 
extremely constrained devices.  
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3.2. Public key Cryptography 

Until 2004, almost all security studies were focused on symmetric key 
cryptography (SKC), since the possibility of using public key cryptography (PKC) in 
highly-constraint context (for example, Wireless Sensor Network (WSN)) was 
considered, even labelled, as ''not possible". However, Gura et. al.'s studies in 
[Gura2004] opened a door of possibilities for the applicability of PKC in sensor 
networks. They ensured that Elliptic Curve Cryptography (ECC) was an appropriate 
technique for implementing PKC in high-constrained context, since it offers a good 
functionality both in computation and memory storage, minimizing energetic costs and 
functional complexity. The cause of this reduction is due to its small key sizes and its 
faster computation. 

Moreover, Gura et. al.'s studies encouraged to the research community to advance 
more on this topic. In fact, Malan et. al. [Malan2004] presented in the same year the 
first library with ECC primitives over the field F2

p, known as EccM 2.0. It worked with 
a key size of 163 bit, achieving an average execution time of 34 seconds in its 
operations (point multiplication and secret key generation). However, 34 seconds was 
not fast enough for allowing the creation of secure services based on PKC. For that 
reason, several studies started to optimize the ECC capabilities. One of the firsts ECC 
optimizations was presented by Gura et. al. in [Gura2004]. They ensured that 
performance of ECC could be improved if it used projective coordinates instead of 
affine coordinates to reduce the number of expensive operations, such as the inversion. 
Other of their suggestions was to work over a field Fp instead of F2

p. Such 
optimizations were taken into account by Batina et. al. [Batina2006] for their work on 
their hardware implementation of ECC (cf. Section 5.1.1). 

Actually, there are several implementations using a few of the ECC optimizations 
previously described. For instance, Liu and Ning implemented TinyECC [Liu2007], 
and Wang and Li implemented WMECC [Wang2006]. Concretely, TinyECC has a set 
of implementations in various elliptic curve domains (secp128r1, secp128r2, 
secp160k1, secp160r1, secp160r2, secp192k1, and secp192r1) according to the 
Standards for Efficient Cryptography Group [SECG2007], while WMECC only has the 
implementation on the secp160r1 elliptic curve domain. All of them work under an 
event-oriented and component-based Operating System named TinyOS. They were 
codified with a component-oriented language created specifically for sensor networks, 
named nesC (Network Embedded System C).  

Although, TinyECC and WMECC were very different both in design and in code, 
they were relatively similar because they have in common some optimization 
techniques. Firstly, for getting optimization in the modular reduction in multiplications 
and square, they made use of pseudo-Mersenne primes (being p a field prime, whose 
value is 2n –c).  Nonetheless, TinyECC is a little better in performance than WMECC 
on this aspect. It can compute modular multiplication of large integers by using Hybrid 
Multiplication. Secondly, both implementations used projective coordinates, but 
TinyECC applied Jacobian representation (X,Y,Z) while WMECC utilized a 
combination of representation between modified Jacobian coordinates (X,Y,Z,aZ4) and 
Affine coordinates (X,Y).

Lastly, both implementations utilized two methods, Shamir's trick and sliding 
window method, for improving the performance of scalar point multiplications. The 
purpose of the Shamir's trick is to execute in parallel several point multiplications, and 
this way it is possible to minimize the signature verification time. The sliding window 
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method, grouping the scalars in s-bit clusters, allows the reduction of the running time 
by pre-computing point multiplications. It is important to notice that the pre-
computation phase in TinyECC is much more expensive than WMECC, since it must 
initialize the ECDSA system. On the contrary, WMECC uses a small window for both 
methods (s=4 for sliding window method and w=1 for Shamir's trick).  

In order to analyze discrepancies between both implementations, it is necessary to 
compute several rounds of them for determining which is their overhead and 
complexity cost. Table [X] shows the results obtained by the execution of TinyECC 
and WMECC in the elliptic curve domain secp160r1. This table summarizes the results 
obtained after executing 20 rounds of the ECC primitives over the Micaz and TMote 
Sky nodes. The first rows of the table corresponding to the ROM and RAM size 
reserved for the primitives and the test program, and the rest of rows corresponding the 
time spent in the execution of the primitive. The difference between both nodes can be 
partially explained by their architecture: the microcontroller of Micaz does not spend 
time in computing unsigned multiplication, but the microcontroller of TMote Sky 
(MSP430) dedicated several cycles to them. 

Comparing both implementations, the WMECC package yields a better 
performance than the TinyECC package: It has no initialization time for the ECDSA, 
and the signature and verification times are slightly faster. However, its memory 
footprint is simply prohibitive, and it would be impossible to develop any kind of 
application for a TMote Sky. Fortunately, the major penalty of the WMECC code is the 
SHA-1 function, and the TinyECC implementation is precisely characterized by an 
optimized SHA-1 code. Thanks to the component capabilities of the TinyOS operating 
system, it is possible to use the SHA-1 component of TinyECC in the WMECC code, 
resulting in a new version of the WMECC package that is significantly better. Using 
this new implementation, it can be perfectly possible to create PKC-based applications 
on a constrained node such as the TMote Sky. 

Summing up, the results obtained for TinyECC and WMECC achieved the 
expected optimizations, reducing the running time for signing or verifying a signature 
to not more than 2 seconds. This indicates that there was an important improvement 
with respect to the results obtained by Malan et. al.’s work. As a result, it has been 
shown that it is possible to use software implementations of PKC in constrained sensor 
nodes. On the other hand, it would be better to reduce even more the execution time of 
these primitives for allowing the creation of efficient secure services based on 
asymmetric cryptography. 

4. VLSI Integrations for Cryptographic Primitives 

The applications increasing demand for computation power, and the power 
reduction requirements for portable devices, force researchers to consider that general-
purpose processors are no longer an efficient solution for mobile systems. So, new 
hardware approaches are needed in order to implement some computational heavy and 
power consuming functions in order to meet the current network speed requirements. 
Such approaches are: 

Recent Application-Specific Integrated Circuits (ASIC) technology was the 
solution that created better opportunities for implementing real-time and more 
sophisticated systems. ASIC devices guarantee better performance, with enough small 
dedicated size. The reliability reaches high limits and the performance reaches high 

R. Roman et al. / On the Hardware Implementation Efficiency of Cryptographic Primitives300



values. The implementations in these modules are characterized of tighter design 
stability, than any other type of hardware devices. ASICs include several custom and 
semi-custom hardware designs such as: Programmable Logic Devices (PLD), Gate 
Arrays (GA) and Standard Cells (SC). In our case ASICs can be described as follows: 
Custom-designed hardware, specially tailored to one particular encryption process. 
They require a significant initial investment for design and testing. If such a device is 
not produced in mass quantities, it is not economical for the market. ASICs seem to be 
more suitable for dedicated applications and not for an extended purposed encryption 
system.  

Besides the original software implementation platforms and the ASICs devices  
integrations there is a middle ground. This area is covered by the Field Programmable 
Gate Arrays (FPGAs) and Complex Programmable Logic Devices (CPLDs). These 
components provide reconfigurable logic and they are commercially available at low 
prices. They facilitate hardware/software codesign. Of course, these devices vary in 
capacity and performance. Programmable logic has several advantages over custom-
hardware. It is less time-consuming, for the development and the design phase, than the 
custom-hardware approach. These devices are more flexible than ASICs. They can be 
reused for cryptanalysis of many different encryption algorithms with little extra effort. 

Another solution to the implementation platform problem is smart cards. This issue 
has to do more with fit than with performance. In smart cards the RAM requirements 
are more important, than the clock’s frequency. Most commodity smart cards CPU 
today include 128 - to 256 - bytes of on-board RAM. Each CPU family contains 
members with more RAM capacity and a correspondingly higher cost. Although some 
CPUs include enough RAM to hold the keys of the algorithms, it is often not realistic 
to assume that such a large fraction of RAM can be dedicated solely to the encryption 
function. In a smart-card operating system, encryption is a minor small part of the 
system and will not be able to use more than half of the available RAM. Obviously, if 
an encryption/decryption system does not fit on a certain CPU, with particular 
configuration of its components, the performance of the system is unrealistic. Even if 
an algorithm fits onto smart card, the encryption function will not be able to use all of 
the RAM capacity. For example, an algorithm that needs at about 100-bytes RAM 
seems to fit in a 128-bytes smart card. Of course this is a theoretical result because 
there are RAM requirements also for the control procedure that handles the total 
security process and these requirements increase the need of the memory-limited 
capacity. It is cleared that the devices of this category are not proper for large 
encryption systems with special specifications. 

In general, hardware implementations have been proved better approaches 
compared with the software developments, in the terms of throughput, and operating 
frequency. Of course the covered area resources is a factor that have to be under 
consideration. 

For all the hardware devices there are some common factors that make the 
implementation of the ciphers in powerful hardware engines a very hard process. The 
most critical of them is the large number of registers for key storage, which are used by 
most of the algorithms. As it has been already mentioned above, the security of ciphers 
is a function of two factors: the strength of the algorithm and the length of the key. 
While the strength of a cipher is a fixed factor since algorithm’s definition, the key 
length is a parameter that can vary. Ciphers’ introducers and cryptographers use large 
keys for more secure operations. This means larger number of buffers and storage units 
and increased memory requirements, for hardware integration. This event has finally 
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cost in the chip’s covered area and sometimes in the I/O devices of the system. In order 
to face this problem RAM blocks are mainly used in hardware implementations. 
However, in many cases the availability of RAM is restricted. The internal memory 
capacity of many hardware devices is limited. The use of external RAM reduces the 
total system performance and increases the system’s covered area. All these factors are 
critical items, which must especially be taken into account by the designers. The 
application itself defines each time the impact grade of these factors. 

5. Integration on Silicon for WSN  

5.1.  Existing Efforts 

5.1.1. Research Solutions 

The sensor network paradigm is still in its infancy, and the efforts in both research 
and industrial environments have been focusing on the design and development of 
sensor node hardware platforms. On the other hand, there have been few advances in 
the area of security-specific hardware for sensor networks, and they have not surpassed 
the stage of prototypes. A possible reason could be the lack of real-world applications 
beyond test beds. Although it is theoretically clear that in this kind of network 
environments there is a need for security primitives, mainly due to the public nature of 
the communication channels, there are no existing applications that could force the 
creation of specific hardware integrations at an industrial level. 

Most of the existing prototypes, which have been designed on research 
environments, are specialized on providing Public Key Cryptography primitives. These 
primitives are extremely resource-demanding for highly constrained nodes due to the 
complexity of their internal operations, compared to the other primitives like 
Symmetric Key Cryptography. As seen in section 3, the memory footprint of a software 
implementation of a PKC primitive is usually quite high, consuming more than 1/3 of 
the memory of a node on certain platforms, and the execution time of a simple 
operation such as signature verification can last at least 2 seconds. A hardware 
implementation could greatly improve the usability of these primitives, enabling the 
creation of advanced authentication services.  

Due to its benefits in key size and complexity, Elliptic Curve Cryptography (ECC) 
has been the primitive of choice in most asymmetric cryptography hardware prototypes 
as of 2007. The main purpose of these implementations is to reduce the time on 
executing the ECC core operation, the point multiplication, from the seconds in 
software implementations to just hundred of milliseconds. A majority of the prototypes 
are specialized on achieving an acceptable performance using as little gates as possible 
while functioning with an operational frequency smaller than 8 Mhz, which is the usual 
operational frequency for a normal sensor node. 

In fact, the prototypes that have been specifically created for sensor nodes seek the 
provision of ECC operations to both normal and “weak” nodes, using an operational 
frequency as small as 500 Khz. An example is the design by Gaubatz et. al. 
[Gaubatz2005], where operations are performed over Fp100

, occupying a chip area 
equivalent to 18720 gates in 0.13μm CMOS technology, and consuming just under 
133μA in signing and encrypting messages. ECDSA signatures and ECMQV 
decryptions are performed at around 410ms, and ECDSA verifications and ECMQV 
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encryptions are performed at around 820ms. As for the specific optimizations in this 
design, they efficiently implement modular reduction, achieve a fast inversion 
algorithm, and implement all arithmetic primitives in a bitserial fashion. 

A later prototype, created by Batina et. al. [Batina2006], improves the results 
obtained in the previous design using the same operational frequency, 500 Khz. Their 
Elliptic Curve Processor (ECP) included a Modular Arithmetic Logic Unit (MALU) 
capable of computing modular additions and multiplications, using the same cells for 
both purposes without having a full-length array of multiplexors. Moreover, squaring is 
considered a special case of multiplication, and inversion is avoided mostly by use of 
projective coordinates. The results are promising: using 8104 gates (12000 gates 
including RAM) in 0.13μm CMOS technology, one point multiplication over F2131 is 
performed in only 115ms, consuming less than 10μA. 

On the other hand, not all ECC prototypes consider the operational frequency as a 
factor that should limit the design of the hardware. The existence of “heavy-duty” 
microcontrollers used on certain sensor node platforms, like the PIC18F6720, PXA271, 
and the ARM920T, justify the creation of specialized prototypes that operated at a 
higher frequency. Wolkerstorfer et. al. [Wolker05], as well as Kumar and Paar 
[Kumar2006], designed integrated chips that are able to provide an excellent 
performance for signing a message using ECDSA. In the case of Wolkerstorfer et. al., 
the chip, which has an area of 23000 gates implemented in 0.35μm CMOS technology, 
is able to execute a single point multiplication operation over F2191 in only 6.67ms. 
This design has an operational frequency of 68.5 Mhz, thus it can only be used by 
“heavy duty” sensor nodes. In contrast, the chip created by Kumar and Paar is slower, 
providing a point multiplication over F2131 in 18ms, but the number of gates is smaller, 
almost 12000. Its operational frequency is also smaller, around 13 Mhz, so it can be 
afforded by “heavy duty” and normal microcontrollers alike. 

There are also other hardware prototypes that provide other asymmetric 
cryptography primitives, such as NTRU, Rabin, and Multivariate (cf. Section 2). The 
primary disadvantage of these primitives, compared with ECC, is their key and 
signature size. The Multivariate cryptosystems uses a private key of 879 bytes, and a 
public key of 8680 bytes. Also, NTRU provides a signature of 1169 bits, while Rabin 
generates a signature size of 512 bits. As a result, there is an energy overhead 
associated to the transmission of messages over the communication channel and a cost 
associated to the storage of keys and signatures. All of these are critical factors in the 
design of protocols for sensor networks. Nevertheless, these prototypes have certain 
advantages that can make them useful on certain scenarios. 

The NTRUEncrypt prototype, developed by Gaubatz et. al. [Gaubatz2005], 
employs a very small number of gates, around 3000, and consumes only 6.6μA in an 
operational frequency of 500kHz. Encryption and verification operations are performed 
at around 58ms, decryptions are calculated in almost 117ms, and messages are signed 
in almost 234ms. As a result, most operations done on a NTRU chip are faster than any 
of the ECC prototypes. Also, their chip area is the smallest of all the PKC primitives. 
The major benefit of the Rabin prototype, which was developed by the same authors 
[Gaubatz2005], is the encryption and verification operations: at the same operational 
frequency of the NTRU prototype, 500 Khz, a message can be encrypted or verified in 
just 2.88ms. Still, the downside comes from the decryption and signature operations, 
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which are calculated in 1.089s, and from the average power consumption, which is near 
49μA.  

Finally, the Multivariate prototype, made by Yang et. al. [Yang2006], only 
provided signature generation, since it was designed for being included inside RFID 
tags. Nevertheless, since the target device is even more constrained than a sensor node, 
the benefits are higher in comparison with the other prototypes: using 17000 gates in 
0.25μm CMOS technology, with an energy consumption of 25μA in an operational 
frequency of just 100kHz, it is possible to sign a message in 44ms. This speed is 
achieved by using the most optimal primitive, the circulant (LPSQR) form of 
enTTS(20,28), in conjunction with some optimizations like the substitution of the 
Lanczos' method used in the internal operations with the symmetric Gaussian 
elimination. 

5.1.2. Industrial Efforts 

Aside from the previously mentioned prototypes developed on research 
environments, there are, at present, very few solutions that are able to provide hardware 
support for cryptographic primitives at a mass scale. The most effective solution in 
terms of using the primitives would be to define a standard for including this kind of 
hardware support in the microcontrollers. However, there are no existent solutions in 
this area, aside from the definition of processor-specific instructions sets like MMX 
that could be used to improve the execution of the security primitives. On the other 
hand, some network standards used for wireless communication in sensor networks 
demand the existence of support for such primitives. 

As a result, on current technology, the radio transceiver chip located on sensor 
nodes can be able to provide hardware support for cryptographic primitives. The reason 
is simple: usually, all communications have to be protected with symmetric key 
cryptography primitives in order to assure the confidentiality, integrity and authenticity 
of the packets that traverse the network. Since all network packets must traverse the 
radio transceiver, this is the ideal place where the hardware support could be located. 
Not all radio transceivers incorporate this type of support, though: only a certain group 
of standards requires the support of the primitives on silicon. One of those standards, 
widely used on sensor networks, is the IEEE 802.15.4 standard [IEEE802.15.4]. 

All transceiver chips that implement the 802.15.4 standard can offer a suite of 
AES-based symmetric key cryptography operations for assuring the confidentiality and 
integrity of the network packets. The available suites are AES-CTR, AES-CBC-MAC, 
and AES-CCM. The AES-CTR suite only provides confidentiality by using AES in 
Counter Mode, thus behaving as a stream cipher. AES-CBC-MAC ensures data 
integrity through Message Authentication Codes using AES in Cipher Block Chaining 
Mode (CBC-MAC), where the size of the MAC can be 32, 64 or 128 bits long. Finally, 
AES-CCM provides both confidentiality and integrity, by applying integrity protection 
using AES-CBC-MAC and then encrypting the data using AES-CTR mode. 

In order to use these security suites, the application must create an ACL (access 
control list) entry consisting of a source address, a destination address, a suite, and the 
secret key of 128 bits to be used between the source and the destination. Once the 
standard-compliant radio transceiver receives a packet with security enabled, it looks 
up an entry in the ACL, and applies the security suite if a match is found. Note that, 
although there can be up to 255 ACL entries, the standard does not specify a minimum 
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size. Moreover, the only mandatory suite that the transceiver must offer by default is 
AES-CCM with a 64-bit MAC. 

Unfortunately, the 802.15.4 standard, and all the chips that implement it, is not 
exempt of flaws [Sastry2004]. One of the security suites, AES-CTR, is deeply flawed, 
since it does not properly support replay detection and it is possible to launch Denial of 
Service (DoS) attacks sending a single forged packet. Also, the acknowledgement 
packets are not protected by a MAC, thus it is possible to forge them. Other minor 
problems include deleting the ACL entries when entering low power mode. As a result, 
chip manufacturers and application designers must take into account the inherent 
problems of the standard. 

As an example, the most common 802.15.4 chip integrated in sensor nodes as of 
2007, the Chipcon CC2420, implements all the recommended security suites (including 
the flawed AES-CTR), and also provides an additional simple encryption mode where 
a 128 bit plaintext is encrypted with a 128 bit secret key. The hardware implementation 
of these suites is quite fast: the CC2420 is able to apply AES-CCM to a single packet in 
222μs, and the simple encryption mode works in only 14μs. However, its ACL has 
only two entries, thus the chip only provides “out-of-the-box” support for two 
neighbors. Therefore, the application developer has to provide a workaround for taking 
advantage of the hardware capabilities. An example would be to implement CBC-MAC 
in software by using the simple encryption mode [Sun2006]. 

Regarding MMX, this SIMD instruction set was designed by Intel and introduced 
in 1997 as part of the Pentium MMX microprocessors. Nowadays, this instruction set is 
also part of the PXA27X family of microprocessors as “Wireless MMX”. This 
extension provides 16 data registers of 64 bits and 8 control registers of 32 bits, and is 
able to perform two 32-bit, four 16-bit, or eight 8-bit operations in a single instruction. 
These operations range from simple mathematical and logical operations like rotating, 
adding and multiplying to other specific operations such as calculating the vector 
maximum/minimum. 

These extended instruction sets were not designed with cryptographic primitives in 
mind, since they are focused on providing support for multimedia-based tasks such as 
video compression, 2D and 3D graphics, and image processing. Nonetheless, their 
parallelism capabilities can help to efficiently implement block ciphers such as AES or 
Twofish [Aoki2000], which use simple operations such as XOR over a set of 8-bit 
registers. In the case of AES, it has a large internal parallelism, thus there is potential 
for optimization. On the other hand, the Pseudo-Hadamard Transformation in Twofish 
somewhat complicates the parallelization process, although it is still possible to 
optimize certain parts of the algorithm.  

Not only block ciphers can be optimized: hash functions can be also improved by 
the use of MMX instructions. For example, Nakajima and Matsui [Nakajima2002] 
explored the optimization of MD5, the RIPEMD family, the SHA family and 
Whirlpool, by processing message blocks in parallel using MMX registers for 32-bit 
oriented hash functions. This type of parallelization can be possible in embedded 
systems, but it has not been researched yet. There were also some optimizations for 64-
bit oriented hash functions like SHA-512 and Whirlpool, but these optimizations 
cannot be applied to the “Wireless MMX” instruction set, because it cannot parallelize 
operations over 64-bit fields. 
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6. Alternative Solutions and Optimizations 

The problem of hardware implementation is a function of two different factors: 
cryptographic algorithms architectures and the efficient integration of them 
[Sklavos2007]. All forums and organizations in the wireless communication world 
have specified security layers/systems and have published the selected ciphers that 
these systems are based on. In order high-level security to be ensured, three schemes of 
encryption must be applied in a communication handshake: Bulk Encryption, Message 
Authentication and Data Integrity. The wireless protocols have defined alternative 
ciphers in each type of the above schemes. Large encryption systems have been mainly 
implemented only in software. On the other hand, hardware devices have been used for 
the implementation of encryption algorithms, one per device, and for security systems 
with less complexity.  

The previous years, the hardware integration approach to the issue of security 
implementation was the ASICs solution. Implementations on these modules achieve 
high-speed performance and have been proved confidant solutions. Although in the 
case of wireless protocols, this implementation aspect is proved unfeasible. The 
hardware integration of a set of ciphers, that a protocol defines, results in a very large 
circuit. Encryption algorithms implementations, that have been published until now in 
ASICs, cover an area of 40-60 mm2 each. For example, the WAP cipher set integration 
(eight algorithms in total), in one or more ASICs needs an area about 400-480 mm2, 
plus the space needed for the total control unit and routing allocated area. Such an 
ASIC device is very difficult to be designed and manufactured. Of course the cost of 
the chip is increased dramatically in this case. 

Nowadays a flexible encryption system, which would support the operation of a 
set of ciphers integrated in the same module, can be implemented with hardware and 
software cooperation. This type of cooperation could be achieved efficiently by the 
principles of reconfigurable computing. A proposed solution is the design of a 
reconfigurable cryptographic system, which will support at least bulk and message 
authentication encryption. Reconfigurable computers are those machines that use the 
reconfigurable aspects of Reconfigurable Processing Units (RPUs) and FPGAs to 
implement a system/algorithm. The algorithms are partitioned into a sequence of 
hardware implementable objects (hardware objects). This type of objects represents the 
serial behavior of the algorithm and can be executed sequentially. The design technique 
based on hardware objects offers to the developer/designer a logic-on-demand-
capability that is based on the reconfigurable computing. The appropriate software, in 
order to suit the application at hand, modifies the architecture of these computing 
platforms. This means that within the application program a software routine has been 
written to download a digital circuit (chip design) directly into the RPU. The main idea 
of these designs is the alternation among static and dynamic performance of the system. 

Static circuitry is the part of the operation performance that remains in action 
between the different configurations of the hardware device. The part of static circuitry 
has to be in the maximum level of the design and special care must be taken for its 
optimization. General-purpose blocks, such as adders, belong to this part of 
performance. Another example of the static parts is the storage units. These are the 
parts of each system that never are never changed during different operations. Always 
they maintain the characteristics that the initialization process has set. On the other 
hand, there is the dynamic circuitry. With this term, we mean the parts of the system 
that change during configuration. These blocks must be minimized in order to increase 
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the system performance. If there are not basic common parts between the selected 
algorithms, the dynamic circuitry reaches high values and this is not flexible for the 
system performance. Dynamic circuitry increases the needs for the system’s allocated 
resources, and on the other hand decreases its attribution. It has to be cleared that the 
selection ciphers with similar philosophy of functionality, finally would be proved as a 
critical factor of the hardware implementation.  

Although, in most of the case encryption algorithms are based in different design 
philosophy and their functionality is completely different. In order to achieve this, the 
designer of a powerful security system has to choose one flexible algorithm for bulk 
encryption with the ability to operate as a hash function to support data integrity 
purposes, for example HMAC. The addition of some extra parameters in the 
algorithm’s architecture is necessary for the efficient operation of the two encryption 
modes. In this way, the needs of the system resources are reduced. At the same time, 
we have to avoid ciphers with heavy arithmetic functions such as multiplication and 
modulo processes. Such arithmetic functions are proven quite difficult to be 
implemented in hardware devices and mainly they have no common parts with other 
ones. 

The implementation of a security system with some common basic parts, which 
can be used for the implementation of ciphers’ common functions, seems to be the 
more sophisticated alternative solution for a large encryption engine. With the term 
basic parts we mean “heavy” algebraic or logical components of the algorithms’ 
architectures. In most of the cases it is difficult to implement these parts in a hardware 
device, with high-speed performance and minimized covered area. An example is the 
multiplication modulo that IDEA cipher needs. Reconfigurable computing method is 
proved efficient enough to solve the implementation problem of encryption engines and 
is suitable for the different types of architectures that ciphers’ have.  

The latest years, implementations on the smart card devices have been very 
attractive for the hardware designers. Compared with the other hardware devices like 
ASICs and FPGAs, smart cards have limited computing power and minimized storage 
capacity. Therefore, security applications which allocate a huge amount of storage or 
which require an extensive computation power might cause conflicts. 

The persistent storage of a smart card is limited to a few kilobytes today, which 
prevents it from storing larger items on the card. This can be circumvented if the smart 
card delegates the storage of the item in an external environment. The smart card 
receives and processes the transmitted data. It encrypts them and saves them to the 
sender/receiver’s device external storage units (RAM, registers of general use). Later, 
when these data are needed again, the smart card can request it from these storage units. 
By using this described method the smart card internal storage requirements can be 
reduced significantly. However, we have to take care that we do not create another 
bottleneck: the communication speed of the smart card is not very high and so we 
should have to handle the transmission of the same data back and forth, with special 
care. 

Another limitation of smart cards is the small processing power. The appropriate 
data modifications, due to encryption/decryption, may possibly exceed the computing 
power of a smart card. In this case it will take unacceptably long to finish the 
appropriate data transformation. Thus, it is important to minimize the amount of 
computation power, which the smart card has to pay for the requested tasks. For such 
applications, it is better the design to be kept as simple as possible. The requested task 
can be divided in smaller parts with no hard processing specifications. The requested 
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round keys for encryption/decryption can be generated in the initialization procedure 
and not at the same time with the encryption round transformation (on the fly key 
generation). In this way, we avoid to spend extra processing power for the key 
expansion unit during encryption/decryption. The same methodology can be followed 
for the appropriate specified constants generation. 

7. Future Directions 

The needs for personal network communications systems are growing rapidly. 
Coupled to this increase is the telecommunication-related crime. In wireless networks, 
an invader with suitable receiver can intercept the transfer data. Security is a primary 
requirement of all wireless cryptographic protocols. Cryptographic algorithms are 
meant to provide secure communications applications. However, if the system is not 
designed properly, it may fail. Although there are many well know ciphers, with 
different specifications and characteristics, the security of some of them is under 
consideration. Many works, from different research groups, have been published in 
technical literature in which cryptanalysis methods have been applied in order to find 
out any existing black holes in the security strength of the encryption algorithms. From 
many points of view, such attempts offer valuable knowledge in the growth and the 
improvement of cryptography. Encryption algorithms have to perform efficiently in a 
variety of current and future applications, doing different encryption tasks. The 
algorithms should be used to encrypt streaming audio and video data in real time. They 
would have to work correctly in 32 and 64-bit CPUs. Many of today’s applications run 
with smart cards based on 8-bit CPUs, such as burglar alarms, pay-TV and general 
other applications. All hardware implementations have to be efficient, with less 
allocated area resources. This means simplicity in algorithm’s architectures with 
enough “clever” data transformation components. A wireless protocol implementation 
demands low power devices and fast computation components, which imply that the 
number and complexity of the encryption operations should be kept as simple as 
possible. A basic transformation in the operation of the encryption algorithms is needed, 
including modifications in the data blocks and key sizes. 

The ciphers of the future have to be key agile. Many applications need a small 
amount of text to be encrypted with keys that are frequently changed. Many well know 
applications, like IPsec, use this way of algorithm’s operation. Although the most 
widely used mode of operation is encryption with the same key for all the amount of 
transport data, the previous mode is also very useful for future applications. Ciphers 
that require subkeys precomputation have a lower key agility due to the computation 
time, and they also require extra RAM to hold the subkeys. This RAM requirement 
does not exist in the implementations of algorithms, which compute their keys during 
the encryption/decryption operation. Cellular phones technology demands hard 
specifications of the cryptography science. Ciphers have to be compatible with wireless 
devices restricted standards in hardware resources. New mobile phones will have 
proper encryption part built in them. In these devices, there is not enough room for a 
large integrated security layer. A solution in order to decrease the required hardware 
resources is to use the ciphers for both bulk encryption and data integrity, with a simple 
change of their operating mode. All the above, make the effort of designing new 
security algorithms for wireless applications a real hard process. Both AES and SHA-2 
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standards are very good steps for the design of communications security schemes, for 
the next decades. 

The technology growth gives many promises for the security future. If the strength 
of the applied cryptography that is used in wireless industry were increased enough, the 
protocol security would be efficient to withstand the attempts of the attackers. Today 
many ciphers can support the defense of the communications links against external 
invaders. On the other hand, the implementation of these is a hard process and 
sometimes cannot meet the wireless network requirements. This is due to the fact that 
that today’s used ciphers have been designed some years ago and for general 
cryptography reasons. They are not specialized for the wireless communications. 
Security improvement needs strong, flexible encryption algorithms with efficient 
performance. New encryption algorithms must be designed for applications of any kind. 
On the other hand, every algorithm should be demonstrated in software before 
committing to hardware. 
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